To: Bay Area UASI Approval Authority

From: Mikyung Kim-Molina, UASI Regional Project Manager
Date: July 11, 2019

Re: Item 07: Cyber Resilience Program Update

Staff Recommendations:

No recommendation

Action or Discussion Items:

Discussion

Background:

At the June 14, 2018 meeting, the Approval Authority approved $300,000 for the Cyber Tiered
Training Project. The goal of the FY 18 Cyber Tiered Training Project is to develop and deliver a
high quality, targeted cybersecurity curriculum to public agencies and critical infrastructure end
users, administrators, and executive management in order to protect against data breaches and
potential compromises of sensitive systems. At the May 9, 2019 meeting, the Approval Authority
approved $200,000 for the Cyber Incident Response and Framework Planning Project. The goal
of the FY 19 Cyber Incident Response and Framework Planning Project is to develop a regional
cyber incident response framework and toolkit that will address planning gaps, risks, current
threats, reporting protocols and overall cyber readiness within the region.

Due to the immediate need to prepare and respond to an imminent cyberattack, the UASI Cyber
Resilience Workgroup identified the FY 19 Cyber Incident Response and Framework Planning
project as a priority. As such, the framework planning project and tiered training project will run
concurrently and give the region the flexibility to leverage and inform one project with the other.

Discussion:
Regional Project Manager Mikyung Kim-Molina will present the project overview, current status

and next steps for the FY 2018 and FY 2019 cyber resilience projects. The attached Appendix A
is an accompanying PowerPoint presentation.
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