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VSOC Background

Incident response requires consistent, timely, and relevant intelligence
sharing

Identified need for regional information security or cybersecurity teams
Expand upon regional cyber resilience/response plans and toolkits

Increase the ability to conduct vulnerability assessments and technology
needs

Increase cyber training and exercise capacity of the region

A regional cybersecurity governance structure to outline how to work
together



Framework Report

Content:

e Summary of Findings

* Governance Entity Type

e Organizational structure

e Roles and Responsibilities

* Pros and Cons

e Sustainability Plan

e Recommendations

e Toolkit - Templates, MOUs, Required Documents



TIMELINE

DATE ACTIVITY

July 2021 Finalize Key Stakeholder Agreement

August 2021 Stakeholder Kick-Off Meeting

August 2021 Conduct Gaps Analysis

September 2021 Research Governance Models

October 2021 Complete Governance Report and Framework
November 2021 Conduct Stakeholder Workshop

December 2021 Finalize Report



For questions contact:

Mikyung Kim-Molina
mikyung.kim-molina@sfgov.org

Thank you
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