Approval Authority Meeting
Thursday, July 11, 2019
10:00 a.m.

Location
Alameda County Sheriff’s Office OES
4985 Broder Blvd., Dublin, CA 94568

OES Assembly Room
Agenda

CALL TO ORDER
ROLL CALL
UASI Chair Mary Ellen Carroll, City and County of San Francisco
UASI Vice-Chair ~ Rich Lucia, County of Alameda
Member Michael Cochrane, City and County of San Francisco
Member Toshia Shavies Marshall, City of Oakland
Member Ray Riordan, City of San Jose
Member Dana Reed, County of Santa Clara
Member Mike Casten, County of Contra Costa
Member Bob Doyle, County of Marin
Member Gerry Malais, County of Monterey
Member Mark Robbins, County of San Mateo
Member Christopher Godley, County of Sonoma

General Manager Craig Dziedzic

APPROVAL OF THE MINUTES (Discussion, Possible Action)

Discussion and possible action to approve the draft minutes from the May 09, 2019 regular meeting
or take any other action related to the matter.

(Document for this item includes draft minutes from May 09, 2019.) 5 mins

GENERAL MANAGER’S REPORT (Discussion, Possible Action)
General Manager Craig Dziedzic will present his report:

a. Regional Catastrophic Grant Program (Discussion)

b. Management Team Update (Discussion)

c. National Homeland Security Conference (Discussion)

d. Management Team Tracking Tool and Future Agenda Items (Discussion)
(Documents for this item are a report, and the Tracking Tool from Craig Dziedzic.) 5 mins



10.

11.

12.

13.

14.

FY20 PROJECT PROPOSAL GUIDANCE (Action)

Regional Grants Manager Mary Landers will present the FY20 Bay Area UASI Project Proposal
Guidance for approval.

(Documents for this item are a report and 4 appendices from Mary Landers.) 5 mins

TECHNICAL ASSISTANCE PROGRAM UPDATE (Discussion, Possible Action)

Regional Program Manager Janell Myhre will provide an update on the UASI Technical Assistance
Program.

(Documents for this item will be a report and an appendix from Janell Myhre.) 5 mins

TRAINING AND EXERCISE RFP UPDATE (Discussion, Possible Action)

Regional Project Manager Corinne Bartshire will provide an update on the Training and Exercise
RFP process.

(Documents for this item will be a report and an appendix from Corinne Bartshire.) 5 mins

CYBER RESILIENCE PROGRAM UPDATE (Discussion, Possible Action)

Regional Project Manager Mikyung Kim-Molina will provide an update on the Cyber Resilience
project.

(Documents for this item are a report and an appendix from Mikyung Kim-Molina.) 5 mins

MASS NOTIFICATION SEMINAR CLOSEOUT (Discussion, Possible Action) Regional
Project Manager Mikyung Kim-Molina will provide a closeout report on the Mass Notification
Seminar.

(Documents for this item will be a report and an appendix from Mikyung Kim-Molina.) 5 mins

RISK MANAGEMENT PROGRAM UPDATE (Discussion, Possible Action)
Regional Project Manager Amy Ramirez will provide an update on the Risk Management program.
(Documents for this item are a report and an appendix from Amy Ramirez.) 5 mins

ACCESS & FUNCTIONAL NEEDS PROJECT UPDATE (Discussion, Possible Action)
Regional Project Manager Amy Ramirez will provide an update on the Access & Functional Needs
project.

(Documents for this item are a report and an appendix from Amy Ramirez.) 5 mins

BAY AREA UASI TRAVEL EXPENDITURES (Discussion, Possible Action)
Chief Financial Officer Tristan Levardo will present travel expenditures for the Bay Area UASIL
(Document for this item is a report from Tristan Levardo.) 5 mins

ANNOUNCEMENTS-GOOD OF THE ORDER
GENERAL PUBLIC COMMENT
Members of the Public may address the Approval Authority for up to three minutes on items within

the jurisdiction of the Bay Area UASI Approval Authority.

ADJOURNMENT

If any materials related to an item on this agenda have been distributed to the Approval Authority
members after distribution of the agenda packet, those materials are available for public inspection
at the Bay Area UASI Management Office located at 711 Van Ness Avenue, Suite 420, San Francisco,
CA, 94102 during normal office hours: 8:00 a.m. - 5:00 p.m.



Public Participation:

It is the policy of the Approval Authority to encourage and permit public participation and comment on

matters within the Approval Authority’s jurisdiction, as follows.

Public Comment on Agenda Items. The Approval Authority will take public comment on each item
on the agenda. The Approval Authority will take public comment on an action item before the
Approval Authority takes action on that item. Persons addressing the Approval Authority on an
agenda item shall confine their remarks to the particular agenda item. For each agenda item, each
member of the public may address the Approval Authority once, for up to three minutes. The Chair
may limit the public comment on an agenda item to less than three minutes per speaker, based on
the nature of the agenda item, the number of anticipated speakers for that item, and the number and
anticipated duration of other agenda items.

General Public Comment. The Approval Authority shall include general public comment as an
agenda item at each meeting of the Approval Authority. During general public comment, each
member of the public may address the Approval Authority on matters within the Approval
Authority’s jurisdiction. Issues discussed during general public comment must not appear
elsewhere on the agenda for that meeting. Each member of the public may address the Approval
Authority once during general public comment, for up to three minutes. The Chair may limit the
total general public comment to 30 minutes and may limit the time allocated to each speaker
depending on the number of speakers during general public comment and the number and
anticipated duration of agenda items.

Speaker Identification. Individuals making public comment may be requested, but not required, to
identify themselves and whom they represent.

Designated Public Comment Area. Members of the public wishing to address the Approval
Authority must speak from the public comment area.

Comment, Not Debate. During public comment, speakers shall address their remarks to the
Approval Authority as a whole and not to individual Approval Authority representatives, the
General Manager or Management Team members, or the audience. Approval Authority
Representatives and other persons are not required to respond to questions from a speaker.
Approval Authority Representatives shall not enter into debate or discussion with speakers during
public comment, although Approval Authority Representatives may question speakers to obtain
clarification. Approval Authority Representatives may ask the General Manager to investigate an
issue raised during public comment and later report to the Approval Authority. The lack of a
response by the Approval Authority to public comment does not necessarily constitute agreement

with or support of comments made during public comment.



o Speaker Conduct. The Approval Authority will not tolerate disruptive conduct by individuals
making public comment. Speakers who use profanity or engage in yelling, screaming, or other
disruptive behavior will be directed to cease that conduct and may be asked to leave the meeting

room.

Disability Access

The Bay Area UASI Approval Authority will hold its meeting at the Alameda County Sheriff’s Office
OES located at 4985 Broder Blvd. in Dublin, CA 94568.

In compliance with the Americans with Disabilities Act, those requiring accommodations for this
meeting should notify the UASI Administrative Assistant, at least 24 hours prior to the meeting, at
(415) 353-5223.



Bay Area UASI Program
Approval Authority Meeting
Thursday, May 09, 2019
10:00 AM

LOCATION
Alameda County Sheriff’s Office OES
4985 Broder Blvd., Dublin, CA 94568
OES Assembly Room

REGULAR MEETING MINUTES
DRAFT

1. Roll Call

UASI Chair Mary Ellen Carroll called the meeting to order at 10:00 AM and General Manager
Craig Dziedzic subsequently took the roll. Chair Carroll was present. Vice Chair Richard Lucia
was absent, but his alternate, Dennis Houghtelling was present. Members Michael Cochrane,
Toshia Shavies Marshall, Dana Reed, Mike Casten, Gerry Malais, and Mark Robbins were present.
Members Bob Doyle and Christopher Godley was absent, but their alternates Dave Augustus and
Brentt Blaser were present.

2. Approval of the Minutes

Chair Carroll asked for any comments or questions concerning the minutes from the March 14,
2019 meeting. Seeing none, she requested a motion to approve the minutes.

Motion: Approve the minutes from the March 14, 2019 Approval Authority Meeting.
Moved: Member Augustus Seconded: Member Reed
Vote: The motion was passed unanimously.

A member of the public made a comment.
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3. General Manager’s Report

(a) FY 2019 UASI Grant Update

General Manager Craig Dziedzic presented to the Board the FY 2019 Notice of Funding
Opportunity for the Department of Homeland Security Grant Programs to the board. The Bay Area
UASI net allocation was $22,742,500 after a 17.3% retention of funds by the State of California.

(b) FY 2018-2019 Bay Area UASI Annual Report

General Manager Craig Dziedzic presented the Bay Area UASI 2018-2019 Annual Report to the
Board. Highlights included: (1) Increased regional coordination and collaboration during real-time
events such as wildfires and other catastrophic events; (2) Enhanced regional prevention efforts
through training/exercise and conducting special event threat assessments by our fusion center; and
(3) Effective utilization of our grant funded initiatives to increase whole community preparedness.
(©) Management Team Organization Chart and Annual Work Plans

Bay Area UASI Management Team assignments and responsibilities outlined in the Management
Team Organization Chart, as well as the activities and goals in the Annual Work Plan, were
proposed to the Board for FY 19/20.

(d) FY 2019-2020 Management Team Budget

General Manager Craig Dziedzic proposed the FY 2019-2020 UASI Management Team budget
listing the revenue sources from three grants (FY 2017 UASI, FY 2018 UASI, and FY 2019
UASI) in the amount of $3,233,617.

Motion: Approve Management Team Organization Chart and Annual Work Plans for FY
19-20. Approve FY19-20 UASI Management Team budget of $3,233,617.

Moved: Member Malais Seconded: Member Cochrane
Vote: The motion was passed unanimously.

A member of the public made a comment.

(e) Management Team Tracking Tool and Future Agenda Items

There were no additions to the tracking tool.
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4. 2019 UASI Regional Workgroup Annual Plans

Regional Program Manager Janell Myhre provided an update of Bay Area UASI regional
workgroup plans and activities for the 2019-2020 calendar year. Current workgroups include:

e BayRICS Radio Operators Advisory Group

e Chemical, Biological, Radiological, Nuclear and Explosive (CBRNE)
e Cyber Resilience

e Emergency Management

e Public Information and Warning

e Public Safety Information Sharing

e Maedical and Public Health

e Training and Exercise

5. Reallocation of Funds from the FY18 Regional Training & Exercise Program

Regional Program Manager Janell Myhre presented a summary on the reallocation of FY18
regional training & exercise program funds. The Director of the Northern California Regional
Intelligence Center, Mike Sena provided the Approval Authority with justification for additional
funding necessary for continued operations.

A member of the public made a comment.

6. FY19 UASI Grant Allocations

Chief Financial Officer Tristan Levardo presented the FY19 UASI grant allocations. Mr. Levardo
discussed the total local funding available ($23.17 million) and proposed amounts for core cities
($3 million), regional projects ($11.2 million), the Management Team ($3.3 million), and hub
projects ($5.6 million).

Motion: Approve the FY19 Bay Area UASI grant allocations.
Moved: Member Reed Seconded: Member Cochrane
Vote: The motion was passed unanimously.
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7. FY19 UASI Regional Projects

Regional Program Manager Janell Myhre presented the FY19 regional level one and level two
projects for approval. Level one projects cover the categories of training and exercise, fusion center,
public safety information sharing, BayRICS, public health and medical, and projects implemented
by the Management Team. Level two regional projects cover all goal areas and were vetted by Bay
Area UASI work groups for funding.

Motion: Approve UASI FY 19 proposed regional projects.
Moved: Member Malais Seconded: Member Cochrane
Vote: The motion was passed unanimously.

One member of the public made a comment.

8. FY19 UASI Hub Projects

Regional Grants Manager Mary Landers presented the hub-selected projects for the Bay Area UASI
FY19 grant cycle. Projects will be funded at the hub level using the allocation amount and hub
funding formula approved by the Approval Authority.

Motion: Approve the Bay Area UASI FY 19 proposed hub projects.
Moved: Member Cochrane Seconded: Alternate Member Houghtelling
Vote: The motion was passed unanimously.

One member of the public made a comment.

9. FY19 Regional Training & Exercise Program RFP Process Update

Regional Project Manager Corinne Bartshire presented the draft guiding principles, requirements,
and proposed timeline for the Bay Area UASI Regional Training and Exercise Program.

Motion: Approve the draft guiding principles and requirements for the Bay Area UASI
Regional Training and Exercise Program.

Moved: Member Cochrane Seconded: Member Malais

Vote: The motion was passed unanimously.

One member of the public made a comment.
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10.

11.

12.

13.

14.

Critical Transportation Capability Building Progress Update

Regional Project Manager Corinne Bartshire presented highlights of accomplishments made to
date, next steps, and a summary of the upcoming exercise series on the Critical Transportation
Capability Building projects. She reported that the project kicked off in January 2019 with the
first of four quarterly Critical Transportation Subcommittee Meetings and conducted the first of
two full day workshops on March 20th. She reported that project deliverables will include local
government plan evaluations and guidance, an ESF-1 job aid, and other local government critical
transportation planning tools.

One member of the public made a comment.

Reallocation of Grant Funds

Chief Financial Officer Tristan Levardo reported reallocations of grant funds for project budget
changes under $250,000 for the period November 1, 2018 through April 30, 2019. Additionally,
he presented two change requests above $250,000 that require Approval Authority approval.

Motion: Approve the change requests from the Alameda County Regional Training and
Exercise Program and the City of Oakland.

Moved: Member Reed Seconded: Member Shavies Marshall

Vote: The motion was passed unanimously.

Announcements — Good of the Order

Member Dana Reed commended Mikyung Kim Molina and the UASI staff for their work on the
second annual mass notification conference.

General Public Comment

One member of the public made a comment.

Adjournment

The meeting adjourned at 11:20 AM
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To: Bay Area UASI Approval Authority
From: Craig Dziedzic, General Manager
Date: July 11, 2019

Re: Item 03: General Manager’s Report

Recommendation:

No recommendation

Action or Discussion Items:

(a) Regional Catastrophic Preparedness Grant Program (Discussion)

(b) Management Team Update (Discussion)

(c) 2019 National Homeland Security Conference (Discussion)

(d) Management Team Tracking Tool and Future Agenda Items (Discussion)

Discussion/Description:

(a) Regional Catastrophic Preparedness Grant Program (Discussion)

In May 2019, FEMA released the notice of funding opportunity (NOFO) for the Regional Catastrophic
Preparedness Grant Program (RCPGP), which is a competitive grant having a three-year performance
period, and only the 100 most populous metropolitan statistical areas (MSAs) are eligible to apply. The
NOFO is very restrictive, limiting proposed projects to either long term housing or logistics/supply chain
management. The Management Team submitted an application requesting the maximum award per
applicant of $1.5m to enhance the work that was done in logistics/supply chain management involving C-
POD planning, which was initially started from previous RCPGP funds (FY 07-11).

(b) Management Team Update

Emergency Services Coordinator Position

Lloyd Shand is our new Emergency Services Coordinator who will be providing administrative support for
the Management Team as well as the Approval Authority meetings.

Lloyd is a native New Yorker and a US Navy veteran who brings a variety of skills to the UASI
Management Team. He is experienced in providing outreach to various communities, has served as a public
safety officer, developed emergency plans, and is experienced in working with fire departments when
drafting emergency blueprints to ensure that they meet fire codes.

He holds a Bachelor of Science degree in Emergency Management and Public Safety from Grand Canyon
University.
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Contracts Specialist Position

Yoshimi Saito who previously served as a Grant Specialist has promoted to the position of Contracts
Specialist. Her duties will involve managing/developing contracts, MOUs/LOAs, monitoring, and
performing desk audits.

Yoshimi is well-experienced in contracting, accounting and grant management work. She has served the
City for 21 years. Prior to joining DEM in 2015 as a Senior Administrative Analyst, she worked for the
Department for Public Health in various positions in accounting and contracts. She holds a bachelor’s
degree in Accounting.

(c) National Homeland Security Conference

The 2019 National Homeland Security Conference occurred in Phoenix, Arizona on June 17-21,2019. The
Bay Area UASI had twelve attendees. The Management Team participated on three panel presentations;
and our “Mitigating Risks During Wildfires” presentation was selected “Best of Show”. The 2020 National
Homeland Security Conference is scheduled to be at the Hyatt Regency in Chicago (June 29 — July 3).
Thereafter, the conference will be Las Vegas (2021) and Cleveland (2022).

(d) Management Team Tracking Tool and Future Agenda Items

Attached as Appendix A is the Management Team Tracking Tool. Members may submit future agenda
items to the General Manager.
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UASI Approval Authority and Management Team Tracking Tool

July 11, 2019 Approval Authority Meeting

# Agenda Item Presenter Asls)iagtlfe d ll)):tz C?:::::esl: ts
1 NCRIC Bay Area Threat Briefing (closed session) Mike Sena 1/30/19 8/8/19
2 Brown Act Training Eric Casher 1/30/19 8/8/19
3 Annual Stakeholder Feedback Report Janell Myhre 1/30/19 8/8/19
4 Regional Training & Exercise RFP Update Corinne Bartshire 7/8/19 8/8/19
5 Regional Coordination Exercise Update Corinne Bartshire 1/30/19 8/8/19
6 Tactical Interoper;l;l)j ;;)réllrgsenoilc;:tions Plan (TICP) Corey Reynolds 1/30/19 2/3/19
7 Air Quality Messaging Project Update Francis Zamora 1/30/19 8/8/19
8 CBRNE Program Update Phil White 1/31/19 11/8/19
9 Radiological Security Initiative Update Ed Baldini 1/31/19 11/8/19
10 WebEOC Fusion Project Update Corinne Bartshire 1/30/19 11/14/19
11 Regional Training and Exercise RFP Update Janell Myhre 3/25/19 11/14/19
12 Supply Chain Management Project Update Amy Ramirez 1/30/19 11/8/19
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Recurring Agenda Items

Agenda Item Deliverable Presenter Due Date Status / Comments
08/08/19 FY 18 UASI Spending Report
11/14/19 Reallocation of Grant Funds
UASI Financial Reports Report Tristan Levardo 01/09/20 FY 17 UASI Spending Report
03/12/20 FY 19 UASI Spending Report
05/08/20 Bay Area UASI Travel Expenditures
08/08/19
11/14/19
BayRICS JPA Quarterly Report Report Corey Reynolds 01/09/20 BayRICS JPA Report
03/12/20
Election of UASI Officers Discussion & Chair 01/09/20 (annually)
Action Item
NCRIC Annual Report Report Mike Sena 01/09/20 (annually)
Training and Exercise Program
Annual Report Report TBD 01/09/20 (annually)
NCRIC Threat Briefing Report Mike Sena 01/09/20 (annually)
07/11/20 (annually) Update
. . 11/14/19 (annually) THIRA approval
Risk Management Program Report Amy Ramirez 11/14/19 (annually) | Hub funding allocation/Risk formula application
01/09/20 (annually) Kick Off
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To: Bay Area UASI Approval Authority
From: Mary Landers, Regional Grants Manager
Date: July 11, 2019

Re: Item 4: FY20 Project Proposal Guidance

Staff Recommendation:

Approve the FY20 Project Proposal Guidance

Action or Discussion Items:

Action

Discussion:

The Management Team is pleased to present the Project Proposal Guidance for the FY20 UASI
funding cycle. This document contains all requirements and procedures for the FY20 sub-recipient
grant application, review, and approval process.

The timeline and general approach of the process is consistent with prior years. The proposal
submission period begins in late September, hub meetings are in January, and Approval Authority
final approval of projects is planned for March. The FY20 Proposal Guidance includes
information on submission, criteria, and roles and responsibilities; a summary timeline; allowable
spending guidelines; and a sample proposal. The Management Team welcomes feedback and
suggestions concerning the proposal process.

There are a few proposed changes to the FY20 proposal cycle process:

o Simplified Format: In an effort to increase transparency and make the application
process more efficient, we are issuing a simplified Proposal Guidance document. The
main document includes basic information. Three appendices provide additional
information: Preparing the Application, a List of Allowable Costs, and a sample grant
application.

e Regional Projects: We continue to define a regional project as one that benefits three
hubs in an equitable manner (note: equipment purchased by one jurisdiction and made
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available to neighboring hubs does not qualify as a regional project). Regional projects
will now be defined as either “sustainment” or “new” regional projects. Any agency
wishing to submit a request for a new regional project must now first bring it to the
appropriate work group for their vetting and approval. All Work Group-approved
regional projects will be provided to the Approval Authority during their review process.
Only a limited amount of funding for regional projects is available each year; for this
reason, we provided a list of the amount of funds and number of projects approved in FY
19.

Working Groups and UASI Goals: In order to better align the Bay Area UASI with Cal
OES’ Homeland Security Goals, we developed a table indicating how our Work Groups
align with our Goals and, in turn, align with the State’s Homeland Security Goals.

Appendix A- “Guidance for Writing your Grant Application”: New for FY 20, this
document provides a step-by-step “how-to” guide to drafting proposals- from selecting
the appropriate 1J and goal, the correct core capability, and finally, determining which
Capability Target best meets the project description.

Highlights and Reminders:

071119 Approval Authority Meeting Agenda Item 4: FY20 Project Proposal Guidance

Notifications: The Management Team uses multiple distribution networks to provide
information about our proposal process. However, due to the size and complexity of the
Bay Area UASI region, we recommend that county and core city leadership be
responsible for distributing notification emails regarding UASI project proposal
information to their cities/agencies.

Internal Vetting: We encourage Approval Authority Members to undertake an internal
vetting process within their operational area/core city to identify which proposals should
be submitted for UASI funding. Counties often combine such UASI proposal vetting
with decision-making on their SHSP allocation.

Proposal Review: Approval Authority Members will be able to review their jurisdictions’
proposals from November 12-29, 2019. Members may remove proposals from
consideration during this time and would be responsible to inform the proposers of their
decision to do so.



Project Proposal Guidance
for Fiscal Year 2020

Approved by the Approval Authority on XXXXXX
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GRANT APPLICATIONS
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This guidance provides an overview of the process and
requirements for applying for funds through the Bay Area UASI
for the FY20 grant year. Please note that this guidance remains
interim until the Department of Homeland Security (DHS)
releases the FY20 Notice Of Funding Opportunity (NOFO).
This guidance does not include the updated rules governing
allowable expenses under the UASI grant for FY20.




Section 1. UASI Grant Program Overview

The Bay Area UASI Program provides funding through a grant award by the Department of
Homeland Security/Federal Emergency Management Agency (DHS/FEMA) and is designed to
assist high-threat, high-density Urban Areas in efforts to build, sustain, and deliver the capabilities
necessary to prevent, protect against, mitigate, respond to, and recover from acts of terrorism.

Section 2. Grant Planning efforts

Each year, planning efforts for the Bay Area grant program begin before the release of grant funds.
Therefore, eligible application amounts are based on the preceding year’s award (e.g. this year,
FY 19 award amounts are being used for the FY 20 process). The Bay Area UASI conducts a
project proposal process and agencies are required to submit applications into the online
WebGrants system. After a review process by the UASI Management Team, Hubs conduct their
selection process. Lastly, the region’s Approval Authority is presented with all the selected
projects for their approval. Final funding amounts depend on the actual grant award and the
deduction by the state of their eligible retention funds.

Section 3. Proposal Criteria

All proposals must meet the following criteria:

e Have a clear “nexus to terrorism,” — 1i.e., the proposal must specify how the activities will
support preparedness for terrorist incidents

e Directly benefit at least two operational areas

e Support at least one of the region’s homeland security goals (see Section 9)

e Include only allowable expenses under UASI grant guidelines (See Appendix C)

e Describe how the proposed investment supports closing gaps or sustaining capacity in
one or more of the 32 core capabilities.

In addition, proposals may only be submitted by a government agency within the twelve-county
Bay Area UASI footprint and must have approval of the relevant department head. Community-
based and nonprofit groups must submit proposals through a government sponsor/partner.

The person who is submitting the form must be the person who will be primarily responsible for
implementation of the project (“Project Lead.”) This same person is also required to attend the
proposal kick off meeting on Thursday September 19 or listen to the webinar version on the
UASI website (www.bayareauasi.org) prior to submitting the proposal.



Section 4. Core City Funding

Annually, the Bay Area UASI funds the three cities of Oakland, San Francisco, and San Jose
with “core city” funds. Each city receives $1,000,000. All projects using core city funds must
follow the same requirements as hub funds (i.e. they must benefit two (2) operational areas and
support closing gaps or sustaining capacity in one or more of the 32 core capabilities.

Section 5. Potential Hub Funding Amounts

The Bay Area has been divided into four (4) hubs by geographic area. Most applications will be
submitted through your local Hub. As stated above, until the FY20 grant award is announced, the
Bay Area will operate under the assumption that the FY20 funding will be equal to the amount
allocated in FY'19. For reference, below please find the FY 19 hub amounts. These will be used in
the FY20 cycle for planning purposes:

FY 19 UASI Hub Allocations

East Hub $ 1,331,862
North Hub $ 372,470
South Hub $ 1,416,514
West Hub $ 2,522,636

e Any project designated by the work group and/or determined by the Management Team as
regional or core city may not be submitted through the hub process.

Section 6. Sustainment Projects

Each year, the Bay Area UASI continues funding certain projects “off the top” with approval from
the Approval Authority. There are three (3) sustainment projects currently funded by the UASI:

e Northern California Regional Intelligence Center (NCRIC)
e Training and Exercise
e Public Safety Information Sharing

The FY 19 funding amount of these sustainment projects was $9,855,405. This funding amount
is subject to change based on the FY 20 grant award.



Section 7. Regional Projects

A regional project is defined as one that benefits at least three hubs in an equitable manner. A
proposer wishing to submit a new regional project request must do so through the appropriate work
group for review and approval. The list of work groups is provided below in Section 9 “Role of
the Work Group”.

Any equipment request for purchase by a single jurisdiction and made available to neighboring
hubs on an ad-hoc or mutual aid basis does not qualify as a regional project because it does not
meet the threshold of benefiting other hubs in an equitable manner.

Note: The amount of available funding for regional projects is based on unspent funds from the
past grant year. Therefore, the amount of available regional funds varies from year to year. In FY
19, $1,365,134 was allocated to 11 projects.

Applying for a regional project:

In order to ensure a fair and consistent approach to funding throughout the region, all potential
regional projects must be presented to the appropriate work group for vetting and approval.

e The UASI Management Team will send notices to all their work group members, notifying
them that regional project proposals must be vetted by the work group and determined to
be regional before they can be submitted during the WebGrants process.

e Any proposal designated by the work group and/or Management Team as “hub” or “core
city” may not be submitted as regional.

e Proposers of projects designated as regional must confirm the name of the work group that
approved their request, the name of the UASI project manager, and the date of the approval
in their WebGrant application.

e All work group- approved regional projects will be sent to all Approval Authority members
for their review.

Note: It is the responsibility of the proposer to vet their proposal idea with a work group in a timely
manner before the October 11 submission deadline. Please see Section 9 below for more
information about Bay Area UASI work groups.

Section 8. Developing and Submitting Proposals

FY 20 UASI proposals must be submitted to the Management Team between Friday, September
20 and Friday, October 11, 2019. All proposals must be submitted by Spm on Friday, October 11.
Late proposals will be ineligible.



Kick off Meeting:

All persons submitting FY 20 proposals are required to either attend the FY 20 proposal kick off
workshop/webinar on Thursday, September 19, 2019 or review the webinar prior to submitting a
proposal (available at www.bayareauasi.org). Please note the Management Team will notify our
primary stakeholders of the kick off meeting. However, ultimately, county and core city leadership
will be responsible for distributing notification emails regarding UASI project proposal
information to a wider audience their cities and agencies.

Drafting your proposal:

All proposers must determine which Goal and Core Capability best fits their project. Attached as
Appendix A, is a guide to the drafting of proposals (investment justification). Table 1 in the
document indicates the possible proposal number (investment), the Bay Area UASI Goal, and the
proper UASI Core Capability. The document also provides further descriptions and projects that
may fit into the investment.

WebGrants System:

All proposals must be submitted through WebGrants. A sample proposal can be found in
Appendix B of this guidance. The online proposal form will be available as of September 20 upon
logging into WebGrants. The Management Team will offer training on using the system for
submitting proposals at the Thursday September 19 proposal kick off workshop/webinar.

Additional information:
Local Jurisdiction Internal Vetting:

Many Bay Area UASI jurisdictions undergo their own internal vetting process to identify which
proposals should be submitted for UASI funding. Counties sometimes conduct UASI vetting
along with their State Homeland Security Program (SHSP) decision-making. Such processes are
the responsibility of each jurisdiction. However, the Management Team is available upon request
to assist jurisdictions in planning their internal vetting processes.

Management Team Support:

Management Team staff is available to answer questions and provide support on compliance,
proposal criteria, as well as using the WebGrants system. All proposers are urged to access
Management Team staff assistance in order to submit timely and compliant proposals.

Proposals for Positions:

Funding requests for any staff position must be submitted individually as its own project with its
own proposal. Multiple positions may not be bundled within one proposal nor can positions be
combined with other funding uses (e.g., equipment, training) within one proposal. Please also note
that all staff positions are limited to a maximum duration of 14 months.



Support of THIRA and SPR process:

The Federal Emergency Management Agency (FEMA) requires that the region submit a Threat
and Hazard Identification and Risk Assessment (THIRA) and Stakeholder Preparedness Review
(SPR) on an annual basis. The SPR is a self-assessment of the region’s current capability levels
against the targets identified in the THIRA.

All projects (i.e. core city, hub, or regional) shall describe how the proposed investment supports
closing capability gaps or sustaining capabilities identified in the THIRA/SPR process. More detail
is provided in Appendix A- “Bay Area UASI FY 2020 Guidance for Writing Your Grant
Application”.

Section 9. Role of the Work Groups

The Bay Area UASI encourages subject matter experts to discuss possible projects through the
Bay Area UASI work groups. Work group meetings are open to all governmental agencies within
the twelve county footprint of the Bay Area UASI. They meet on a monthly or quarterly basis and
are chaired by project managers from the UASI Management Team. Approval Authority members
should ensure their jurisdictions are represented in work groups for optimum inclusion in UASI
project discussions. Each work group aligns with Bay Area UASI Goals which align to
California’s Investment Justification process. The work groups and their areas of responsibility for

FY 20 are:

Investment Bay Area UASI Bay Area UASI State Homeland
Work Group Goal Security Goal
1 Intelligence Strengthen Fusion Strengthen State Threat
NCRIC Project Only  Center Capabilities Assessment System
Protect Critical Protect Critical
2 CBRNE / PRND Infrastructure and Key Infrastructure and Key
Resources Resources
3 Cyber Resiliency Enhance Cybersecurity Enhance Cybersecurity
Public Information
and Warning Strengthen Emergency Strengthen Emergency
4 BayRICS Radio Comm‘u.n.ications Communications
Operators Advisory Capabilities Capabilities
Group
Medical and Public Enhapce Medical and Enhance Health and
5 Public Health .
Health Medical Preparedness
Preparedness
Public Safety Preventing Violent Preventing Violent
6 Information Sharing Extremism Extremism




Investment Bay Area UASI Bay Area UASI State Homeland
Work Group Goal Security Goal
Emergency Enhance Community Enhance Community
7 . o
Management Resilience Resilience
Public Safety )
Information Sharing Strengthen Information Streggthen Information
8 ALL NON-NCRIC Sharing and Collaboration ~ Sharing and
. Collaboration
projects
Enhance Multi-
Jurisdictional/Inter-
Emergency Jurisdictional All- Enl:lance All H_azard
9 . Incident Planning,
Management Hazards Incident
. Response, & Recovery
Planning, Response &
Recovery Capabilities
Training Personnel Homeland Security
ONLY, all exercises Exercise, Homeland Security
10 and classes assigned Evaluation. and Exercise, Evaluation, and
to pertinent work . ’ Training Program
Training Programs
group

Bay Area UASI work groups have a special role in vetting regional proposals. Regional proposals
need to be vetted and approved by a Bay Area UASI work group prior to the October 11, 2019
proposal submission deadline.

Please contact Janell Myhre, Bay Area UASI Regional Program Manager, at (415) 353-5244 or
Janell.Myhre@sfgov.org for information on work groups and their meeting schedules.

Section 10. Proposal Review Process

On October 11, the Management Team will begin reviewing all submitted proposals for
compliance with the proposal criteria (see Section 3). Proposals that do not meet the criteria will
be ineligible and will be removed from further consideration for funding.

The Management Team will also undertake a financial and programmatic review of all proposals.
Proposers may be contacted to correct errors and resubmit proposals, and/or the Management
Team may make such corrections and notify the proposers. Proposals that are not resubmitted by
the designated date will not proceed further in the review process.

The Management Team will share proposals with Approval Authority members for review in
November and then with hub voting members in December 2019. See sections below for more
details on the hub and other review processes, as well as Section 13 for the summary timeline.



Section 11. Role of Hub Voting Members

The Bay Area UASI utilizes hub groups to prioritize proposed projects submitted by local
government jurisdictions. Hubs are based on the geographical location of agencies grouped by
county in four sectors of the Bay Area - North, East, South and West (see map on page 9).

Hub Composition:

In the fall, the Management Team will ask each Approval Authority member to assign one (1) to
three (3) people to represent his or her county/core city in the hub proposal prioritization process.
Please note that the Approval Authority members may make other arrangements for representation
at hub meetings, provided that this is the agreement of all the Approval Authority members
representing those counties/core cities of the hub in question. Hub representatives are referred to
as “hub voting members.” Approval Authority members are urged to appoint representatives to
serve as hub voting members that reflect the diversity of the Bay Area Homeland Security Goals.

Preparations for Hub Prioritization:

On December 13, 2019, the Management Team will provide hub voting members with all
submitted proposals for their hubs that meet the specified criteria on page 2 of this guidance and
that have been confirmed by the corresponding jurisdiction’s Approval Authority member. Hub
voting members should become familiar with all hub proposed projects prior to the hub meeting
and come to the hub meeting prepared to discuss project submissions with other hub voting
members. The Management Team is available to assist hub voting members with any questions or
concerns, including arranging information from regional subject matter experts in advance of the
hub deliberations.

Proposal Prioritization Process:

The Management Team will convene hub prioritization meetings in January 2020. The goal of
each hub meeting is to create a list of projects in order of priority. The amount of available funding
for each individual hub is based on the previous year’s awarded allocation (see Section 5 for these
amounts).

Each hub will develop a list of these prioritized projects based on regional need and local
capabilities. Hubs may also designate other criteria as mutually agreed upon (e.g., provides
scalable solutions, leverages other funding sources, and benefits the most operational areas.)
Ideally, these projects will be prioritized by agreement of all the members. However, if necessary,
a vote may be taken.

Projects will be listed as “above the line” or “below the line”. The “line” is defined as the expected
grant funding to be awarded to the hub based on the previous year’s amount. So, a project that is
placed “above the line” falls within the expected allocation amount. Alternatively, a project that
is placed “below the line” falls outside of the expected allocation amount. Each hub should
carefully develop their list of “below the line” projects.



Please note: If additional funds become available for any reason, the Management Team will
utilize the currently approved prioritized list to appropriate funding to “below the line” projects.

Modifications to Proposals:

Hub voting members may make modifications to proposals during their deliberations with the
agreement of the original project proposers as long as these modifications are consistent with the
original goals of the project. Recognizing that the discussion of needs at the hub level may
generate new ideas and opportunities for cooperation, in special circumstances hubs may also
propose new projects with the approval of the Bay Area UASI General Manager and the relevant
Approval Authority members. Such projects must meet all of the funding criteria presented on
page 3.

Facilitation of Hub Meetings:

All four hubs will have decision-making meetings coordinated, facilitated, and led by UASI
Management Team staff members during January 2020.

sssssssssss

North Bay Hub™
. South Bay Hub

. East Bay Hub
. West Bay Hub



Section 12. Role of the Approval Authorit

The following is a summary of key actions, responsibilities, and decision-points for Approval
Authority members in the FY20 proposal process:

e Work Groups: Approval Authority members should ensure that their jurisdictions are
represented on Bay Area UASI work groups (see Section 9, Role of the Work Groups).

e Hub Voting Members: Approval Authority members should designate hub voting
members to participate in hub meetings. The Management Team will solicit this
information from members in the fall of 2019. (See Section 11, Role of Hub Voting
members).

e Proposal Compliance: Approval Authority members should ensure that those submitting
FY 20 proposals attend the proposal kick off meeting on Thursday, September 19 or review
the webinar online at www.bayareauasi.org. All proposers are required to attend/view the
presentation. (See Section 3, Proposal Criteria and Section 8, Developing and Submitting
Proposals, for more information).

e Proposal Review: Approval Authority members will have the opportunity to review their
jurisdictions’ proposals and all regional projects from November 12 — 29, 2019. The
member may remove a hub project from consideration by notification to the Management

Team and the proposer.

e Approve Regional Projects: Approval Authority members will approve the list of all
regional proposals. This will occur at the January 9, 2020 Approval Authority meeting.

e Approve All Other Projects: Approval Authority members will review/approve all hub
projects recommended by hub voting members. This will take place at the March 12, 2020
Approval Authority meeting or as soon as possible following FEMA’s issuance of the
Homeland Security Grant Program Notice of Funding Opportunity (NOFO).

e Approve Grant Allocations: Approval Authority members will approve allocation
amounts among the categories of core city allocations, regional projects, and hub projects.
This action will take place at the next Approval Authority meeting following FEMA’s
issuance of the NOFO, estimated to be the March 12, 2020 Approval Authority meeting.

e Approve Budget Changes: Any jurisdiction requesting either a budget change for a
project exceeding $250,000 or a timeline change in which the final completion date is
delayed by more than six (6) months, will require the jurisdiction to request approval by
appearing before the Approval Authority at one of their scheduled meetings. Request to
make changes to any project must be made prior to the end of the period of performance.
Prior to releasing the subaward, the Management Team may be required to evaluate each
jurisdiction’s risk of noncompliance with Federal statutes, regulations, and the terms and
conditions of the MOU. The Management Team may also provide training and technical
assistance on finance and programmatic matters, as necessary.
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Section 13. Summary Timeline

WHO WHAT WHEN DESCRIPTION
Manacement Management Team sends the FY20
& Outreach July 2019 project proposal guidance to UASI
Team
stakeholders
UASI Work Proposal July - September Work groups discuss ?eglonal £4ps
: ) and priorities and review potential
Groups discussions 2019 .
regional proposals
Kick off . . .. .
Management workshop and | September 19, 2019 This meetlng/weblngr is required for
Team . all those submitting proposals.
webinar
UASI Proposal September 20 — UASI stakeholders submit proposals
Stakeholders L October 11, 2019 through the WebGrants system.
submissions
Management Compliance October 14 — Management Team reviews proposals
Team review November §, 2019 and checks for compliance.
Approval Proposal review November 12 — 29, Review period for Approval
Authority p 2019 Authority members.
Hubs Proposal review | December 13, 2019 Managemqnt Team sends p ropgsals
to hub voting members for review.
Hubs meet on specific days in
Hubs Prioritize January 2020 January 2020 and list projects in
order of importance.
Approve
Approval existing Existing regional project proposals
Authority regional January 10, 2019 presented to the Approval Authority.
projects
Approval March 13, 2020 Approval Authorlty approves hub and
Authority Approve (estimate) new regional projects as well as
FY20 allocations

11




APPENDIX B

Bay Area UASI
FY 2020
Guidance for Writing Your
Grant Application

July 2019



Bay Area UASI Guidance for Writing Homeland Security Grant Application

INTRODUCTION

The purpose of this guidance is to assist in developing and writing project proposals (investment
justifications), and aligning them with the correct investment areas, core capability, and capability
target.

Define and Develop Your Project

The budget elements of a project must include one of the following POETE categories:

¢ Planning/Plans/Personnel

e Organization/People/Teams
e Equipment

e Training

e Exercises

Project Development Principles

When developing a project, the following principles should apply:

e Be descriptive, but brief. A project description should be no more than two to three
sentences. Do not include unnecessary information that doesn’t describe what the project
is truly about.

¢ Give the project a clear name. Directly link the name to the project description and
provide a clear indication of the focus of the project. For example, “public information
officer (PIO) Training”, “HazMat Team Equipment”, or “Cybersecurity Assessment of
City’s Networks™ are all valid project names. Project names such as “Exercises” or “Data
Sharing” are too vague.

Remember, all project must have a nexus to terrorism preparedness, even if it will also address natural
hazards preparedness.

Describe the Project

Please include the following information when developing and describing a project:

e  Who the project is for, e.g., your city/county’s HazMat team, bomb squad, or emergency
operations center (EOC), etc.?
What the project entails, e.g., develop plans, purchase equipment, conduct training, etc.?
When will you be working on this project?
Where is your jurisdiction?
Describe why the project is necessary, or the intended benefit/outcome.

The following is an example of effective project description:
o [nstall fencing, lighting, and gates, at the Water Treatment Plant, in Alameda County,

2



Bay Area UASI Guidance for Writing Homeland Security Grant Application

in 2020, to protect the plant from unauthorized intrusion.

Using the “why” element of these projects is the best way to help determine which is the most
appropriate Core Capability. If your project describes improving emergency communications
capabilities, then you will use “Operational Communications” as your Core Capability.

The following are examples of insufficient project descriptions.

e Incident Command System (ICS) 300 and 400 training
e Encryption Hardware/Software
e HazMat response team training, CERT training, PIO training

None of the above projects provides enough detail to understand what the projects entail. In the
third example, multiple types of training are grouped together but each has a different Core
Capability.

SIX STEPS TO DEVELOPING YOUR PROJECT:

STEP ONE

Determine the appropriate IJ number. Below is the list of Investment Justifications (IJs) or projects
with a brief description. Please review them to assist in determining which description is the best
fit. Each 1J has a few sample examples to guide you in your selection.

IJ 1: Strengthen Fusion Center Capabilities

DHS/FEMA requires that each UASI must submit a “fusion center 1J”. This means only projects
with a direct nexus to the NCRIC and to Terrorism Liaison Officers (TLO) will use this 1J. Any
project assigned to this 1J must have a direct link to a fusion center:

e Fusion center analyst salaries

e Cybersecurity unit operating within a fusion center
¢ Fusion center equipment

e TLO training

1J 2: Protect Critical Infrastructure and Key Resources

1J 2 covers critical infrastructure activities with no direct nexus to a fusion center. Per Cal OES,
food/agriculture preparedness activities will also fall under this 1IJ. The CBRNE/PRND work
group is responsible for reviewing these projects. 1J 2 projects may include examples such as:

e (Cameras, lighting, gates, bollards, fencing, etc., at critical infrastructure sites
e Non-fusion center staff costs
e Livestock trailer for evacuation

1J 3: Enhance Cybersecurity
1J 3 covers cybersecurity activities outside the direct nexus to a fusion center. The UASI’s cyber
resiliency work group covers this type of project. Examples of projects that may fit under 1J 3

3
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include:

e Information security systems

e Software upgrades for information system and network security
e C(Cybersecurity related training

e C(Cybersecurity analyst

1J 4: Strengthen Emergency Communications Capabilities

1J 4 covers two broad categories — emergency responder communications, and public information
and warning. Two work groups- Public Information and Warning and BayRICS cover these
projects. Projects that may fall under 1J 4 include these examples:

Radio purchases

911 dispatch systems

Public alert and warning systems
Joint information center exercises

1J 5: Enhance Medical and Public Health Preparedness

IJ 5 covers public health, hospital, and emergency medical based projects. The Health and
Medical work group covers these types of projects. Sample projects that may fall under 1J 5
include:

e Public health laboratory equipment

e Maedical supplies

e I[solation and quarantine planning

e Emergency Medical Services (EMS) equipment and training

1J 6: Preventing Violent Extremism

PVE programs are community-led efforts aimed at improving coordination and collaboration
among stakeholders to raise awareness for the indicators of homegrown violent extremism, or
domestic terrorism through training and education initiatives. The Public Safety and Information
Sharing work group is assigned to projects affiliated with the 1J.

IJ 7: Enhance Community Resilience

1J 7 is the project designed for community programs to assist residents prepare for a disaster or
emergency. The Emergency Management work group covers these types of projects. Projects that
may fit under 1J 7 include these examples:

e Community Emergency Response Team (CERT) programs
e Volunteer or donations management planning

e Ready campaigns, such as public service announcements, websites, brochures, etc.

4
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1J 8: Strengthen Information Sharing and Collaboration

This is the UASI’s non-fusion center information sharing investment project. The Public
Information and Sharing work group covers these types of projects. Sample project areas covered
here should include any information sharing activities NOT covered by a fusion center, such as:

e ALPR equipment
e Specialized equipment to track suspects

1J 9: Enhance Multi-Jurisdictional/Inter-Jurisdictional All Hazards
Incident Planning, Response & Recovery Capabilities

1J 9 is the investment with the largest number of total projects, as it covers the broadest
scope of potential projects in both the response and recovery areas. In short, IJ 9 may be the
default home for projects that have no other clear IJ under which they fit. Potential types of
sample projects that may fall under 1J 9 include:

e EOC upgrades or exercises

e WebEOC projects

e Fire incident response equipment

e Mass evacuation plans

e HazMat team training

e Mass care plans

e Search and rescue team equipment

e Bomb squad equipment

e Special Weapons and Tactics (SWAT) team training
e Recovery planning

1J 10: Homeland Security Exercise, Evaluation, and Training Programs

This investment area covers training and exercise infrastructure, and not specific trainings and
exercises. This approach treats training and exercise activities as supporting capability building
that falls within any one of the other 1J areas and is consistent with the purpose of training and
exercises. The Training and Exercise work group will assist with determining the submission of
classes as well as which 1J they may fall under. Projects that may fit under IJ 10 include these
examples:

e Training and exercise program staff
e Equipment for multi-purpose training and exercise facilities
e Multi-year training and exercise plan updates and/or conferences
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STEP TWO:

Once you select the appropriate goal for your project, review the Core Capabilities associated with
them. These core capabilities will be in the form of a drop down menu on the application in
WebGrants.

STEP THREE:

Once you have selected the Investment Justification number and the correct core capability, please
select the appropriate Capability Target (listed in the table below). Capability targets indicate a
measurement of success- either describing the impact of the project or the measureable outcome
of the project. These Capability Targets will also appear in the form of a drop down menu on the
application in WebGrants.

STEP FOUR:

Next, select the nexus to terrorism using the drop down menu and then briefly describe this
nexus. To complete this section, please describe your project using the criteria described on
page 2 of this guidance.

STEP FIVE:

Fill out the timeline and milestone sections. The timeline begins on 11/1/20 and ends on
12/31/21. In filling out the milestone section, select appropriate milestones from the drop down
menu. Remember to keep the milestone dates within the grant performance period. Finally,
everything takes longer than you think, so BE REALISTIC!

STEP SIX:

Answer the compliance questions and complete the budget using the POETE categories
described on page 2. Once you have completed this section, your application is ready to submit!
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Aligning Proposals to the Bay Area UASI’s Goal Area, Core
Capabilities, and Capability Target

Once you have determined which Investment Justification you plan to use for your project, you
must align it with the most appropriate core capability and capability target.

The Table below indicates the Investment Justification Number, the UASI Goal Name, the Core
Capability(ies) associated with the Goal Area, and the Capability Targets associated with each
investment. Please use this guide to complete your application.

Table 1: 1J Goals, Core Capabilities, and Capability Target Alignment

UASI Goal

Name

UASI Core
Capability

Capability Target

Intelligence and Review ability to effectively execute intelligence cycle:
Information identify/analyze local context of the threat/facilitate the
Strengthen Sharing sharing of threat information with priority intelligence
Fusion Center stakeholder agencies/entities.
Capabilities Threat and Hazard Assess realistic threats and hazards that would
Identification significantly impact your communities
Risk Management Conduct review of relevant physical and cyber threats &
for Protection hazards, vulnerabilities, & strategies for risk
Programs & management covering publicly managed and/or
Activities regulated critical infrastructure facilities
Physical Review & update physical security plans covering
- Protective publicly managed and/or regulated critical infrastructure
Protect Critical Measures facilities.

Infrastructure
and Key Access Control & Be prepared to accept credentials from partner
Resources Identity organizations involved in incident management.
Verification
Long-term Review building codes, enact /update risk-appropriate,
Vulnerability disaster resilient building codes.
Reduction
Infrastructure Restoration of service to customers without
Systems water/wastewater service service/power service.
Restoration of service to customers without
communication service.
Restoration of service to customers without power
service.
Enhance Cybersecurity Review & update cyber incident plans/annexes based on
Cybersecurity evolving threats covering publicly managed and/or
regulated critical infrastructure facilities.
Operational Establish & maintain interoperable communications with
Strengthen Communications partner organizations involved in incident management.
Emergency
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Communications | Public Information | Upon notice of an incident, deliver reliable and
Capabilities and Warning actionable information to people affected, including
people with access and functional needs and people with
limited English proficiency.

5 Enhance Public Health, For people requiring medical care, complete triage, begin
Medical and Healthcare, and definitive medical treatment, and transfer to an appropriate
Public Health Emergency facility.

Preparedness Medical Services
Fatality For fatalities, complete the recovery, identification, and
Management mortuary services, including temporary storage services.
Environmental Assess, contain, & begin cleaning up hazardous material
Response/Health releases from hazmat release sites.
Safety Complete decontamination procedures for exposed
individuals due to a hazmat-related incident.
Preventing Planning Update all emergency operations plans; define roles and
6 Violent responsibilities of partner organizations involved in
Extremism incident management; define sequence & scope of tasks

needed to prevent, protect, mitigate, respond to, and
recover from events.

7 | Enhance Community Encourage households to acquire risk-appropriate
Community Resilience insurance coverage, including homeowners, flood,
Resilience windstorm, and seismic.

Intelligence and Review ability to effectively execute intelligence cycle:
Information identify/analyze local context of the threat/facilitate the
Strengthen Sharing sharing of threat information with priority intelligence
8 | Information stakeholder agencies/entities.
Sharing and Risk and Disaster Identif
) y threats and hazards of concern and model the
Collaboration Resiliency impacts of threat and hazard scenarios to incorporate
Assessment into planning efforts.
Threats and Assess the threats and hazards that are realistic and
Hazards would significantly impact your communities.
Identification
Situational Provide notification to leadership and partner
Enhance Multi- | Assessment organizations involved in incident management of the
Jurisdictional current and projected situation.
/ Int.er-- ) Operational Establish and maintain a unified and coordinated
Jurisdictional Coordination operational structure & process across with partner
All'—Hazards organizations involved in incident management.
Incident - -
Planning, Planning Update gl! emergency 0perat10n§ plgns; fleﬁne rolgs and
Response & 'respon51b111tles of partner organizations involved in
Recovery incident management; define sequence & scope of tasks
9 Capabilities needed to prevent, protect, mitigate, respond to, and
recover from events.
Forensics and After a terrorist attack, conduct outreach to fusion center
Attribution & Joint Terrorism Task Force (JTTF); identify personnel

assigned to support follow up information sharing,
intelligence analysis, and/or investigative actions (i.e.
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the collection, examination, and analysis of evidence, &
identification of perpetrators).

Screening, Search,
and Detection

Conduct screening, search, and detection operations for
people requiring screening.

Interdiction and

Upon identification or notification of a credible threat,

Disruption conduct outreach to the fusion center and Joint
Terrorism Task Force (JTTF) in the community; identify
personnel assigned to support follow up interdiction &
disruption activities that may be undertaken against
identified suspects and/or contraband.

Supply Chain Promote awareness of threats, dependencies,

Security and vulnerabilities, and strategies to support restoration of

Integrity private sector supply chains.

Environmental Assess, contain, & begin cleaning up hazardous material

Response/Health releases from hazmat release sites.

& Safety Complete decontamination procedures for exposed
individuals due to a hazmat-related incident.

Mass Care Provide emergency sheltering, food, and water for

Services people and animals.

Move people requiring temporary, non-congregate
housing, including people with access and functional
needs from congregate care to temporary housing.

Mass Search and
Rescue Operations

Conduct search and rescue operations for people
requiring rescue.

Logistics & Identify, mobilize, and maintain life-sustaining

Supply Chain commodities, resources, and services to people requiring
Management shelter and people requiring food and water.

On-scene Security Provide security and law enforcement services to protect
Protection/Law emergency responders and people affected.

Enforcement

Fire Management
and Suppression

Conduct fire-fighting operations to suppress and
extinguish structure fires.

Natural and

Restore damaged natural and cultural resources and

Cultural historic properties registered in the jurisdiction.

Resources

Health and Social Restore functions at affected healthcare facilities and

Services social service organizations.

Critical Complete the evacuation of people requiring evacuation.

Transportation Clear roads affected, to enable access for public, private,
and non-profit emergency responders.

Economic Reopen businesses closed due to the incident.

Recovery

Housing Assist people requiring long-term housing, including

people with access and functional needs, find and secure
long-term housing.
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Homeland
Security
Exercise,
Evaluation, and
Training
Programs

Planning

Update all emergency operations plans; define roles and
responsibilities of partner organizations involved in
incident management; define sequence & scope of tasks
needed to prevent, protect, mitigate, respond to, and
recover from events.
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Please note that DHS has yet to issue guidelines for FY20. In the absence of this information,
below please find the allowable spending information for FY19. At this time, the Management
Team does not anticipate changes in the allowable spending guidelines in the FY20 Notice of
Funding Opportunity. The Management Team will update stakeholders on any such changes in
a timely manner.

The following is a summary of allowable spending areas under the UASI program as it pertains to
the Bay Area UASI. Please contact the Bay Area UASI Management Team for clarification, should
you have questions regarding allowable cost items. The spending areas are broken out under
planning, organization, equipment, training and exercises (POETE) spending areas. This matches the
DHS mandated budget sections for Investment Justifications that the Bay Area must submit in order
to receive DHS funding. The spending areas below outline what is allowable and are not lists of
what the region should or must purchase.

Recipients must comply with all the requirements in 2 C.F.R. Part 200 (Uniform Administrative
Requirements, Cost Principles, and Audit Requirements for Federal Awards).

Planning

Funds may be used for a range of emergency preparedness and management planning activities
such as those associated with the development, review and revision of the THIRA, SPR,
continuity of operations plans and other planning activities that support the National
Preparedness Goal, placing an emphasis on updating and maintaining a current EOP that
conforms to the guidelines outlined in CPG 101 v 2.0. For additional information, please see
hitp.//www.fema.gov/pdt/about/divisions/npd/CPG _101_V2.pdf.

Organization

Organizational activities include:

. Program management;

o Development of whole community partnerships;

o Structures and mechanisms for information sharing between the public and private
sector;

o Implementing models, programs, and workforce enhancement initiatives to address
ideologically-inspired radicalization to violence in the homeland,

° Tools, resources and activities that facilitate shared situational awareness between the

public and private sectors;

o Operational Support;

o Utilization of standardized resource management concepts such as typing, inventorying,
organizing, and tracking to facilitate the dispatch, deployment, and recovery of resources
before, during, and after an incident;

o Responding to an increase in the threat level under the National Terrorism
Advisory System (NTAS), or needs in resulting from a National Special Security

Event; and
2
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o Paying salaries and benefits for personnel to serve as qualified intelligence analysts.

States and Urban Areas must justify proposed expenditures of UASI funds to support organization
activities within their Investment Justification (IJ) submission. All State Administrative Agencies
(SAAs) are allowed to utilize up to 50 percent (50%) of their SHSP funding and all Urban Areas are
allowed up to 50 percent (50%) of their UASI funding for personnel costs. Personnel hiring,
overtime, and backfill expenses are permitted under this grant only to the extent that such expenses
are for the allowable activities within the scope of the grant. Personnel expenses may include but are
not limited to: training and exercise coordinators, program managers and planners, intelligence
analysts, and statewide interoperability coordinators (SWIC).

At the request of a recipient of a grant, the FEMA Administrator may grant a waiver of the 50 percent
(50%) limitation noted above. Requests for waivers to the personnel cap must be submitted by the
authorized representative of the SAA (or recipient agency) to Grants Program Directorate (GPD) in
writing on official letterhead, with the following information:

J Documentation explaining why the cap should be waived,
J Conditions under which the request is being submitted; and
J A budget and method of calculation of personnel costs both in percentages of the grant

award and in total dollar amount. To avoid supplanting issues, the request must also
include a three-year staffing history for the requesting entity.

Organizational activities under UASI include:

Intelligence analysts. Per the Personnel Reimbursement for Intelligence Cooperation and
Enhancement (PRICE) of Homeland Security Act (Public Law 110-412), funds may be used to hire
new staff and/or contractor positions to serve as intelligence analysts to enable
information/intelligence sharing capabilities, as well as support existing intelligence analysts
previously covered by UASI funding. In order to be hired as an intelligence analyst, staff and/or
contractor personnel must meet at least one of the following criteria:

o Complete training to ensure baseline proficiency in intelligence analysis and production
within six months of being hired; and/or,
o Previously served as an intelligence analyst for a minimum of two years either in a

Federal intelligence agency, the military, or State and/or local law enforcement
intelligence unit

All fusion center analytic personnel must demonstrate qualifications that meet or exceed
competencies identified in the Common Competencies for State, Local, and Tribal Intelligence
Analysts, which outlines the minimum categories of training needed for intelligence analysts. A
certificate of completion of such training must be on file with the SAA and must be made available
to the recipient’s respective FEMA HQ Program Analyst upon request.

Operational Overtime Costs. In support of efforts to enhance capabilities for detecting, deterring,

disrupting, and preventing acts of terrorism and other catastrophic events, operational overtime costs

are allowable for increased protective security measures at critical infrastructure sites or other high-

risk locations and to enhance public safety during mass gatherings and high-profile events. In that

regard, HSGP recipients are urged to consider using grant funding to support soft target preparedness
3
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activities. UASI funds may be used to support select operational expenses associated with increased
security measures in the authorized categories cited in the table below, but this table is not exhaustive.
DHS/FEMA retains the discretion to approve other types of requests that do not fit within one of the
categories of the table.

Table 1: Authorized Operational Overtime Categories

Category Description

National Security measures in response to an

Terrorism increase in the threat level under the

Adyvisory NTAS to an “elevated” or “imminent”

System alert status. GPD Information Bulletin No.

(NTAS) 367, Impact of National Terrorism
Advisory System on Homeland Security
Grant Programs, remains applicable;
therefore, advance authorization from
FEMA is not required. Refer to
https://www.dhs.gov/topic/ntas for
additional information on the NTAS.

National Security measures for a designated NSSE.

Security NSSE:s are events of national or

Special Event international significance deemed by DHS

(NSSE) to be a potential target for terrorism or
other criminal activity.

Special Event Security measures required for SEAR

Assessment Level 1 through Level 4 events as

Rating designated by the Department of

(SEAR) Level Homeland Security (DHS) and included in

1 through the DHS National Special Events List, as

Level 4 Events defined below:

SEAR 1: A significant event with national
and/or international importance that may
require extensive Federal interagency
support;

SEAR 2: A significant event with national
and/or international importance that may
require some level of Federal interagency
support.

SEAR 3: An event of national and/or
international importance that requires only
limited Federal support.

SEAR 4: An event with limited national
importance that is managed at state and
local level.

NOTE: In cases where a threat of terrorism
can be associated with a SEAR Level 5
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event, the event planners should coordinate
with their state or territory Homeland
Security Advisor to seek re-adjudication of
the SEAR rating. Operational overtime for
security measures associated with such
events will be considered for approval by
FEMA if re-adjudication results in a SEAR
1 through 4 rating.

States of Declarations of states of emergency by the
Emergency Governor associated with a terrorism-
related threat or incident. This excludes
Presidentially-declared major disasters or
emergencies where federal funding support
for the proposed grant-funded activity is
made available through the FEMA Public
Assistance program or other Federal
disaster grants.
National Protection of Level 1 and Level 2 facilities
Critical identified through the Department of
Infrastructure Homeland Security’s NCIPP based on a
Prioritization terrorism-related threat to critical
Program infrastructure.
(NCIPP)
Directed Targeted security patrols in airports and
Transit major transit hubs based on a terrorism-
Patrols related threat to transportation systems.
Other Related Overtime costs may be authorized for
Personnel personnel assigned to directly support any
Overtime of the security activities relating to the
Costs categories above. Examples include
firefighters and emergency medical
services personnel; public works
employees who may be responsible for
installing protective barriers and fencing;
public safety personnel assigned to assist
with event access and crowd control;
emergency communications specialists;
fusion center analysts; National Guard;
contract security services; etc.
Operational Overtime costs are allowable for personnel
Support to a to participate in information, investigative,
Federal and intelligence sharing activities related
Agency to homeland security/terrorism

preparedness and specifically requested by
a federal agency. Allowable costs are
limited to overtime associated with
federally requested participation in eligible
activities, including anti-terrorism task
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forces, Joint Terrorism Task Forces
(JTTFs), Area Maritime Security
Committees (as required by the Maritime
Transportation Security Act of 2002), DHS
Border Enforcement Security Task Forces,
and Integrated Border Enforcement Teams.
In addition, reimbursement for operational
overtime law enforcement activities related
to combating transnational crime
organizations in support of efforts to
enhance capabilities for detecting,
deterring, disrupting, and preventing acts
of terrorism is an allowable expense under
SHSP and UASI on a case by case basis.
Grant funding can only be used in
proportion to the federal man-hour
estimate, and only after funding for these
activities from other federal sources (i.e.,
FBIJTTF payments to state and local
agencies) has been exhausted.

All allowable operational overtime costs are also subject to the administration requirements outlined
in the following subsection.

Administration of Operational Overtime Requests

o With the exception of an elevated NTAS alert, SHSP or UASI funds may only be spent
for operational overtime costs upon prior written approval by FEMA. The SAA must
submit operational overtime requests in writing, to its assigned FEMA Grant Programs
Directorate (GPD) Program Analyst (PA). FEMA GPD will consider requests for special
event activities up to one year in advance. However such requests must be within the
award’s current period of performance and not result in the need for a request to extend
the period of performance.

o All operational overtime requests must clearly explain how the request meets the criteria
of one or more of the categories listed in the table above. Requests must address the
threat environment as it relates to the event or activity requiring operational overtime
support and explains how the overtime activity is responsive to the threat. Request letters
sent to FEMA GPD must be UNCLASSIFIED but may be labeled “For Official Use
Only.” If explaining the threat will require the sharing of classified information, the letter
should state as such. FEMA GPD will then make arrangements for the sharing of
classified information through official channels.

J Post-event operational overtime requests will only be considered on a case-by-case basis,
where it is demonstrated that exigent circumstances prevented submission of a request in
advance of the event or activity.
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o Under no circumstances may DHS/FEMA grant funding be used to pay for costs already
supported by funding from another federal source.

o States with UASI jurisdictions can use funds retained at the state level to reimburse
eligible operational overtime expenses incurred by the state (per the above guidance
limitations). Any UASI funds retained by the state must be used in direct support of the
Urban Area. States must provide documentation to the UAWG and DHS/FEMA upon
request demonstrating how any UASI funds retained by the state would directly support
the Urban Area.

o FEMA will consult and coordinate with appropriate DHS components as necessary to
verify information used to support operational overtime requests. For example, the
review of operational overtime requests for the protection of critical infrastructure will be
coordinated with DHS Office of Cyber and Infrastructure Analysis to verify the Level 1
or Level II NCIPP designation. Also, DHS Office of Intelligence and Analysis will be
consulted to validate reported threat information associated with the event or activity.

Equipment

The 21 allowable prevention, protection, mitigation, response, and recovery equipment categories
and equipment standards for HSGP are listed on the Authorized Equipment List (AEL). The AEL is
available at http://www.fema.gov/authorized-equipment-list. Some equipment items require prior
approval before the obligation or purchase of the items. Please reference the grant notes for each
equipment item to ensure prior approval is not required.

Unless otherwise stated, equipment must meet all mandatory regulatory and/or DHS/FEMA-adopted
standards to be eligible for purchase using these funds. In addition, agencies will be responsible for
obtaining and maintaining all necessary certifications and licenses for the requested equipment.

Investments in emergency communications systems and equipment must meet applicable
SAFECOM Guidance. Such investments must be coordinated with the SWIC and the State
Interoperability Governing Body (SIGB) to ensure interoperability and long-term compatibility.

Grant funds may be used for the procurement of medical countermeasures. Procurement of medical
countermeasures must be conducted in collaboration with state, city, or local health departments that
administer Federal funds from HHS for this purpose and with existing MMRS committees where
available, in order to sustain their long term planning for appropriate, rapid, and local medical
countermeasures, including antibiotics and antidotes for nerve agents, cyanide, and other toxins.
Procurement must have a sound threat based justification with an aim to reduce the consequences of
mass casualty incidents during the first crucial hours of a response. Prior to procuring
pharmaceuticals, recipients submit a written inventory management plan to the UASI for approval
by CalOES to avoid large periodic variations in supplies due to coinciding purchase and expiration
dates. Recipients are encouraged to enter into rotational procurement agreements with vendors and
distributors. Purchases of pharmaceuticals must include a budget for the disposal of expired drugs
within each fiscal year’s PoP for HSGP. The cost of disposal cannot be carried over to another
DHS/FEMA grant or grant period.
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EMS electronic patient care data systems should comply with the most current data standard of the
National Emergency Medical Services Information System (www.NEMSIS.org).

Training

The Regional Training and Exercise Program (RTEP) will be responsible for reviewing and
approving all training requests. Allowable training-related costs under UASI include the
establishment, support, conduct, and attendance of training specifically identified under the UASI
grant program and/or in conjunction with emergency preparedness training by other Federal agencies
(e.g., HHS, DOT). Training conducted using HSGP funds should address a performance gap
identified through an AAR/IP or other assessments (e.g., National Emergency Communications Plan
NECP Goal Assessments) and contribute to building a capability that will be evaluated through a
formal exercise. Any training or training gaps, including those for children, older adults, pregnant
women, and individuals with disabilities and others who also have or access and functional needs,
should be identified in the AAR/IP and addressed in the state or Urban Area training cycle. Recipients
are encouraged to use existing training rather than developing new courses. When developing new
courses, recipients are encouraged to apply the Analysis, Design, Development, Implementation and
Evaluation model of instructional design using the Course Development Tool.

Exercise

Exercises should be used to provide the opportunity to demonstrate and validate skills learned in
training, as well as to identify training gaps. Any training or training gaps should be identified in the
AAR/IP and/or addressed in the Bay Area training plans and cycle. Exercises conducted with grant
funding should be managed and conducted consistent with the Homeland Security Exercise and
Evaluation Program (HSEEP). HSEEP guidance for exercise design, development, conduct,
evaluation, and improvement planning is located at https://www.fema.gov/exercise.

In addition, the NOFO encourages the completion of a progressive exercise series and encourages
inviting representatives/planners involved with other Federally-mandated or private exercise
activities. The Bay Area UASI is further encouraged to share, at a minimum, the multiyear training
and exercise schedule with those departments, agencies, and organizations included in the plan.

o Validating Capabilities. Exercises examine and validate capabilities-based planning
across the Prevention, Protection, Mitigation, Response, and Recovery mission areas.
The extensive engagement of the whole community, including ,but not limited to,
examining the needs and requirements for individuals with disabilities, individuals with
limited English proficiency and others with access and functional needs, is essential to
the development of an effective and comprehensive exercise program. Exercises are
designed to be progressive — increasing in scope and complexity and drawing upon
results and outcomes from prior exercises and real-world events — to challenge
participating communities. Consistent with Homeland Security Exercise and
Evaluation Program guidance and tools, the National Exercise Program (NEP) serves
as the principal exercise mechanism for examining national preparedness and
measuring readiness. Exercises should align with priorities and capabilities identified
in a multi-year TEP.
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o Special Event Planning. If a state or Urban Area will be hosting a special event (e.g.,
Super Bowl, G-8 Summit), the special event planning should be considered as a training
or exercise activity for the purpose of the multi-year TEP. States must include all
confirmed or planned special events in the Multi-year TEP. The state or Urban Area
may plan to use SHSP or UASI funding to finance training and exercise activities in
preparation for those events. States and Urban Areas should also consider exercises at
major venues (e.g., arenas, convention centers) that focus on evacuations,
communications, and command and control.

J Regional Exercises. States should also anticipate participating in at least one regional
exercise annually.

o Role of Non-Governmental Entities in Exercises. Non-governmental participation in all
levels of exercises is strongly encouraged. Leaders from non-governmental entities
should be included in the planning, design, and evaluation of an exercise. State, local,
tribal, and territorial jurisdictions are encouraged to develop exercises that test the
integration and use of resources provided by non-governmental entities, defined as the
private sector and private non-profit, faith-based, and community organizations.
Participation in exercises should be coordinated with local Citizen Corps Whole
Community Council(s) or their equivalents and other partner agencies.

Maintenance and Sustainment

The use of FEMA preparedness grant funds for maintenance contracts, warranties, repair or
replacement costs, upgrades, and user fees are allowable as described in FEMA Policy FP 205-402-
125-1 under all active and future grant awards, unless otherwise noted. With the exception of
maintenance plans purchased incidental to the original purchase of the equipment, the period covered
by maintenance or warranty plan must not exceed the period of performance of the specific grant
funds used to purchase the plan or warranty.

Grant funds are intended to support projects that build and sustain the core capabilities necessary to
prevent, protect against, mitigate the effects of, respond to, and recover from those threats that pose
the greatest risk to the security of the Nation. In order to meet this objective, the policy set forth in
GPD’s IB 379 (Guidance to State Administrative Agencies to Expedite the Expenditure of Certain
DHS/FEMA Grant Funding) allows for the expansion of eligible maintenance and sustainment costs
which must be in 1) direct support of existing capabilities; (2) must be an otherwise allowable
expenditure under the applicable grant program; (3) be tied to one of the core capabilities in the five
mission areas contained within the Goal, and (4) shareable through the Emergency Management
Assistance Compact (EMAC). Additionally, eligible costs must also be in support of equipment,
training, and critical resources that have previously been purchased with either Federal grant or any
other source of funding other than DHS/FEMA preparedness grant program dollars.
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Law Enforcement Terrorism Prevention Allowable Costs
Activities eligible for the use of LETPA focused funds include but are not limited to:

o Maturation and enhancement of designated state and major Urban Area fusion centers,
including information sharing and analysis, threat recognition, terrorist interdiction, and
training/ hiring of intelligence analysts;

J Coordination between fusion centers and other analytical and investigative efforts
including, but not limited to Joint Terrorism Task Forces (JTTFs), Field Intelligence
Groups (FIGs), High Intensity Drug Trafficking Areas (HIDTAs), Regional Information
Sharing Systems (RISS) Centers, criminal intelligence units, and real-time crime analysis
centers;

o Implementation and maintenance of the Nationwide Suspicious Activity Reporting
(SAR) Initiative, including training for front line personnel on identifying and reporting
suspicious activities;

o Implementation of the “If You See Something, Say Something™” campaign to raise
public awareness of indicators of terrorism and terrorism-related crime and associated
efforts to increase the sharing of information with public and private sector partners,
including nonprofit organizations. Note: DHS/FEMA requires that the Office of Public
Affairs be given the opportunity to review and approve any public awareness materials
(e.g., videos, posters, tri-folds, etc.) developed using HSGP grant funds for the “If You
See Something, Say Something™” campaign to ensure these materials are consistent
with the Department’s messaging and strategy for the campaign and the initiative’s
trademark;

o Increase physical security, through law enforcement personnel and other protective
measures by implementing preventive and protective measures at critical infrastructure
site or at-risk nonprofit organizations; and

. Building and sustaining preventive radiological and nuclear detection capabilities,
including those developed through the Securing the Cities initiative.
Requirements for Small Unmanned Aircraft System
All requests to purchase Small Unmanned Aircraft Systems (SUAS) with FEMA grant funding must
comply with IB 426 and also include a description of the policies and procedures in place to safeguard

individuals’ privacy, civil rights, and civil liberties of the jurisdiction that will purchase, take title to
or otherwise use the SUAS equipment.
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Critical Emergency Supplies

In order to further DHS/FEMA’s mission, critical emergency supplies, such as shelf stable products,
water, and basic medical supplies are an allowable expense under UASI. Prior to the allocation of
grant funds for stockpiling purposes, each state must have DHS/FEMA’s approval of a five-year
viable inventory management plan which should include a distribution strategy and related
sustainment costs if planned grant expenditure is over $100,000.

If grant expenditures exceed the minimum threshold, the five-year inventory management plan will
be developed by the recipient and monitored by FEMA GPD with the assistance of the FEMA
Logistics Management Directorate (LMD). FEMA GPD will coordinate with LMD and the
respective FEMA Region to provide program oversight and technical assistance as it relates to the
purchase of critical emergency supplies under UASI. FEMA GPD and LMD will establish guidelines
and requirements for the purchase of these supplies under UASI and monitor development and status
of the state’s inventory management plan.

States (through their Emergency Management Office) are strongly encouraged to consult with their
respective FEMA Regional Logistics Chief regarding disaster logistics- related issues.

States are further encouraged to share their DHS/FEMA approved plan with local jurisdictions and
Tribes

Construction and Renovation

Project construction using UASI funds may not exceed the greater of $1,000,000 or 15% of the grant
award. For the purposes of the limitations on funding levels, communications towers are not
considered construction.

Written approval must be provided by DHS/FEMA prior to the use of any HSGP funds for
construction or renovation. When applying for construction funds, recipients must submit vidence of
approved zoning ordinances, architectural plans, and any other locally required planning permits.
Additionally, recipients are required to submit a SF-424C Budget and Budget

detail citing the project costs.

Recipients using funds for construction projects must comply with the Davis-Bacon Act (40 U.S.C.
§ 3141 et seq.). Recipients must ensure that their contractors or subcontractors for construction
projects pay workers no less than the prevailing wages for laborers and mechanics employed on
projects of a character similar to the contract work in the civil subdivision of the state in which the
work is to be performed. Additional information regarding compliance with the Davis-Bacon Act,
including Department of Labor (DOL) wage determinations, is available from the following website
https://www.dol.gov/whd/govcontracts/dbra.htm.

Communications Towers. When applying for funds to construct communication towers, recipients
and sub-recipients must submit evidence that the FCC’s Section 106 review process has been
completed and submit all documentation resulting from that review to GPD using the guidelines in
EHP Supplement prior to submitting materials for EHP review. Completed EHP review materials for
construction and communication tower projects must be submitted as soon as possible to get
approved by the end of the PoP. EHP review materials should be sent to gpdehpinfo@fema.gov.
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Personnel

Personnel hiring, overtime, and backfill expenses are permitted under this grant in order to perform
allowable HSGP planning, training, exercise, and equipment activities. Personnel may include but
are not limited to: training and exercise coordinators, program managers for activities directly
associated with SHSP and UASI funded activities, intelligence analysts, and statewide
interoperability coordinators (SWIC).

In general, the use of grant funds to pay for staff and/or contractor regular time or overtime/backfill
is considered a personnel cost. Grant funds may not be used to support the hiring of any personnel
for the purposes of fulfilling traditional public health and safety duties or to supplant traditional
public health and safety positions and responsibilities.

For further details, SAAs should refer to FP 207-093-1, Clarification on the Personnel
Reimbursement for Intelligence Cooperation and Enhancement of Homeland Security Act of 2008
(Public Law 110—412 — the PRICE Act), or contact their FEMA HQ Program Analyst.

HSGP funds may not be used to support the hiring of any personnel to fulfil traditional public health
and safety duties or to supplant traditional public health and safety positions and responsibilities.

The following are definitions as they relate to personnel costs:

o Hiring. State and local entities may use grant funding to cover the salary of newly hired
personnel who are exclusively undertaking allowable /DHSFEMA program activities as
specified in this guidance. This may not include new personnel who are hired to fulfill any
non-DHS/FEMA program activities under any circumstances. Hiring will always result in
a net increase of Full Time Equivalent (FTE) employees.

J Overtime. These expenses are limited to the additional costs which result from personnel
working over and above 40 hours of weekly work time as a direct result of their
performance of DHS/FEMA-approved activities specified in this guidance. Overtime
associated with any other activity is not eligible.

J Bactkfill-related Overtime. Also called “Overtime as Backfill,” these expenses are limited
to overtime costs which result from personnel who are working overtime (as identified
above) to perform the duties of other personnel who are temporarily assigned to
DHS/FEMA-approved activities outside their core responsibilities. Neither overtime nor
backfill expenses are the result of an increase of FTE employees.

o Supplanting. Grant funds will be used to supplement existing funds, and will not replace
(supplant) funds that have been appropriated for the same purpose. Applicants or recipients

may be required to supply documentation certifying that a reduction in non-Federal
resources occurred for reasons other than the receipt or expected receipt of Federal funds.

Operational Packages

12



Bay Area UASI Guidance for Allowable Expenses

Proposers may elect to pursue operational package (OPack) funding, such as Canine Teams, Mobile
Explosive Screening Teams, and Anti Terrorism Teams, for new capabilities as well as sustain
existing OPacks. Proposers must commit to minimum training standards to be set by the Department
for all federally funded security positions. Proposers must also ensure that the capabilities are able
to be deployable, through EMAC, outside of their community to support regional and national efforts.
When requesting OPacks-related projects, Proposers must demonstrate the need for developing a
new capability at the expense of sustaining existing core capability.

Unallowable Costs

o Per FEMA policy, the purchase of weapons and weapons accessories, including
ammunition, is not allowed with HSGP funds.

o Grant funds may not be used for the purchase of equipment not approved by
DHS/FEMA. Grant funds must comply with IB 426 and may not be used for the
purchase of the following equipment: firearms; ammunition; grenade launchers;
bayonets; or weaponized aircraft, vessels, or vehicles of any kind with weapons
installed.

° Unauthorized exercise-related costs include:

= Reimbursement for the maintenance and/or wear and tear costs of general use
vehicles (e.g., construction vehicles), medical supplies, and emergency
response apparatus (e.g., fire trucks, ambulances).

= Equipment that is purchased for permanent installation and/or use, beyond the
scope of the conclusion of the exercise (e.g., electronic messaging sign).

Emergency Management Accreditation Program

With funds provided through FY 2018 HSGP, states have the opportunity to encourage their local
jurisdictions to pursue assessment and accreditation under the Emergency Management
Accreditation Program (EMAP).

EMAP’s assessment and accreditation of emergency management organizations against consensus-
based, American National Standards Institute (ANSI)-certified standards allows for standardized
benchmarking of critical functions necessary for an emergency management organization to meet
the core capabilities identified in the Goal. Additional information on the EMAP Standard is
available at http://www.emap.org.

National Information Exchange Model (NIEM)

DHS/FEMA requires all grant recipients to use the latest NIEM specifications and guidelines when
using HSGP funds to develop, procure, or implement homeland security information exchanges,
including systems and databases. This includes, but is not limited to the use of Extensible Markup
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Language (XML) and Java Script Object Notation (JSON). Further information about NIEM
specifications and guidelines is available at http://www.niem.gov. More information on the purpose
of NIEM is located in Appendix G — FY 2018 HSGP Supplemental Material of this NOFO.

28 C.F.R. Part 23 Guidance

DHS/FEMA requires that any information technology system funded or supported by these funds
comply with 28 C.F.R. Part 23, Criminal Intelligence Systems Operating Policies if this regulation
is deter
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Bay Area UASI Project Application Submitted

10/01/2019 9:01 AM
00000-FY20 Bay Area  UASI

00038 - P25 Radio Purchase Status: PENDING

Funding Category: East Bay Hub

Amount Requested: $47,500

Project Lead

N ) Mr. Joseph Hughes
ame:

Salutation First Name Middle Name Last Name
Title: Undersheriff

Email: joseph.hughes@bapsa.gov%
Address: 123 Mainstreet O
Suite 1 &\

Dublin ‘ ’E California 94568
City

\ State/Province Postal Code/Zip
lez 123

Phone:*
Q PWe Ext.

Organization Information

Organization Name: Q Bay Area Public Safety Agency

Organization Type: County Government
Organization Website: Q y www.bapsa.gov
Address: % 578 Main st.
1st Floor
Dublin California
City State/Province Postal Code/Zip
94568
510-555-1212 123
Phone:*
Ext.
Fax: 510-555-1213

E-mail Address bapsa@countygov.org



Funding Categories

All Bay Area UASI projects must benefit two or more Operational Areas (counties).

Core City Projects: Only agencies affiliated with the cities of Oakland, San Francisco, and San Jose are eligible to apply for and receive core city funding.
Hub Projects

North Bay Hub: Marin, Napa, Solano, Sonoma

East Bay Hub: Alameda, Contra Costa

South Bay Hub: Monterey, San Benito, Santa Clara, Santa Cruz

West Bay Hub: San Francisco, San Mateo

Regional Projects: All regional projects must benefit three or more hubs in a equitable manner.

Please select the appropriate funding category for your project: East Bay Hub

Please describe how your project will benefit more than two . . . .
This cache of r. be utilized during mutual

aid response ontra Costa and Alameda

500 Characters Maximum counties. &\

operational areas (counties)?

Have you received department hea | to submit this Yes
application? ‘
% John Smith

Department Head Approval

Name
FIRST LAST
Title .
Sheriff
Agenc . ]
geney Local County Sheriff's Office
Email .
sheriff@bayareacounty.org
Phone

555-111-2222



Project Description

Select an Investment Justification: Goal 4: Strengthen Emergency Communications Capabilities
Select the most applicable FEMA Core Capability for your Operational Communications
project:
Select the most applicable Capability Target: Establish & maintain interoperable communications
with partner organizations involved in incident
management.

Select a nexus to terrorism: This project will enhance regional

) i Respond to Terrorist Attackg F
capacity to:

This cache of intaf-8geraBle radios will allow us to
communicate ively during a mutual aid
terrorist i n

Describe the nexus to terrorism in detail:
W W(& to purchase a cache of P25

_ _ _ o _ rOgérable Radios for response operations
Project Summary- Provide a brief description of your project:

jng a major terrorist incident that requires
mutual aid.

Project Timeline

Total Project Time QV
r

vonts 12 oject Dates 01/01/2021 12/31/2021

Project Start Date Project End Date
Milestones
Milestones Minimum 5 Estimated Completion Date

(EQUIPMENT)btain Quotes 01/13/2021

(EQUIPMENT) Issuance Of PO 02/01/2021

(EQUIPMENT) Receive Equipment 09/15/2021

(EQUIPMENT) Test Equipment 10/15/2021

(EQUIPMENT) Project Completion 12/31/2021



Compliance Requirements

State Sole Source Approval: NO
Aviation Request Form: NO
Watercraft Request Form: NO
Aviation Request Form: NO

Performance Bond: NO



L' ____________________________________________________________________]
Project Budget POETE

Category: Fill In amounts in any applicable category:

Planning: $0.00
Organization: $0.00
Equipment: $47,500
Training: $0.00
Exercises: $0.00

Equipment Details ,Q
Select a

category Select the E

of FEMA

appropriate Quantit Price
Authorized pprop y Each \
. AEL #
Equipment Q
Interoperable 06CP-01- PORT Q
Communications v

Radio,
Equipment Portable 10 $4,750.00 @

Equipment Totals:  $47,500.0, 2

Total Amount Requested: $47,500



To: Bay Area UASI Approval Authority

From: Janell Myhre, UASI Regional Program Manager
Date: July 11, 2019

Re: Item 05: UASI Technical Assistance Program Update

Action or Discussion Items:

Discussion

Background:

The UASI Technical Assistance (TA) Program was kicked off at the March 2018 Approval
Authority meeting. To date, over ten TA sessions in eight different counties or cities have been
delivered, receiving high evaluation ratings and positive testimonials. The Commodity Points of
Distribution (C-POD) Management, Large Special Events ConOps planning, and UASI staff
support for exercise evaluations have been the most popular TA offerings to date.

Discussion:

In February 2019, a regional survey was conducted throughout the UASI regional workgroup
membership to assess the use and effectiveness of the UASI Technical Assistance Program’s
introductory year. Overall survey results from Bay Area local government public safety staff
showed:

e A positive view of and need for the TA program.
e A lack of local government staff and/or time to engage with the TA program
e A need for training on UASI topics other than program tools

Next Steps:
Using the stakeholder survey feedback, the UASI Management Team will begin conducting

additional outreach to the Bay Area to better define the Technical Assistance Program offering.
This will be discussed in more detail with regional workgroups and at the annual stakeholder
outreach meetings.

Janell Myhre, Regional Program Manager, will present information with an accompanying
PowerPoint presentation (Appx A). The UASI Management Team looks forward to hearing your
feedback on the TA Program. We will report back to you with a TA program update the Summer
of 2020.
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Technical Assistance Program

Tools and Templates
e Refresh on materials

e Assistance with customization
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Program Workshops, Tabletops and Exercises

e Assistance with customized design

* Facilitation support
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Technical Assistance Survey Results

 Technical Assistance Tools Available

 Technical Assistance Tools Used

 Technical Assistance Needs
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Technical Assistance Program Next Steps ;

Overall analysis
Stakeholders benefit from TA sessions and want the assistance to utilize UASI
produced tools.

However, there are additional questions about UASI related topics other than
program tools, as well as a lack of stakeholder time or resources to fully engage
with some UASI program initiatives.

Next Steps
 Provide TA support by request
* Conduct additional outreach
* Identify what is useful and accessible
 Discuss at Annual SH outreach meetings

 Report findings with recommendations in 2020



Contact for Questions
or
Technical Assistance requests

Regional Program Manager
Janell Myhre

415-353-5244
Janell. Myhre@sfgov.orqg
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To: Bay Area UASI Approval Authority

From: Corinne Bartshire, Regional Project Manager

Date: July 11, 2019

Re: Item 06: Training & Exercise RFP Update

Staff Recommendation:

1. Approve the draft RFP content;
2. Approve the release of the RFP;

Action or Discussion Item:

a) Review of draft RFP scope of work and qualification requirements (Discussion / Action)
b) Approval to release the RFP (Action)

Background:

The Bay Area UASI is seeking an administrator for the Regional Training and Exercise
Program via a Request for Proposal (RFP) process. A draft RFP has been prepared for
Approval Authority member review and comment. It has been informed by:

the guiding principles agreed upon by the Approval Authority on May 9%,

input from UASI work group members,

community based organizations, and,

prior task forces / committees that served Alameda County to review this program
under their administration.

Discussion/Description:

Regional Project Manager Corinne Bartshire will present highlights and key components of the
draft RFP and facilitate a conversation with the Approval Authority to collect requests for
revision. The attached Appendix A is the draft RFP.
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Request for Proposals (RFP) for
UASI Regional Training and Exercise Program Administration

1. Introduction and Schedule

A. General

The City and County of San Francisco (“City” or “San Francisco”), through the Department of
Emergency Management (DEM), the Urban Areas Security Initiative (UASI) is issuing this
Request for Proposals (RFP) in search of a proposer (Proposer) that has the necessary
qualifications to complete the work set forth in this RFP. Whether@a Proposer has such
qualifications will be determined through the evaluation process described.in Section IV of this
RFP. A contract or contact award is not a guarantee of funding for a program or the continuation
of services.

B. Background of the Bay Area UASI Program

The Urban Areas Security Initiative (UASI) is a program administered by the federal Department
of Homeland Security through its Homeland Security Grant Program within the Federal
Emergency Management Agency (FEMA). Singe its inception in 2003, the intent of the federal
UASI program has been to enhance regional preparedness in major metropolitan areas in support
of the National Preparedness Guidelines.

In connection with the application for and distribution‘of federal UASI grant funds, the United
States Department of Homeland Security (“DHS”) ¢onsolidated the separate San Jose, Oakland,
and San Francisco Urban Areas into a combined Bay Area Urban Area (“UASI Region™). The
Bay Area UASI Region includes three major cities, twelve counties, over 100 incorporated cities,
a number of special districts and transportation agencies, and several airports. The Bay Area
UASI Region consists of the following counties:Alameda, Santa Clara, Santa Cruz, San Mateo,
San Francisco, Marin, Sonoma, Napa; Solano, Contra Costa, San Benito, and Monterey; and
three corefcities: San Francisco, Oakland, and San Jose.

The Bay Area UASI is a regional program that provides financial assistance to improve the Bay
Area’s capacity to prevent, protect against, respond to, and recover from terrorist incidents or
related catastrophic.events. [Projects facilitated by the program enhance regional capability
through regional collaboration and efficient allocation of resources.

The Bay Area UASI'is governed by an eleven-member Approval Authority which provides
policy direction and is responsible for final decisions regarding projects and funding.

The UASI Management Team functions as a unit within the San Francisco Department of
Emergency Management. The Management Team is responsible for the administration and
management of all potential and endorsed UASI funded projects in the Bay Area UASI Region.
The Management Team serves as the point of contact for all inquiries/issues raised by regional
stakeholders, while concurrently facilitating the Approval Authority, Regional Work Groups and
other stakeholder meetings. The Management Team’s duties can include: monitoring grant
compliance and resource allocation; conducting regional capability assessments; planning and
strategic development, project development, monitoring and evaluation, and serving as a liaison
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between the City and County of San Francisco (fiscal agent) and the subrecipient jurisdictions
(grantees).

C. Nature of the Proposed Work

With oversight by the Bay Area UASI Approval Authority and direction from the Bay Area
UASI Management Team, a selected contractor will administer a regional training and exercise
program for the entire Bay Area UASI Region, which includes twelve (12) Bay Area Counties,
and the core cities of San Francisco, San Jose and Oakland. Overall participation in the program
is expected to be 30,000 — 50,000 individuals. The program will includeé coordination of a whole
community Regional Training & Exercise Work Group to inform and oversee the following
program components:

(a) multi-discipline training courses for local government public safety staff;

(b) regionwide multi-discipline exercises; and,

(c) community preparedness activities specifically geared toward community-based

organizations throughout the Bay Area.
Contractor will ensure that all efforts within the regional trainingand exercise program are
consistent with the guiding principles of the Homeland Security Exercise Evaluation Program
(HSEEP).

D. Term and Amount of Proposed Contract

The contract awarded from this RFP may have an original texm of up to one (1) year with an
estimated allocation of maximum of approximately Four Million Seven Hundred Thousand
Dollars ($4,700,000), contingent on funding availability. In addition, the City shall have eight
(8) options to renew theterm for a period of one (1) year each for a total of nine (9) years
contract, subject to the funding availability and satisfactory contractor performance, which
the City may exercise in its sole and absolute discretion. Funding may increase or decrease
depending on the Federal funding availability.

A single qualified proposer will be selected to provide the services under this RFP. Throughout
the course of the contract, the UAST Management Team will monitor the performance of the
contractor in accordance withits policy and reserves the right to select an alternate primary
contractor for non-performance.

E. Schedule

The anticipated schedule for selecting a contractor is:

Proposal Phase Date
RFP is issued by the City July 19, 2019
Deadline for submission of written questions
or requests for clarification (E-questions) August 2, 2019
Posting of written response to questions/
requests for clarification Week of August 12,2019
Proposals due August 27, 2019, 12:00 p.m. Noon
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Estimated Dates
Initial Review September 17, 2019
Technical Review October 8, 2019
Notifications of contractor selection November 15, 2019

F. Contractor Unable to do Business with the City

Contractor that does not comply with laws set forth in San Francisco’s Municipal Codes may be
unable to enter into a contract with the City. Some of the laws are included in this RFP, or in the
sample terms and conditions attached.

11. Scope of Work

Contractor will administer a comprehensive regional training and exercise program.for the Bay
Area UASI region. The Contractor will be responsible for utilizing,allocated funds on'a
reimbursable basis in an equitable manner across the Bay Area WASI region. Contractor will
adhere to funding recommendations and priorities agreed upon by the Regional Training &
Exercise Program Work Group, the UASI Approval Authority, the UASI Management Team,
and other stakeholders as appropriate. Contracter, as the program administrator will ensure the
following guiding principles are complied with throughout the program:

A. Regional Training & Exercise Program Guiding Principles

1. The program should coordinate and expand upon the existing Regional Training
& Exercise Program Work Group. The program should conduct a transparent and inclusive
process with the Work‘Group to determine training priorities, funding allocations, and a
regionwide exercise plan. It should include representatives from the following:

o Local jurisdiction publie safety disciplines (i.e. fire, law, EMS, public
health, emergency management, public information, behavioral / mental
health, cyber security)

o Community based organizations

o Voluntary Organizations Active in Disasters (VOADs) / Community

Organizations Active in Disasters (COADs

UASI Work Group Chairs

Association of Bay Area Health Officers (ABAHO)

American Red Cross

The Salvation Army

Local chambers of commerce

California Resiliency Alliance

Local CERT Coordinators

Cal OES (Coastal Region Emergency Services Coordinators and

Headquarters Training & Exercise Division)

Tribal entities

Educational institutions

BayRICS

Northern California Regional Intelligence Center (NCRIC)

State and Federal Military entities

Federal Emergency Management Agency
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Communications operators (i.e. amateur radio volunteers)
Medical Health Operational Area Coordinators (MHOACS)
Hospital Coalitions

Utilities

Special Districts

National Weather Service

Bay Area Joint Information System

2. The program shall maintain a commitment to community preparedness activities
designed and selected to support community-based organizations in development of their
emergency preparedness, response, and recovery capabilities.

3. The program should prioritize training courses and exercises based on the gaps
identified in the Bay Area Threats and Hazards Identification andRisk Assessment (THIRA),
Stakeholder Preparedness Report (SPR) and any other requirements stated in the FY2019
Homeland Security Grant Program (HSGP) Notice of Funding Opportunity (NOFO).

4. The program should provide a balanced offering of training courses.and exercise
opportunities for all public safety disciplines as listed in principle 1.

5. The program should maintain an ongoing opportunity for whole community
partners, as listed in principle 1, to coordinate regionally on training and exercise opportunities
(i.e. via a standing agenda item at the Regional Training & Exercise Work Group meetings).

As applicable, services provided and deliverables prepared by the Contractor will conform to and
be consistent with the California Standardized Emergency Management System (SEMS), the
National Incident Management System (NIMS), the National.Response Framework (NRF),
National Disaster Recovery Framework (NDRF), National Preparedness Goal (NPG), National
Emergency Communications Plan, and other related policies. All training and exercise products
shall follow the guidingprinciples of the Homeland Security Exercise Evaluation Program
(HSEEP).

B. Services

The Scope of Work for the Regional Training and Exercise program administrator may include,
but is not limited to, the following services:

L Regularly convene and facilitate the Regional Training & Exercise Program
Work Group as noted in the above guiding principle A.

Work Group should provide subject-matter expertise and input to strategic policy decisions on
regional training and exercise activities. Contractor will facilitate consensus and follow the
recommendations and funding priority requests made by the Work Group. Meetings should be
held no less than monthly in-person with a webinar option for virtual attendance. Contractor will
be responsible for preparing and distributing agendas in advance, facilitating the discussion, and
documenting the conversation in a meeting summary.

Major Deliverables will include, but are not limited to:
e  Work Group meeting agendas (monthly)
o Work Group meeting summaries, including list of attending members (monthly)
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2. Develop a regional multi-year training and exercise plan with input and
oversight from the Work Group.

The plan should span at least three years and articulate the training courses to be offered each
year as well as the exercise program. The plan should equally benefit all public safety disciplines
and include a strategy for building community preparedness throughout the Bay Area. It should
include target benchmarks for assessing the success of training offered for each discipline.
Selected exercises should test capabilities built through the training courses, UASI funded
regional capability building projects, and be designed to test capabilities specifically documented
in the Bay Area THIRA/SPR.

Major Deliverables will include, but are not limited to:

e Multi-Year Training and Exercise Plan (covering thre¢ years, updated annually)

3. Administration of training courses

o Procure and coordinate logistics for selected training/€ourses (This includes selection of a
host agency, confirmation of a feasible training site, development of course flyer with
registration information, etc.).

o Develop, host, and/or maintain a website (the Training & Exercise Program Website) with an
integrated database covering multiple platforms for coordinating training course registration
and communications with participants«This includes management of wait lists and tracking
of certificates earned by participants.

Major Deliverables will include, but are not limited to:

e Integrated program website with online registration system
e Course planning and logistics facilitation

e Course evaluation and improvement processes

4. Administration of regionwide exercises

o Per HSEEP and the regional multi=year training and exercise plan, establish exercise
planning teams for each identified exercise:Members for these exercise planning teams
should come from the Regional Training & Exercise Work Group and be augmented as
appropriate based on the focus of each exercise.

o Following HSEEP guidelines, facilitate exercise planning meetings, design, conduct, and
evaluate at least one major regionwide multi-discipline exercise to test Bay Area wide
training and exercise objectives.

o Regionwide exercise(s) should provide opportunities for all public safety disciplines to
participate.

o Utilize the aforementioned Training & Exercise Program Website to coordinate with exercise
planning teams, host exercise materials such as situation manuals and after action reports,
serve as a registration system for exercise participants, etc.

Major Deliverables will include, but are not limited to:

Exercise planning schedules and planning team rosters

Planning meeting agendas and summaries

Exercise After Action Reports (AAR) and improvement plans

Ongoing tracking of regional progress on implementing corrective actions
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5. Administration of community preparedness activities

o Contractor will facilitate agreement on priorities for community preparedness activities to be
conducted throughout the Bay Area based on Work Group requests, research coordinated by
the UASI Management Team, and other provided input.

o Contractor will work with a liaising entity through a separate competitive procurement
process, conducted by the UASI Management Team, to procure and implement the agreed
upon community preparedness activities. These may include, but are not limited to:

e Support to community-based organizations in developing organizational disaster

plans (via training courses or facilitated workshops)

e Seminars / workshops to develop local government coordination with community-
based organizations (CBOs) regarding emergency roles and responsibilities
Personal preparedness training for CBO staff
First aid training for CBO staff (i.e. Stop the Bleed, hands-only CPR)

Incident Command System training for CBO staff

Training for continuity of operations planning for CBO staff

Active shooter response training for CBO'staff

Training on disaster reimbursement policies / protocels for CBO staff

e Training on integration of access and functional needs populations for CBO staff
Note: The term CBO in this document includes non-profit organizations, faith-based
organizations, voluntary organizations active in disasters (VOADSs), community organizations
active in disasters (COADs), and other like established entities.

Major Deliverables will include, but are not limited to:

o Scheduling and logistics facilitation of community preparedness activities

6. Program management

o Provide monthly reports to the UASI Management Team summarizing the courses offered,
upcoming courses, status of the exercise program (planning processes and regional exercise
calendar), funds expended todate, ete:

o Track the number of activities provided to, and the number of participants from each of the
major emergency response disciplines.

o Provide ongoing subject matter expettise and recommendations for improving the
effectiveness of the Program.

o Serve as liaison to and promote regional collaboration with training and exercise stakeholders
including state .and federal partners such as Cal OES and FEMA. (This may include
development of a regional exercise calendar noting local, operational area, regional, state,
and federal planned exercises that engage any of the Bay Area UASI jurisdictions.)

o Provide written/verbal status reports and presentations to the UASI Management Team,
Approval Authority, regional work groups, stakeholders, and various other
oversight/advisory bodies, as needed.

o Develop a program manual to document the systems, policies, procedures, and processes in
place for UASI jurisdictions to engage with, benefit from, and participate in the Program.
This guidance should clarify at a minimum:

e how training courses are selected

e how to engage with the Work Group

e how to become a host agency for training courses and/or exercises
e how to register for a training course
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O

I11.

Disseminate an annual report that details the goals and objectives of the regional training and
exercise program and provides an assessment of the success of the regional training and
exercise program, including the most current version of the multi-year training and exercise
plan.
Major Deliverables will include, but are not limited to:
e Roster of Regional Training & Exercise Work Group members with representation
per guiding principle 1
e Monthly summary report including: training courses conducted, number of attendees
and overall evaluation/feedback of each course, upcoming training courses;
community preparedness activities conducted, number of attendees and overall
evaluation/feedback of each activity, upcoming activities; funds expended to date;
status of exercise planning and conduct; recommendations for program improvement
e Bay Area Regional Training & Exercise Program Manual
e Annual report assessing success of the program@and recommendations for
improvements
e Presentations as requested (i.e. program briefings to the UASI Approval Authority)
e Analysis of program website effectiveness

Submission Requirements

Time and Place for Submission

Proposals must be received by 12:00 P.M. NOON PST, on August 27, 2019. Proposals may be
delivered in person and left with the Bay Area UASI Management Team staff, or mailed to:

Yoshimi Saito, Contract Specialist
Bay Area UASI

711 Van Ness Ave. Suite 420

San Francisco, CA 94102

All items must be submitted in a sealed envelope clearly marked RFP# UASI 18-02: UASI
Regional Training and Exercise Program Administration to the above location.
Postmarks will.not be consideted in judging the timeliness of submissions. Late submissions
will not be considered. Proposals that are submitted by fax or email will not be accepted.

Format

Proposers must submit the following:

e Six (6) hardcopies of the Proposal (refer to the ‘Content of Proposals’ below)
e One (1) electronic copy (USB stick) of the entire contents of the Proposals

Proposers should carefully follow the format and instructions outlined below, observing format
requirements where indicated. Proposals must contain the information itemized below and in the
order indicated. Proposals submitted which do not include the following items may be deemed
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non-responsive and may not be considered for evaluation. All parts, pages, figures, and tables
should be numbered and clearly labeled.

Content of Proposals

Proposers interested in responding to this RFP must submit the following information, in the
order specified below:

1. Proposals Statement Form (Appendix III; also available as separate Word
File)

This form must be used as the front cover of your proposal. Proposer must complete the
following information of this form:

e RFP Terms and Conditions Acceptance

e City’s Administrative Requirements

e Acknowledgement of U.S. Department of Homeland Security Urban Areas Security
Initiative Grant Program Requirements

2. Minimum Qualifications(MQ) Form (Appendix VI; also available as
separate Word File)

Proposer must complete this form to demonstrate and to meet the established Minimum
Qualifications in page 11 to 12 of this RFP, under the Section IV-Evaluation Criteria-Minimum
Qualifications.

3. Reference Letters (up to 1 page per reference; maximum of 3 References)

Provide references for the projects that comprise your minimum qualifications as listed in section
IV Evaluation Criteria — Minimum Qualifications on pages 11 to 12 of this RFP. Proposer’s
references will be used to confirm and verify that proposer has met the minimum qualifications.
The referénce should be at least tweo (2) but no more than three (3) total references. By
including these references, proposers are representing that the references are familiar with
proposer’s work.and experience, and references will be truthful in any representations.

4. Introduction and Executive Summary (up to 2 pages)

Submit a letter of introduction and executive summary of the Proposal. Include in the letter the
name of the Proposer’s project manager, that person’s physical location, and an explanation of
that person’s role in overseeing the Regional Training & Exercise Program. The letter must be
signed by a person authorized to obligate the Proposer to perform the commitments contained in
the Proposal. Submission of the letter will constitute a representation by the Proposer that the
Proposer is willing and able to perform the commitments contained in the Proposal.

5. Project Approach (up to 6 pages)

Describe how your team will conduct the six (6) services detailed in the Section II. Scope of
Work, B. Services of this RFP while complying with the stated guiding principles. Throughout
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this section, be clear about anticipated staff assignments and their daily physical locations.
Include the following information:

O

(@)

Overall Methodology: Provide an overview of the Proposer’s methodology for completing
the six services while complying with the stated guiding principles. This should include an
organizational chart depicting the staffing plan for each of the six services, how the staff will
coordinate across services, and how the team will be supervised.

Work Group Facilitation: Provide a detailed explanation including staff roles and
responsibilities for accomplishing Service #1. This should include how the Proposer will
approach work group facilitation to build consensus, implement agreed upon priorities, and
manage an annual cycle of public safety training courses, community preparedness activities,
and regionwide exercise(s). Describe how the Proposer will provide logistics (i.e. webinar
capability) for the meetings and list the deliverables to be provided.

Multi-Year Training and Exercise Plan (MYTEP): Provide a detailed explanation including
staff roles and responsibilities for accomplishing Service #2. This should. include how the
Proposer will leverage the Work Group, other UASI stakeholders, the' UASI management
team, and additional partners as appropriate to eonduct a thorough and transparent planning
process that:

e closes identified regional capability gaps including training related to under-
represented diverse populations impacted by disasters, including children, seniors,
individuals with disabilities oraccess and functional needs, individuals with
diverse culture and language use, individuals with lower economic capacity and
other underserved populations

e expends program funds in an equitable manner throughout the region

Describe the approach forupdating this plan annually and implementing improvements based
on stakeholder input.

Administration of Training Courses: Provide a detailed explanation including staff roles and
responsibilities for accomplishing Service #3. This should include:

e adescription of the Proposer’s website management / development capabilities
and-approach to establishing / maintaining an online registration system / user
portal for program participants

e the proposed approach for prioritizing and selecting training courses to offer
through the program (i.e. work group engagement and division of allocated funds
by discipline)

e  the process for procuring training vendors to conduct the breadth and variety of
training courses in demand through this program

e the process for selecting host agencies for training courses in an equitable manner
throughout the region

e the process for promoting training courses and ensuring courses have full
attendance to maximize the regional investment

Administration of Regionwide Exercises: Provide a detailed explanation including staff
roles and responsibilities for accomplishing Service #4. This should include:

e the proposed approach for prioritizing and selecting regionwide exercises to
design, conduct, and evaluate through the program (i.e. work group engagement,
gaps noted in THIRA/SPR, coordination with UASI regional capability building
efforts, coordination with trainings conducted)
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e the process for establishing exercise planning teams for each exercise (i.e.
subcommittees to the work group)

e the proposed approach for sharing exercise evaluations, lessons learned, and
identified capabilities with the Bay Area UASI’s annual THIRA/SPR preparation

o Administration of Community Preparedness Activities: Provide a detailed explanation
including staff roles and responsibilities for accomplishing Service #5. This should include:

e the proposed strategy for working with the UASI selected liaising entity and
procurement of appropriate community preparedness activity providers

e the proposed approach for implementing a community preparedness strategy (as
outlined in the MYTEP), evaluating it, and making recommendations for the
following year’s community preparedness activities

o Program Management: Provide a detailed explanation including staff roles and
responsibilities for accomplishing Service #6: This should meclude:

e the proposed systems, policies, procedures,and processes for operating the
Regional Training & Exercise Program to include decision making procedures
regarding the balancing of funds across public safety training courses, community
preparedness activities, and regionwide exercises.

e the proposed schedule for meeting with and regularly briefing the UASI
Management Team / General Manager on the suceesses and challenges of
program operations

e availability to provide subject matter expertise and representation as requested
(i.e. for Approval Authority or Board of Supervisor meetings)

6. Proposer Qualifications (up to 2 pages)

Provide information on.the Proposer’s team composition, organizational structure, team member
physical locations, and recent experience in providing similar services to those requested through
this RFP. Present the anticipated time commitment (hours per week) for each staff member
assigned a responsibility in administering the program.

Describe the proposedstaff’s direct experience with Training and Exercise program planning and
administration, work group facilitation, and familiarity with Bay Area public safety agencies.
Includethe staff names, titles, physical locations, years of experience, and list of relevant project
experience.

Describe the Proposer’s understanding of and experience with first responder training
requirements, public safety discipline certification programs, such as those within the Emergency
Management profession, and how the Training & Exercise Program will accommodate
participants seeking specific certifications.

Staff resumes may be provided to support this section. Each must be limited to one-page and
only include experience pertinent to the services requested through this RFP. Resumes will not
count toward the page limit of this section.

7. Budget Proposal (up to 5 pages)

Proposer must submit a budget narrative and a detailed budget worksheet, which should include
the following information:
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a. Total estimated cost for each of the six (6) services in Section II. Scope of Work, B.
Services of this RFP
b. Describe in detail how allocated dollars are proposed to be utilized
c. Name, hourly rate of all staff members anticipated to conduct services
The actual budget is subject to negotiation upon contract award and input from the Regional

Training & Exercise Work Group. The City reserves the right to accept other than the lowest
priced offer and to reject any submittals that are not responsive to this request.

8. Pending Litigation (no page limit)

If applicable, briefly describe any pending litigation related to consulting services provided by
the Proposer within the past three (3) years of this RFP issue date:

IV. Evaluation and Selection Criteria

Minimum Qualifications

A Proposer must meet the following minimum qualifications by the deadline for submittal of
submissions:

1. Must be able to execute Appendix C of the City’s contract, U.S. Department of
Homeland Security's Urban Areas Security Initiative Grant Program Requirements
for Procurement Contracts (see the Appendix Il —Agreement for Professional
Services Form P=600)

2. Proven familiarity with Bay Area public safety agencies and relevant training
requirements /.certifications via references and related projects within the last 5
years

3. Proven understanding of the California Standardized Emergency Management
System, Master Mutual Aid Compact, and regional response structure via
integration of these concepts in the proposed project approach

4.  Proven success in facilitating multi-discipline work groups to build consensus via
references and related projects within the last 5 years

5. Proven success with experience developing and implementing a Multi-Year
Training and Exercise Plan proven via references and related projects within the last
5 years

6.  Proven success in coordinating & administering public safety training courses
proven via references and related projects within the last 5 years

7. Proven success in developing & evaluating multi-discipline large scale exercises
proven via references and related projects within the last 5 years

8. Proven success of program management capabilities demonstrated in the proposed
project approach and validated via references and related projects within the last 5
years

9.  Proven success working with multiple jurisdictions and public entities in a
concurrent manner within the last 5 years

10. Proven success of technical capabilities for website design, hosting, and
maintenance within the last 5 years
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Any proposer that does not comply with all of the Minimum Qualifications will not be
considered for evaluation by the Evaluation Team.

Desirable Qualifications
The following are desirable qualifications for Proposers and the key staff:

1. Experience with federal Homeland Security Grant programs
2. Experience working with policy-making bodies and County-based projects,
including major cities, at the regional level

Selection Process

The UASI Management Team will coordinate the Evaluation, Team composed of the UASI
Approval Authority members responsible for evaluating@nd rating the Proposals., The team may
also conduct reference checks and facilitate interviews, if desired by the Evaluation team and/or
the City.

The Evaluation Team will evaluate the strength of the Proposals based on the following criteria
(point allocations are subject to change based on need for oral interviews).

1. Screening of Minimum Qualifications (Pass/Fail)

Each Proposal will be reviewed by the UASI Management Team for initial
determinationsson'whether the Proposer meets the minimum qualifications
referenced.ift Section IV of this RFP. Proposals will not be scored during the
screening of Minimum Qualifications. This screening is simply a pass or fail
determination.as to whether the Proposer has met the minimum qualifications. A
Proposal that fails to meet the minimum qualifications will not be eligible for
consideration in the evaluationprocess. The City reserves the right to request
clarifications from Proposers prior to rejecting a Proposal for failure to meet the
minimum qualifications. Clarifications are limited exchanges between the City
and Proposer for the purpose of clarifying certain aspects of the Proposal and will
not provide a Proposer the opportunity to revise or modify its Proposals. Only
Proposals that meet the minimum qualifications will proceed to the next
evaluation phases.

2. Project Approach (45 Points)

The proposal demonstrates:

a. Understanding of the project and methodology
b. Innovative methods for performing the stated services
c. Effectiveness of program staff
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3. Proposer Qualifications (30 Points)
The proposal demonstrates:

a. Expertise of the Proposer to provide the applicable services, including
desirable qualifications

b. Depth and breadth of experience of the Proposer and key staff with the

type of work under this RFP

Demonstrated familiarity with Bay Area public safety agencies;

Staff availability and accessibility

Regional Collaborations

Reference Letters

™o a0

4. Budget Proposal — (20 Points)

The proposal provides:

a. Clear, logical, reasonable and detailed budget worksheets by service

b. Descriptions of budget narratives which support the project dollars within
the budget worksheets

C. Budget narratives that include concise descriptions of proposed funding

utilization and the resources necessary to implement the services

5. Responsiveness to the City’s Requirements — (5 Points)

Pending ditigation that would affect the Proposer’s capability to undertake the
work described in Section 11

Total Points Possible: 100 Points
(Bidder Rating Discount will not be considered due to the requirements governing the Federal
funds forthis RFP.)

Oral Interviews (If necessary)

Oral interviews may or may not be conducted. The City has sole and absolute discretion over
whether interviews will be conducted. Following the evaluation of the written Proposals, if
interviews are to be conducted, the Proposers receiving the highest scores in the subject areas
will be invited to an oral interview. The interviews, if conducted, will consist of standard
questions asked of each of the Proposers, as well as specific questions regarding each individual
submission.
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V. E-Question Period and Contract Award

A. E-Question Period

All questions concerning this RFP, scope of services or requirements must be submitted in
writing by email only during the E-Question Period, ending August 2, 2019, 12:00 p.m. PST,
and directed to: yoshimi.saito@sfgov.org

No questions or requests for interpretation will be accepted after42:00 p.m., PST on
August 2, 2019. It is the responsibility of the Proposer to check for any RFP Addendums, Q&A
postings, and other updates which will be posted on the City Partner Bid Opportunity website:

https://sfcitypartner.sfeov.org/pages/Events-BS3/event-search.aspx
and the Bay Area UASI website:

http://www.bayareauasi.org/

B. Contract Award

The City will select a proposer with whom the UASI Management staff shall commence contract
negotiations. The selection of any proposal shall not imply acceptance by the City of all terms of
the proposal, which may be subject to further negotiations and approvals before the City may be
legally bound thereby. If a satisfactory contract cannot be negotiated in a reasonable time the
City, in its sole discretion, may terminate negotiations with the highest ranked proposer and
begin contract negotiations with the next highest ranked proposer.

VI. Terms and Conditions for Receipt of Submissions

A. Errors and Omissions in RFP

Proposers are responsible for reviewing all portions of this RFP. Proposers are to promptly
notify the UASI Management Team, in writing, if the Proposer discovers any ambiguity,
discrepancy, omission, or other error in the RFP. Any such notification should be directed to the
UASI Management Team promptly after discovery, but in no event later than 1:00 P.M., August
20, 2019. Modifications and clarifications will be made by addenda as provided below.

B. Inquiries Regarding RFP

All inquiries regarding the RFP, and any request for written modification or clarification of the
RFP, must be submitted via e-mail only to:

yoshimi.saito@sfgov.org
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C. Objections to RFP Terms

Should a Proposer object on any ground to any provision or legal requirement set forth in this
RFP, the Proposer must, not more than ten (10) calendar days after the RFP is issued, provide
written notice to the UASI Management Team c/o Yoshimi Saito, delivered as noted above
setting forth with specificity the grounds for the objection. The failure of a Proposer to object in
the manner set forth in this paragraph shall constitute a complete and irrevocable waiver of any
such objection.

D. Change Notices

The City may modify the RFP, prior to the submission due date, by issuing Change Notices,
which will be posted on the City’s Supplier Portal at:
https://sfcitypartner.sfgov.org/pages/Events-BS3/event-search.aspx and the Bay Area UASI
website at: www.bayareauasi.org The Proposer shall be responsible for ensuring that its
Proposal reflects any and all Change Notices issued by theCity prior to the Proposal due date
regardless of when the Proposal is submitted. Therefore, the City recommends that the Proposer
consult the website frequently, including shortly befote the submission due date, to determine if
the Proposer has downloaded all Change Notices.

E. Term of Submission

Submission of a Proposal signifies that the Proposer’s qualifications, services and prices are
valid for 180 calendar days from the Proposal due date and that the quoted prices are genuine
and not the result of collusion or any other anti-competitive activity.

F. Revision of Submission

A Proposer may revise a Proposal.on the Proposer’s own initiative at any time before the
deadline for submission. The Proposer must:submit the revised submission in the same manner
as the original.=A tevised submission must be received on or before the due date.

In no case'will a statement of intent to submit a revised submission, or commencement of a
revision process, extend the due date for any Proposer.

At any time during the evaluation process, the City may require a Proposer to provide oral or
written clarification of its submission. The City reserves the right to establish a Pool without
further clarifications of submissions received.

G. Errors and Omissions in Submission

Failure by the City to object to an error, omission, or deviation in the Proposal will in no way
modify the RFP or excuse the Proposer from full compliance with the specifications of the RFP
or any contract awarded pursuant to the RFP.
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H. Financial Responsibility

The City accepts no financial responsibility for any costs incurred by a Proposer in responding to
this RFP. Submissions of the RFP will become the property of the City and may be used by the
City in any way deemed appropriate.

L Proposer’s Obligations under the Campaign Reform Ordinance

Proposers must comply with Section 1.126 of the S.F. Campaign and Governmental Conduct
Code, which states:

No person who contracts with the City and County of San Francisce'for the rendition of personal
services, for the furnishing of any material, supplies or equipment to the City, or for selling any
land or building to the City, whenever such transaction would require approval by a City elective
officer, or the board on which that City elective officer serves, shall make any contribution to
such an officer, or candidates for such an office, or committee controlled by such officer or
candidate at any time between commencement of negotiations and the later of either (1) the
termination of negotiations for such contract, or (2) three monthshave elapsed from the date the
contract is approved by the City elective officer or the board on which that City elective officer
serves.

If a Proposer is negotiating for a contract that must be approved by an elected local officer or the
board on which that officer serves, during the negotiation period the Proposer is prohibited from
making contributions to:

. the officer’s re-election campaign
. a candidate for that officer’s oftice
. a committée controlled by the officer or candidate.

The negotiation period begins with the first point of contact, either by telephone, in person, or in
writing, when a contractor approaches any city officer or employee about a particular contract, or
a city officer or employee initiates communication with a potential contractor about a contract.
The negotiation period ends when a contract is awarded or not awarded to the contractor.
Examples of initial contacts include: (1) a vendor contacts a city officer or employee to promote
himself or herself as a candidate for a'contract; and (2) a city officer or employee contacts a
contractor to propose that the contractor apply for a contract. Inquiries for information about a
particular contract; requests for documents relating to a Request for Proposal, and requests to be
placed on a mailing list do not constitute negotiations.

Violation of Section 1.126 may result in the following criminal, civil, or administrative penalties:

1. Criminal. Any person who knowingly or willfully violates section 1.126 is
subject to a fine of up to $5,000 and a jail term of not more than six months,
or both.

2. Civil. Any person who intentionally or negligently violates section 1.126

may be held liable in a civil action brought by the civil prosecutor for an
amount up to $5,000.

3. Administrative. Any person who intentionally or negligently violates
section 1.126 may be held liable in an administrative proceeding before the
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Ethics Commission held pursuant to the Charter for an amount up to $5,000
for each violation.

For further information, Proposers should contact the San Francisco Ethics Commission at (415)
581-2300.

J. Sunshine Ordinance

In accordance with S.F. Administrative Code Section 67.24(e), contractors’ bids, responses to
RFPs and all other records of communications between the City and perSons or Proposers
seeking contracts shall be open to inspection immediately after a contract has been awarded.
Nothing in this provision requires the disclosure of a private person’s or.organization’s net worth
or other proprietary financial data submitted for qualification for a contract.or other benefits until
and unless that person or organization is awarded the contract or benefit. Information provided
which is covered by this paragraph will be made available to the public upon request. Proposer
understands that any writing presented under this RFP4may be subject to public diselosure.

K. Public Access to Meetings and Records

If a Proposer is a non-profit entity that receives a cumulative total per year of at least $250,000 in
City funds or City-administered funds and 1s a non-profit organization as defined in Chapter 12L
of the S.F. Administrative Code, the Proposer must comply with Chapter 12L. The Proposer
must include in its submission (1) a statement describing its.efforts to comply with the Chapter
12L provisions regarding public access to Proposer’s meetings and records, and (2) a summary
of all complaints concerningthe Proposer’s complianice with Chapter 12L that were filed with
the City in the last two years and deemed by the City to be substantiated. The summary shall
also describe the disposition.of each complaint. Ifno such complaints were filed, the Proposer
shall include a statement to that effect., Failure to comply with the reporting requirements of
Chapter 12L or material mistepresentation in Proposer’s Chapter 12L submissions shall be
grounds for rejectionof the PROPOSAL and/or termination of any subsequent agreement
reached on‘the basis of the PROPOSAL.

L. Reservations of Rights by the City

The issuance of this RFP does not constitute an agreement by the City that any contract will
actually be entered into by the City. The City expressly reserves the right at any time to:

1. Waive or correct any defect or informality in any response, Proposal, or
Proposal procedure;

2. Reject any or all submissions;
Reissue a Request for Qualifications or a Request for Proposals;

4. Prior to submission deadline for responses, modify all or any portion of the
selection procedures, including deadlines for accepting responses, the
specifications or requirements for any materials, equipment or services to be
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provided under this RFP, or the requirements for contents or format of the
submissions;

5. Procure any materials, equipment or services specified in this RFP by any other
means; or

6. Determine that no project will be pursued.

Pre-qualification to receive an RFP does not preclude the City from subsequently concluding,
based upon analysis of additional information which may come to his attention or upon further
analysis of the information upon which his approval was based, that an interested Proposer(s) is
not qualified to perform the required services of those responding to this RFP. Further, no
approval shall limit or impair the reservation by the City of the unqualified right, in its sole and
absolute discretion, to reject all Proposals, or to accept that Propesal, if any, which in its
judgment will under all circumstances best serve the public interest.

The City reserves the right to withhold from the Proposer(s) and anyone else until the selection
process is completed, all information which might undérmine the competitive selection process
utilized by this RFP, including the number of Proposer(s)receivedsand the names of the other
Proposers, and the scoring of any initial rounds of selection.

M. No Waiver

No waiver by the City of any provision of this REP shall be implied from any failure by the City
to recognize or take action on account of any failure by a Proposer to observe any provision of
this RFP.

N. Local Business Enterprise Goals and Outreach

Due to the funding source for this project (Federal Homeland Security Grant), the
Local Business Enterprise (LBE) provisions of Chapter 14B of the San Francisco
Administrative Code are not applicable to this project. However, the City strongly encourages
Proposals from qualified L BEs and the utilization of LBEs as subcontractors to the greatest
extent feasible.

VII. Contract Requirements

A. Standard Contract Provisions

The successful Proposer will be required to enter into a contract substantially in the form of the
Agreement for Professional Services, attached hereto as Appendix B. Failure to timely execute
the contract, or to furnish any and all insurance certificates and policy endorsement, surety bonds
or other materials required in the contract, shall be deemed an abandonment of a contract offer.
The City, in its sole discretion, may select another Proposer and may proceed against the original
selectee for damages.

B. Nondiscrimination in Contracts and Benefits

The successful Proposer will be required to agree to comply fully with and be bound by the
provisions of Chapters 12B and 12C of the San Francisco Administrative Code. Generally,
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Chapter 12B prohibits the City and County of San Francisco from entering into contracts or
leases with any entity that discriminates in the provision of benefits between employees with
domestic partners and employees with spouses, and/or between the domestic partners and
spouses of employees. The Chapter 12C requires nondiscrimination in contracts in public
accommodation. Additional information on Chapters 12B and 12C is available on the CMD’s
website at www.sfCMD.org.

C. Minimum Compensation Ordinance (MCOQO)

The successful Proposer will be required to agree to comply fully with and be bound by the
provisions of the Minimum Compensation Ordinance (MCO), as set forthiin S.F. Administrative
Code Chapter 12P. Generally, this Ordinance requires contractors to‘provide employees covered
by the Ordinance who do work funded under the contract with hourly gross compensation and
paid and unpaid time off that meet certain minimum requirements. For the contractual
requirements of the MCO, see §43.

For the amount of hourly gross compensation currently required under the MCOj see
www.sfgov.org/olse/mco. Note that this hourly rate may increase on January 1 of each year and
that contractors will be required to pay any such increases to covered employees during the term
of the contract. Additional information regarding the MCO.is available on the web at
www.sfgov.org/olse/mco.

D. Health Care Accountability Ordinance (HCAO)

The successful Proposer will be required to agree to comply fully with and be bound by the
provisions of the Health Care Accountability Ordinance (HECAO), as set forth in S.F.
Administrative Code Chapter 12Q. Contractors should consult the San Francisco Administrative
Code to determine their compliance obligations undet this chapter. Additional information
regarding the HCAO is ayvailable on the web at www.sfgov.org/olse/hcao.

E. First Source Hiring Program (FSHP)

If the contract is for more than $50,000, then the First Source Hiring Program (Admin. Code
Chapter 83).may apply.. Generally, this ordinance requires contractors to notify the First Source
Hiring Program of available entry-level jobs and provide the Workforce Development System
with the first opportunity to refer qualified individuals for employment.

Contractors should consult the San Francisco Administrative Code to determine their compliance
obligations under this chapter. Additional information regarding the FSHP is available on the
web at http://www.workforcedevelopmentsf.org/ and from the First Source Hiring Administrator,
(415) 701-4848.

F. Conflicts of Interest

The successful Proposer will be required to agree to comply fully with and be bound by the
applicable provisions of state and local laws related to conflicts of interest, including Section
15.103 of the City's Charter, Article III, Chapter 2 of City’s Campaign and Governmental
Conduct Code, and Section 87100 et seq. and Section 1090 et seq. of the Government Code of
the State of California. The successful Proposer will be required to acknowledge that it is
familiar with these laws; certify that it does not know of any facts that constitute a violation of
said provisions; and agree to immediately notify the City if it becomes aware of any such fact
during the term of the Agreement.
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Individuals who will perform work for the City on behalf of the successful Proposer might be
deemed consultants under state and local conflict of interest laws. If so, such individuals will be
required to submit a Statement of Economic Interests, California Fair Political Practices
Commission Form 700, to the City within ten calendar days of the City notifying the successful
Proposer that the City has selected the Proposer.

VIII. Protest Procedures

A. Protest of Non-Responsiveness Determination

Within five (5) working days of the City's issuance of a notice of non-responsiveness, any
Proposer that has submitted a Proposal and believes that the City has incorrectly determined that
its submission is non-responsive may submit a written notice of protest.. Such notice of protest
must be received by the City on or before the fifth (5) wotking day following the City's
issuance of the notice of non-responsiveness. The notice of protest must include a written
statement specifying in detail each and every one of:the grounds asserted for the protest. The
protest must be signed by an individual authorized to represent the Proposer, and must cite the
law, rule, local ordinance, procedure or RFP provision on which the protest is based. In addition,
the protestor must specify facts and evidence sufficient for the City to determine the validity of
the protest.

B. Protest of Non-Responsible Determination

Within five (5) working days-of the City's issuance of a notice of intent to award the contract,
any Proposer that has submitted a responsive Proposal and believes that the City has incorrectly
selected another proposer for award may submit a written notice of protest. Such notice of
protest must be received by the City on or before the fifth working day after the City's issuance
of the notice of intent to award. The notice of protest must include a written statement specifying
in detail each and every one of the grounds asserted for the protest. The protest must be signed
by an individual authorized to represent the Proposer, and must cite the law, rule, local
ordinance, procedure or RFP provision.on which the protest is based. In addition, the protestor
must specify facts and evidence sufficient for the City to determine the validity of the protest.

C. Delivery of Protests

All protests must be received by the due date. If a protest is mailed, the protestor bears the risk
of non-delivery within the deadlines specified herein. Protests should be transmitted by a means
that will objectively establish the date the City received the protest. Protests or notice of protests
made orally (e.g., by telephone) or by FAX will not be considered. Protests must be delivered
to:

Yoshimi Saito, Contracts Specialist
Bay Area UASI

711 Van Ness Ave. Suite 420

San Francisco, CA 94102
yoshimi.saito@sfgov.org
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APPENDIX I - STANDARD FORMS

A. How to become Eligible to Do Business with the City:

Before the City can award any contract to a vendor, all vendors must meet the minimum
requirements described below. There may be additional requirements placed upon a
vendor depending on the type of good or service to be purchased.

B. Mandatory Online Submission:

At a minimum, in order to become eligible to do business with the City, a Bidder must
submit the following documents via the City’s supplier portal located at
https://sfcitypartner.sfgov.org/ :

1. Access the City Partner PeopleSoft website portal to register as a bidder an
attach an IRS Form W-9.

2. Use the online website http://newbusiness.sfgov.org/vendor to complete the
Business tax Registration.

3. Submit Declaration of Nondiscrimination in Contracts and Benefits (CMD-12B-
101) through the supplier portal. 12B Compliance information:
https://sfgov.org/cmd/forms-resources

C. Supplier Eligibility and Invoice Payment:

Contractor must have a City-issued Supplier ID number, have all compliance submitted
and approved by the City, and have an executed contract or purchase order before
payments can be made. Once a Supplier ID number has been assigned, an email
notification will be provided by the City's Supplier Support Division. This notification
will include instructions on how to sign up to receive payments through the City's
supplier portal located at https://sfcitypartner.sfgov.org/ .

D. Supplemental Forms:

Additional forms and requirements after contract award. These forms are not required
at time of Proposal submission.

Form: Required If:

Minimum Compensation You have at least $25,000 ($50,000 for non-profit
Ordinance (MCO) organizations) in cumulative annual business with a
Declaration (pdf) City department or departments and have more than 5

employees, including employees of any parent,
subsidiaries and subcontractors.

Health Care Accountability You have at least $25,000 ($50,000 for non-profit

Ordinance (HCAO) organizations) in cumulative annual business with a
Declaration City department or departments and have more than 20
(lpdf) employees (more than 50 employees for nonprofit
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organizations), including employees of any parent,
subsidiaries or subcontractors.

Insurance Requirements (pdf)

The solicitation requires the successful proposer to
demonstrate proof of insurance.

Payment (Labor and Material)

The solicitation requires the awarded vendor to post a

Bond (pdf) Payment (Labor and Material) bond.
Performance Bond (pdf) The solicitation requires the awarded vendor to post a

Performance bond.

Local Business Enterprise
Program

Application (Contract
Monitoring Division)

You desire to participate in the City’s Local Business
Enterprise Program which helps certain financially
disadvantaged businesses increase their ability to
compete effectively for City contracts

For further guidance, refer to the City’s supplie vi that are&nline

at: https://sfcitypartner.sfeov.org/ .
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APPENDIX II - AGREEMENT FOR PROFESSIONAL SERVICE
City and County of San Francisco
Office of Contract Administration
Purchasing Division
City Hall, Room 430
1 Dr. Carlton B. Goodlett Place
San Francisco, California 94102-4685

Agreement between the City and County of San Francisco and

This Agreement is made this [insert day] day of [insert month], [insert year], in the City and
County of San Francisco (“City), State of California, by and between [name and address of
Contractor] (“Contractor”) and City.

Recitals

WHEREAS, the Department of Emergency Management (“Depattment”) wishes to [insert short
description of services required]; and,

WHEREAS, this Agreement was competitively procured as required by San Francisco
Administrative Code Chapter 21.1 through Request for Qualifications (RFP) #: UASI-xx-xx
issued on [insert date], in which City selected Contractor as the highest qualified scorer pursuant
to the RFP; and

WHEREAS, there is no Local Business Entity (“LBE’’) subcontracting participation requirement
for this Agreement; and

WHEREAS, Contractot represents and warrants that it is qualified to perform the Services
required by City as set forth under this Agreement; and

WHEREAS, the City’s Civil Service Commission approved Contract number [insert PSC
number] on [insert date of Civil Service Commission action];

Now, THEREFORE; the parties agree as follows:
Article 1 Definitions

1.1 ""Agreement" means this contract document, including all attached appendices,
and all applicable City Ordinances and Mandatory City Requirements specifically incorporated
into this Agreement by reference as provided herein.

1.2 "City" or "the City" means the City and County of San Francisco, a municipal
corporation, acting by and through both its Director of the Office of Contract Administration or
the Director’s designated agent, hereinafter referred to as “Purchasing” and “Department of
Emergency Management”.

1.3 "CMD" means the Contract Monitoring Division of the City.

1.4 "Confidential Information" means confidential City information including, but not
limited to, personally-identifiable information (“PII”’), protected health information (“PHI’), or
individual financial information (collectively, "Proprietary or Confidential Information") that is
subject to local, state or federal laws restricting the use and disclosure of such information,
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including, but not limited to, Article 1, Section 1 of the California Constitution; the California
Information Practices Act (Civil Code § 1798 et seq.); the California Confidentiality of Medical
Information Act (Civil Code § 56 et seq.); the federal Gramm-Leach-Bliley Act (15 U.S.C. §§
6801(b) and 6805(b)(2)); the privacy and information security aspects of the Administrative
Simplification provisions of the federal Health Insurance Portability and Accountability Act (45
CFR Part 160 and Subparts A, C, and E of part 164); and San Francisco Administrative Code
Chapter 12M (Chapter 12M).

1.5 "Contractor" or "Consultant" means [name and address of contractor].

1.6 "Deliverables" means Contractor's work product resulting from the Services
provided by Contractor to City during the course of Contractor's performance of the Agreement,
including without limitation, the work product described in the “Scope of Services” attached as
Appendix A.

1.7 "Effective Date" means the date upon which'the City's Controller certifies the
availability of funds for this Agreement as provided in Section 3.1.

1.8 "Mandatory City Requirements" means these City laws set forth in the'San
Francisco Municipal Code, including the duly authorized rules,fegulations, and guidelines
implementing such laws that impose specific duties and obligations upon Contractor.

1.9 "Party" and "Parties" mean‘the City and Contractor either collectively or
individually.

1.10  "Services" means the work performed by Contractor under this Agreement as
specifically described in the "Scope of Services" attached as Appendix A, including all services,
labor, supervision, materials, equipment, actions and.other requirements to be performed and
furnished by Contractor under this Agreement.

Article 2 Term of the Agreement

2.1 The term of this Agreement shall commence on [start date] and expire on
[expirationdlate], unless earlier terminated as otherwise provided herein.

2.2 The City has [number of options] options to renew the Agreement for a period of
[one year'or other time span| each. The City may extend this Agreement beyond the expiration
date by exercising an option at the City’s sole and absolute discretion and by modifying this
Agreement as provided in Section 11.5, “Modification of this Agreement.”

Article 3 Financial Matters

3.1 Certification of Funds; Budget and Fiscal Provisions; Termination in the
Event of Non-Appropriation. This Agreement is subject to all federal and state grant
requirements and guidelines, including but not limited to UASI grant requirements, guidelines
and instructions from the U.S. Department of Homeland Security (“DHS”) and the California
Office of Emergency Services (“CalOES”), and decision making of DHS, CalOES and the
Approval Authority. The Approval Authority shall have no obligation to allocate or direct
disbursement of funds for this Agreement in lieu of allocations for new or other agreements.
Contractor acknowledges that grant decisions are subject to the discretion of DHS, CalOES and
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the Approval Authority. Contractor assumes all risk of possible non-allocations of funds, and
such assumption is part of the consideration for this Agreement. This Agreement is also subject
to the budget and fiscal provisions of the City’s Charter. Charges will accrue only after prior
written authorization certified by the Controller, and the amount of City’s obligation hereunder
shall not at any time exceed the amount certified for the purpose and period stated in such
advance authorization. This Agreement will terminate without penalty, liability or expense of
any kind to City at the end of any fiscal year if funds are not appropriated for the next succeeding
fiscal year. If funds are appropriated for a portion of the fiscal year, this Agreement will
terminate, without penalty, liability or expense of any kind at the end of the term for which funds
are appropriated. City has no obligation to make appropriations for thiséAgreement in lieu of
appropriations for new or other agreements. City budget decisions ar€ subject to the discretion of
the Mayor and the Board of Supervisors. Contractor’s assumption‘of risk of possible non-
appropriation is part of the consideration for this Agreement.

THIS SECTION CONTROLS AGAINST ANY AND ALE OTHER PROVISIONS OF
THIS AGREEMENT.

3.2  Guaranteed Maximum Costs. The City’s payment obligation to Contractor
cannot at any time exceed the amount certified by City's Controller for the purpose and period
stated in such certification. Absent an authorized Emergency per the City Charter or applicable
Code, no City representative is authorized to offer or promise, nor is the City required to honor,
any offered or promised payments to Contractor under this Agreement in excess of the certified
maximum amount without the Controller having first certified the additional promised amount
and the Parties having modified this Agreement as provided in Section 11.5, "Modification of
this Agreement."

33 Compensation.

3.3.1 Payment. Contractor shall'provide an invoice to the City on a monthly
basis for Services completed in the immediate preceding month, unless a different schedule is set
out in Appendix B, "Calculation of Charges." Compensation shall be made for Services
identified in the invoice that the [inscrt title of department head], in his or her sole discretion,
concludes has been satisfactorily performed. Payment shall be made within 30 calendar days of
receipt of the invoice, unless the City notifies the Contractor that a dispute as to the invoice
exists. In no event shall the amount of this Agreement exceed [insert whole dollar amount in
numbers and werds -- no pennies and no “.00”]. The breakdown of charges associated with this
Agreement appears in Appendix B, “Calculation of Charges,” attached hereto and incorporated
by reference as though fully set forth herein. A portion of payment may be withheld until
conclusion of the Agreement if agreed to by both parties as retainage, described in Appendix B.
In no event shall City be liable for interest or late charges for any late payments.

3.3.2 Payment Limited to Satisfactory Services. Contractor is not entitled to
any payments from City until Department of Emergency Management approves Services,
including any furnished Deliverables, as satisfying all of the requirements of this Agreement.
Payments to Contractor by City shall not excuse Contractor from its obligation to replace
unsatisfactory Deliverables, including equipment, components, materials, or Services even if the
unsatisfactory character of such Deliverables, equipment, components, materials, or Services
may not have been apparent or detected at the time such payment was made. Deliverables,
equipment, components, materials and Services that do not conform to the requirements of this
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Agreement may be rejected by City and in such case must be replaced by Contractor without
delay at no cost to the City.

3.3.3  Withhold Payments. If Contractor fails to provide Services in
accordance with Contractor's obligations under this Agreement, the City may withhold any and
all payments due Contractor until such failure to perform is cured, and Contractor shall not stop
work as a result of City's withholding of payments as provided herein.

3.3.4 Invoice Format. Invoices furnished by Contractor under this Agreement
must be in a form acceptable to the Controller and City, and must include a unique invoice
number. Payment shall be made by City as specified in 3.3.6 or in such.alternate manner as the
Parties have mutually agreed upon in writing.

3.3.5 Reserved. (LBE Payment and Utilization Tracking System.)
3.3.6 Getting paid by the City for goods and/or services.

(a) All City vendors receivingnew contracts, contract renewals, or
contract extensions must sign up to receive electronicpayments through the City's Automated
Clearing House (ACH) payments service/provider. Electronic payments are processed every
business day and are safe and secure. To sign up for electronicpayments, visit
www.sfgov.org/ach.

(b) The following information is required to sign up: (i) The enroller
must be their company's authorized financial representative, (ii) the company's legal name, main
telephone number and all physical and remittance addresses used by the company, (iii) the
company's U.S. federal employer identification number (EIN)or Social Security number (if they
are a sole proprietor), and (iv).the.company's bank account information, including routing and
account numbers.

3.3.7 Grant Funded Contracts.

(a) Disallowance. If Contractor requests or receives payment from
City for Services, reimbursement for which is later disallowed by the State of California or
United States Government, Contractor shall promptly refund the disallowed amount to City upon
City’s request. At its option, City may offset the amount disallowed from any payment due or to
become due to Contractor under this Agreement or any other agreement between Contractor and
City.

(b) Grant Terms. The funding for this Agreement is provided in full
or in part by a Federal or State Grant to the City. As part of the terms of receiving the funds, the
City is required to incorporate some of the terms into this Agreement. The incorporated terms
may be found in Appendix C, “Grant Terms.” To the extent that any Grant Term is inconsistent
with any other provisions of this Agreement such that Contractor is unable to comply with both
the Grant Term and the other provision(s), the Grant Term shall apply.

(©) Contractor shall insert each Grant Term into each lower tier
subcontract. Contractor is responsible for compliance with the Grant Terms by any
subcontractor, lower-tier subcontractor or service provider.
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3.4  Audit and Inspection of Records. Contractor agrees to maintain and make
available to the City, during regular business hours, accurate books and accounting records
relating to its Services. Contractor will permit City to audit, examine and make excerpts and
transcripts from such books and records, and to make audits of all invoices, materials, payrolls,
records or personnel and other data related to all other matters covered by this Agreement,
whether funded in whole or in part under this Agreement. Contractor shall maintain such data
and records in an accessible location and condition for a period of not fewer than five years after
final payment under this Agreement or until after final audit has been resolved, whichever is
later. The State of California or any Federal agency having an interest in the subject matter of
this Agreement shall have the same rights as conferred upon City by this Section. Contractor
shall include the same audit and inspection rights and record retention requirements in all
subcontracts.

3.5 Submitting False Claims. The full text of San Francisco Administrative Code
Chapter 21, Section 21.35, including the enforcement and penalty provisions, is.incorporated into
this Agreement. Pursuant to San Francisco Administrative Code §21.35, any contractor or
subcontractor who submits a false claim shall be liable to the City for the statutory penalties set
forth in that section. A contractor or subcontractor will be deemed to have submitted a false
claim to the City if the contractor or subcontractor: (a) knowingly presents or causes to be
presented to an officer or employee of the City a false claim or request for payment or approval,
(b) knowingly makes, uses, or causes to be made or used a false record or statement to get a false
claim paid or approved by the City; (c) conspires to.defraud the City by getting a false claim
allowed or paid by the City; (d) knowingly makes, usesyor causes to be made or used a false
record or statement to conceal, avoid, or decrease an obligation to pay or transmit money or
property to the City; or (e) is a.beneficiary of an inadvertent submission of a false claim to the
City, subsequently discovers the falsity of the claim, and fails to disclose the false claim to the
City within a reasonable'time after discovery of the false claim.

3.6 Reserved. (Payment of Prevailing Wages.)

Article 4 Services and Resources

4.1 Services Contractor Agrees to Perform. Contractor agrees to perform the
Services stated in Appendix A, “Scope of Services." Officers and employees of the City are not
authorized to request, and the City is not required to reimburse the Contractor for, Services
beyond the Scope of Services listed in Appendix A, unless Appendix A is modified as provided
in Section 11.5, "Modification of this Agreement."

4.2 Qualified Personnel. Contractor shall utilize only competent personnel under the
supervision of, and in the employment of, Contractor (or Contractor's authorized subcontractors)
to perform the Services. Contractor will comply with City’s reasonable requests regarding
assignment and/or removal of personnel, but all personnel, including those assigned at City’s
request, must be supervised by Contractor. Contractor shall commit adequate resources to allow
timely completion within the project schedule specified in this Agreement.

4.3 Subcontracting.

4.3.1 Contractor may subcontract portions of the Services only upon prior
written approval of City. Contractor is responsible for its subcontractors throughout the course of
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the work required to perform the Services. All Subcontracts must incorporate the terms of Article
10 “Additional Requirements Incorporated by Reference” of this Agreement, unless inapplicable.
Neither Party shall, on the basis of this Agreement, contract on behalf of, or in the name of, the
other Party. Any agreement made in violation of this provision shall be null and void.

4.3.2 City's execution of this Agreement constitutes its approval of the
subcontractors listed below.

4.4 Independent Contractor; Payment of Employment Taxes and Other
Expenses.

4.4.1 Independent Contractor. For the purposes©f this Section 4.4,
"Contractor" shall be deemed to include not only Contractor, but also any agent or employee of
Contractor. Contractor acknowledges and agrees that at all times, Contractor or any agent or
employee of Contractor shall be deemed at all times to bean independent contractor and is
wholly responsible for the manner in which it performsithe services and work requested by City
under this Agreement. Contractor, its agents, and employees will not represent or hold
themselves out to be employees of the City at any time. Contractor or any agent or employee of
Contractor shall not have employee status with City, nor be entitled to participate in any plans,
arrangements, or distributions by City pertaining to or in connection with any retirement, health
or other benefits that City may offer its employees. Contractor or any. agent or employee of
Contractor is liable for the acts and omissions of itself, its employees and its agents. Contractor
shall be responsible for all obligations and payments, whether imposed by federal, state or local
law, including, but not limited to, FICA, income tax withholdings, unemployment compensation,
insurance, and other similar responsibilities related to‘Contractor’s performing services and
work, or any agent or employee of Contractor providing same. Nothing in this Agreement shall
be construed as creating an employment or agency relationship between City and Contractor or
any agent or employee of Contractor. Any terms in this Agreement referring to direction from
City shall be construed as providing for direction as to policy and the result of Contractor’s work
only, and not as to.the means by which such a result is obtained. City does not retain the right to
control the means or the method by which Contractor performs work under this Agreement.
Contracter agrees to maintain and make available to City, upon request and during regular
business hours, accurate books and accounting records demonstrating Contractor’s compliance
with this section. Should City determine that Contractor, or any agent or employee of Contractor,
is not performing in accordance with the requirements of this Agreement, City shall provide
Contractor with written notice of such failure. Within five (5) business days of Contractor’s
receipt of such notice, and in accordance with Contractor policy and procedure, Contractor shall
remedy the deficiency. Notwithstanding, if City believes that an action of Contractor, or any
agent or employee of Contractor, warrants immediate remedial action by Contractor, City shall
contact Contractor and provide Contractor in writing with the reason for requesting such
immediate action.

4.4.2 Payment of Employment Taxes and Other Expenses. Should City, in
its discretion, or a relevant taxing authority such as the Internal Revenue Service or the State
Employment Development Division, or both, determine that Contractor is an employee for
purposes of collection of any employment taxes, the amounts payable under this Agreement shall
be reduced by amounts equal to both the employee and employer portions of the tax due (and
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offsetting any credits for amounts already paid by Contractor which can be applied against this
liability). City shall then forward those amounts to the relevant taxing authority. Should a
relevant taxing authority determine a liability for past services performed by Contractor for City,
upon notification of such fact by City, Contractor shall promptly remit such amount due or
arrange with City to have the amount due withheld from future payments to Contractor under
this Agreement (again, offsetting any amounts already paid by Contractor which can be applied
as a credit against such liability). A determination of employment status pursuant to this Section
4.4 shall be solely limited to the purposes of the particular tax in question, and for all other
purposes of this Agreement, Contractor shall not be considered an employee of City.
Notwithstanding the foregoing, Contractor agrees to indemnify and saye harmless City and its
officers, agents and employees from, and, if requested, shall defend.them against any and all
claims, losses, costs, damages, and expenses, including attorneys’ fees, arising from this section.

4.5 Assignment. The Services to be performed by Contractor are personal in
character. Neither this Agreement, nor any duties or obligations hereunder, may be directly or
indirectly assigned, novated, hypothecated, transferred,0r delegated by Contractor, or, where the
Contractor is a joint venture, a joint venture partner,(collectively referred to as an
“Assignment”) unless first approved by City by written instrument executed and approved in the
same manner as this Agreement in accordance with the Administrative Code. The City’s
approval of any such Assignment is subject to the Contractor demonstrating to City’s reasonable
satisfaction that the proposed transferee is: (i).reputable and capable, financially and otherwise,
of performing each of Contractor’s obligations under this Agreement and any other documents to
be assigned, (ii) not forbidden by applicable law from transacting business or entering into
contracts with City; and (iii) subject to the jurisdiction of the:.courts of the State of California. A
change of ownership or control.of Contractor or a sale‘or transfer of substantially all of the assets
of Contractor shall be deemed an Assignment for purposes of this Agreement. Contractor shall
immediately notify Cityabout any Assignment. Any purported Assignment made in violation of
this provision shall be null and void.

4.6  Warranty. Contractor warrants to City that the Services will be performed with
the degree of skilland care that is required by current, good and sound professional procedures
and practices, and in conformance with generally accepted professional standards prevailing at
the timethe Services are performed so as to ensure that all Services performed are correct and
appropriate for the purposes contemplated in this Agreement.

Article 5 Insurance and Indemnity
5.1 Insurance.

5.1.1 Required Coverages. Without in any way limiting Contractor’s liability
pursuant to the “Indemnification” section of this Agreement, Contractor must maintain in force,
during the full term of the Agreement, insurance in the following amounts and coverages:

(a) Workers’ Compensation, in statutory amounts, with Employers’
Liability Limits not less than $1,000,000 each accident, injury, or illness; and
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(b) Commercial General Liability Insurance with limits not less than
$1,000,000 each occurrence for Bodily Injury and Property Damage, including Contractual
Liability, Personal Injury, Products and Completed Operations; and

(if Contractor will provide services for vulnerable clients such as minors and/or the
elderly,)

“Commercial General Liability Insurance with limits not less than $1,000,000 each occurrence
for Bodily Injury and Property Damage, including Contractual Liability, Personal Injury,
Products and Completed Operations; policy must include Abuse and Molestation coverage.”

(©) Commercial Automobile Liability Insuranee with limits not less
than $1,000,000 each occurrence, “Combined Single Limit” for Bodily Injury and Property
Damage, including Owned, Non-Owned and Hired auto coverages as applicable.

® Contractors that must be State-licensed as professionals to’perfoxm services, i.e.,
architects, engineers, certified public accountants, attogfieys, brokersyete.amust provide
professional liability insurance, also known as errorséand-omissions coverage. If the
Contractor is such a professional, then include sub$éetion (d) below.

(d) Professional Liability Insurance, applicable to Contractor’s
profession, with limits not less than $1,000,000 for each claim with respect to negligent acts,
errors or omissions in connection with the Services.

® Contractors that will provide the followingiservices, must provide Technology Errors
and Omissions Liability coverage: ApplicationiService Providers;)Computer
Consultants/Engineers, Data Processing or Programming, Data Hosting Services, Internet
Services, Software Developers and Computer Systemis'™Management or Data Analysis
Services. If Contractor prevides Such services; thén'include subsections (e) (including (i)
and (ii)) below.

(e) Technology Errors and Omissions Liability coverage, with limits
of $1,000,000 for each claim and‘each loss.. The policy shall at a minimum cover professional
misconduct or lack of the requisite skill required for the performance of services defined in the
contract and‘shall also provide coverage for the following risks:

(1) Network security liability arising from the unauthorized
access to, use of, or tampering with computers or computer systems, including hacker attacks;
and

(1) Liability arising from the introduction of any form of
malicious software including computer viruses into, or otherwise causing damage to the City’s or
third person’s computer, computer system, network, or similar computer related property and the
data, software, and programs thereon.

 Contracts for hardware or software that create or increase the risk of loss of confidential
data must include a requirement for Cyber and Privacy Insurance.

63) Contractor shall maintain in force during the full life of the
agreement Cyber and Privacy Insurance with limits of not less than $1,000,000 per claim. Such
insurance shall include coverage for liability arising from theft, dissemination, and/or use of
confidential information, including but not limited to, bank and credit card account information
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or personal information, such as name, address, social security numbers, protected health
information or other personally identifying information, stored or transmitted in electronic form.

5.1.2 Commercial General Liability and Commercial Automobile Liability
Insurance policies must be endorsed to name as Additional Insured the City and County of San
Francisco, its Officers, Agents, and Employees.

5.1.3  Contractor’s Commercial General Liability and Commercial Automobile
Liability Insurance policies shall provide that such policies are primary insurance to any other
insurance available to the Additional Insureds, with respect to any claims arising out of this
Agreement, and that the insurance applies separately to each insured against whom claim is
made or suit is brought.

5.1.4 All policies shall be endorsed to provide thirty (30).days’ advance written
notice to the City of cancellation for any reason, intended non-renewal, or reduction in
coverages. Notices shall be sent to the City address set forth in Section 11.1, entitled “Notices to
the Parties.”

5.1.5 Should any of the required insurance be provided under a claims-made
form, Contractor shall maintain such coverage continuously throughout the term of this
Agreement and, without lapse, for a period of three years beyond the expiration of this
Agreement, to the effect that, should occurrences during the contract term give rise to claims
made after expiration of the Agreement, Such claims shall be covered by such claims-made
policies.

5.1.6  Should any of the required insurance be provided under a form of
coverage that includes a general annual aggregate limit or provides that claims investigation or
legal defense costs be included in such general annual aggregate limit, such general annual
aggregate limit shall be double the occurrence or elaims limits specified above.

5.1.7 Shouldany required insurance lapse during the term of this Agreement,
requests for payments originating after such. lapse shall not be processed until the City receives
satisfactory evidence of reinstated coverage as required by this Agreement, effective as of the
lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this
Agreement effective on the date of such lapse of insurance.

5.1.8 Before commencing any Services, Contractor shall furnish to City
certificates of insurance and additional insured policy endorsements with insurers with ratings
comparable to'A-, VIII or higher, that are authorized to do business in the State of California,
and that are satisfactory to City, in form evidencing all coverages set forth above. Approval of
the insurance by City shall not relieve or decrease Contractor's liability hereunder.

5.1.9 The Workers” Compensation policy(ies) shall be endorsed with a waiver
of subrogation in favor of the City for all work performed by the Contractor, its employees,
agents and subcontractors.

5.1.10 If Contractor will use any subcontractor(s) to provide Services, Contractor
shall require the subcontractor(s) to provide all necessary insurance and to name the City and
County of San Francisco, its officers, agents and employees and the Contractor as additional
insureds.
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5.2 Indemnification. Contractor shall indemnify and hold harmless City and its
officers, agents and employees from, and, if requested, shall defend them from and against any
and all claims, demands, losses, damages, costs, expenses, and liability (legal, contractual, or
otherwise) arising from or in any way connected with any: (i) injury to or death of a person,
including employees of City or Contractor; (ii) loss of or damage to property; (iii) violation of
local, state, or federal common law, statute or regulation, including but not limited to privacy or
personally identifiable information, health information, disability and labor laws or regulations;
(iv) strict liability imposed by any law or regulation; or (v) losses arising from Contractor's
execution of subcontracts not in accordance with the requirements of this Agreement applicable
to subcontractors; so long as such injury, violation, loss, or strict liability (as set forth in
subsections (i) — (v) above) arises directly or indirectly from Contractor’s performance of this
Agreement, including, but not limited to, Contractor’s use of facilities or.equipment provided by
City or others, regardless of the negligence of, and regardless of whether liability without fault is
imposed or sought to be imposed on City, except to the extent that such indemnity is void or
otherwise unenforceable under applicable law, and except where such loss, damage, injury,
liability or claim is the result of the active negligence.or willful misconduct of City and is not
contributed to by any act of, or by any omission to perform some duty imposed by law or
agreement on Contractor, its subcontractors, or either’s agent.or employee. The foregoing
indemnity shall include, without limitation, reasonable fees of attorneys, consultants and experts
and related costs and City’s costs of investigating any claims against the City.

In addition to Contractor’s obligation to indemnify City, Contractor specifically
acknowledges and agrees that it has an immediate and independent obligation to defend City
from any claim which actually or potentially falls within thisiindemnification provision, even if
the allegations are or may be groundless, false or fraudulent, which obligation arises at the time
such claim is tendered to Contractor by City and continues at all times thereafter.

Contractor shall indemnify and hold City harmless from all loss and liability, including
attorneys’ fees, court costs and allother litigation expenses for any infringement of the patent
rights, copyright, trade secret or any other proprietary right or trademark, and all other
intellectual property.claims of any person or persons arising directly or indirectly from the
receipt by City, or any of its officers or.agents, of Contractor's Services.

Article 6 Liability of the Parties

6.1 Liability of City. CITY’S PAYMENT OBLIGATIONS UNDER THIS
AGREEMENT SHALL BE LIMITED TO THE PAYMENT OF THE COMPENSATION
PROVIDED FOR IN'SECTION 3.3.1, “PAYMENT,” OF THIS AGREEMENT.
NOTWITHSTANDING ANY OTHER PROVISION OF THIS AGREEMENT, IN NO EVENT
SHALL CITY BE LIABLE, REGARDLESS OF WHETHER ANY CLAIM IS BASED ON
CONTRACT OR TORT, FOR ANY SPECIAL, CONSEQUENTIAL, INDIRECT OR
INCIDENTAL DAMAGES, INCLUDING, BUT NOT LIMITED TO, LOST PROFITS,
ARISING OUT OF OR IN CONNECTION WITH THIS AGREEMENT OR THE SERVICES
PERFORMED IN CONNECTION WITH THIS AGREEMENT.

6.2 Liability for Use of Equipment. City shall not be liable for any damage to
persons or property as a result of the use, misuse or failure of any equipment used by Contractor,
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or any of its subcontractors, or by any of their employees, even though such equipment is
furnished, rented or loaned by City.

6.3 Liability for Incidental and Consequential Damages. Contractor shall be
responsible for incidental and consequential damages resulting in whole or in part from
Contractor’s acts or omissions.

Article 7 Payment of Taxes

7.1 Contractor to Pay All Taxes. Except for any applicableCalifornia sales and use
taxes charged by Contractor to City, Contractor shall pay all taxes, including possessory interest
taxes levied upon or as a result of this Agreement, or the Services.delivered pursuant hereto.
Contractor shall remit to the State of California any sales or usetaxes paid by City to Contractor
under this Agreement. Contractor agrees to promptly provide information requested by the City
to verify Contractor's compliance with any State requirements for reporting sales and use tax
paid by City under this Agreement.

7.2 Possessory Interest Taxes. Contractor acknowledges that this Agreement may
create a “possessory interest” for property tax purposes. Generally, such a possessory interest is
not created unless the Agreement entitles the Contractor to possession, occupancy, or use of City
property for private gain. If such a possessory interest is created, then the following shall apply:

7.2.1 Contractor, on behalf of itself and any permitted successors and assigns,
recognizes and understands that Contractor, and any permitted successors and assigns, may be
subject to real property tax assessments on the possessory interest.

7.2.2 Contractor, on behalf of itselfand any permitted successors and assigns,
recognizes and understands that the creation, extension, renewal, or assignment of this
Agreement may resultdn a “change in ownership” for purposes of real property taxes, and
therefore may result in a revaluation of any possessory interest created by this Agreement.
Contractor accordingly agrees on behalf of itself and its permitted successors and assigns to
report on behalf of the City to the County Assessor the information required by Revenue and
Taxation Code section 480.5, as amended from time to time, and any successor provision.

7.2.3 Contractor, on behalf of itself and any permitted successors and assigns,
recognizes and understands that other events also may cause a change of ownership of the
possessory interest.and result in the revaluation of the possessory interest. (see, e.g., Rev. & Tax.
Code section 64, as amended from time to time). Contractor accordingly agrees on behalf of
itself and its permitted successors and assigns to report any change in ownership to the County
Assessor, the State Board of Equalization or other public agency as required by law.

7.2.4 Contractor further agrees to provide such other information as may be
requested by the City to enable the City to comply with any reporting requirements for
possessory interests that are imposed by applicable law.

7.3 Withholding. Contractor agrees that it is obligated to pay all amounts due to the
City under the San Francisco Business and Tax Regulations Code during the term of this
Agreement. Pursuant to Section 6.10-2 of the San Francisco Business and Tax Regulations
Code, Contractor further acknowledges and agrees that City may withhold any payments due to
Contractor under this Agreement if Contractor is delinquent in the payment of any amount
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required to be paid to the City under the San Francisco Business and Tax Regulations Code.
Any payments withheld under this paragraph shall be made to Contractor, without interest, upon
Contractor coming back into compliance with its obligations.

Article 8 Termination and Default
8.1 Termination for Convenience

8.1.1 City shall have the option, in its sole discretion, to terminate this
Agreement, at any time during the term hereof, for convenience and without cause. City shall
exercise this option by giving Contractor written notice of termination. The notice shall specify
the date on which termination shall become effective.

8.1.2  Upon receipt of the notice of termination, Contractor shall commence and
perform, with diligence, all actions necessary on the part of Contractor to effect the termination
of this Agreement on the date specified by City and to minimize the liability of Centractor and
City to third parties as a result of termination. All such actions shall be subject to the prior
approval of City. Such actions may include any or all of the following, without limitation:

(a) Halting the performance of all Services under this Agreement on
the date(s) and in the manner specified by City.

(b) Terminating all existing orders and subcontracts, and not placing
any further orders or subcontracts for materials, Services, equipment or other items.

(c) At City’s direction, assigning to.City any or all of Contractor’s
right, title, and interest under the.orders and subcontracts terminated. Upon such assignment,
City shall have the right, in‘its sole discretion, to settle or pay any or all claims arising out of the
termination of such orders and subcontracts.

(d) Subject to City’s approval, settling all outstanding liabilities and all
claims arising out of the termination of orders.and subcontracts.

(e) Completing performance of any Services that City designates to be
completed prior to the date of termination specified by City.

6y} Taking such action as may be necessary, or as the City may direct,
for the protection and preservation of any property related to this Agreement which is in the
possession of Contractor and in which City has or may acquire an interest.

8.1.3 Within 30 days after the specified termination date, Contractor shall
submit to City an invoice, which shall set forth each of the following as a separate line item:

(a) The reasonable cost to Contractor, without profit, for all Services
prior to the specified termination date, for which Services City has not already tendered payment.
Reasonable costs may include a reasonable allowance for actual overhead, not to exceed a total
of 10% of Contractor’s direct costs for Services. Any overhead allowance shall be separately
itemized. Contractor may also recover the reasonable cost of preparing the invoice.

(b) A reasonable allowance for profit on the cost of the Services
described in the immediately preceding subsection (a), provided that Contractor can establish, to
the satisfaction of City, that Contractor would have made a profit had all Services under this
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Agreement been completed, and provided further, that the profit allowed shall in no event exceed
5% of such cost.

(©) The reasonable cost to Contractor of handling material or
equipment returned to the vendor, delivered to the City or otherwise disposed of as directed by
the City.

(d) A deduction for the cost of materials to be retained by Contractor,
amounts realized from the sale of materials and not otherwise recovered by or credited to City,
and any other appropriate credits to City against the cost of the Services or other work.

8.1.4 In no event shall City be liable for costs incurred by Contractor or any of
its subcontractors after the termination date specified by City, except for those costs specifically
listed in Section 8.1.3. Such non-recoverable costs include, but are not limited to, anticipated
profits on the Services under this Agreement, post-termination employee salaries, post-
termination administrative expenses, post-termination overhead or unabsorbed overhead,
attorneys’ fees or other costs relating to the prosecution©f a claim or lawsuit, prejudgment
interest, or any other expense which is not reasonable‘or authorized under Section 8.1.3.

8.1.5 In arriving at the amount due to Contractor under this Section, City may
deduct: (i) all payments previously made by City for Services covered by Contractor’s final
invoice; (ii) any claim which City may have against Contractor in.connection with this
Agreement; (ii1) any invoiced costs or expenses.excluded pursuant to.the immediately preceding
subsection 8.1.4; and (iv) in instances in which, in the opinion of the City, the cost of any Service
performed under this Agreement is excessively high dueto costs incurred to remedy or replace
defective or rejected Services, the difference between the invoiced amount and City’s estimate of
the reasonable cost of performing the invoiced Serviees in compliance with the requirements of
this Agreement.

8.1.6 City’s payment obligation under this Section shall survive termination of
this Agreement.

8.2 Termination for Default; Remedies.

8.2.1 Each of the following shall constitute an immediate event of default
(“Eventof Default”) under this Agreement:

(a) Contractor fails or refuses to perform or observe any term,
covenant or condition contained in any of the following Sections of this Agreement:

3.5 Submitting False Claims. 10.10 Alcohol and Drug-Free Workplace
4.5 Assignment 10.13 Working with Minors
Article 5 Insurance and Indemnity 11.10 Compliance with Laws
Article 7 | Payment of Taxes 12.1 Homeland Security Grant Program
Requirements (incl. Appendix C)
Article 13 | Data and Security

(b) Contractor fails or refuses to perform or observe any other term,
covenant or condition contained in this Agreement, including any obligation imposed by
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ordinance or statute and incorporated by reference herein, and such default is not cured within
ten days after written notice thereof from City to Contractor. If Contractor defaults a second time
in the same manner as a prior default cured by Contractor, City may in its sole discretion
immediately terminate the Agreement for default or grant an additional period not to exceed five
days for Contractor to cure the default.

(c) Contractor (i) is generally not paying its debts as they become due;
(11) files, or consents by answer or otherwise to the filing against it of a petition for relief or
reorganization or arrangement or any other petition in bankruptcy or for liquidation or to take
advantage of any bankruptcy, insolvency or other debtors’ relief law of any jurisdiction; (ii1)
makes an assignment for the benefit of its creditors; (iv) consents to the appointment of a
custodian, receiver, trustee or other officer with similar powers of Contractor or of any
substantial part of Contractor’s property; or (v) takes action for the purpose of any of the
foregoing.

(d) A court or government authority enters an order (1).appointing a
custodian, receiver, trustee or other officer with similar powers with respect to Contractor or with
respect to any substantial part of Contractor’s propetty, (ii) constituting an order for relief or
approving a petition for relief or reorganization or arrangementOr any other petition in
bankruptcy or for liquidation or to take advantage of any bankruptcy, insolvency or other
debtors’ relief law of any jurisdiction or (iii) ordering the dissolution, winding-up or liquidation
of Contractor.

8.2.2  On and after any Event of Default, City shall'have the right to exercise its
legal and equitable remedies, including, without limitation, the right to terminate this Agreement
or to seek specific performance of all or any part of thi§ Agreement. In addition, where
applicable, City shall have the right (but no obligation) to cure (or cause to be cured) on behalf of
Contractor any Event of Default; Contractor shall pay to City on demand all costs and expenses
incurred by City in effecting such cure, with interest thereon from the date of incurrence at the
maximum rate then permitted by law. City shall have the right to offset from any amounts due to
Contractor under this Agreement or any other agreement between City and Contractor: (i) all
damages, losses, costs.or expenses incurred by City as a result of an Event of Default; and (ii)
any liquidated damages levied upon Contractor pursuant to the terms of this Agreement; and
(i11), any damages imposed by any ordinance or statute that is incorporated into this Agreement
by reference, or into any other agreement with the City.

8.2.3  All remedies provided for in this Agreement may be exercised
individually or in combination with any other remedy available hereunder or under applicable
laws, rules and regulations. The exercise of any remedy shall not preclude or in any way be
deemed to waive any other remedy. Nothing in this Agreement shall constitute a waiver or
limitation of any rights that City may have under applicable law.

8.2.4 Any notice of default must be sent by registered mail to the address set
forth in Article 11.

8.3 Non-Waiver of Rights. The omission by either party at any time to enforce any
default or right reserved to it, or to require performance of any of the terms, covenants, or
provisions hereof by the other party at the time designated, shall not be a waiver of any such
default or right to which the party is entitled, nor shall it in any way affect the right of the party
to enforce such provisions thereafter.

P-600 (4-19) 14 of 25 Contract ID



8.4 Rights and Duties upon Termination or Expiration.

8.4.1 This Section and the following Sections of this Agreement listed below,
shall survive termination or expiration of this Agreement:

3.3.2 Payment Limited to Satisfactory 9.1 Ownership of Results
Services
3.3.7(a) | Grant Funded Contracts — 9.2 Works for Hire
Disallowance
34 Audit and Inspection of Records 11.6 Dispute Resolution Procedure
3.5 Submitting False Claims 11.7 Agreement Made in California;
Venue
Article 5 | Insurance and Indemnity 11.8 Construction
6.1 Liability of City 11.9 Entire Agreement
6.3 Liability for Incidental and 11.10 Compliance with Laws
Consequential Damages
Article 7 | Payment of Taxes 11.11 Severability
8.1.6 Payment Obligation 121 Homeland Security Grant
Program Requirements
(incl. Appendix C)
Article 13 Data and Security

8.4.2 Subject to the survival of the Sections identified in Section 8.4.1, above, if
this Agreement is terminated prior to expiration of the term specified in Article 2, this
Agreement shall be of no furtherforce or effect. Contractor shall transfer title to City, and deliver
in the manner, at the times; and to the extent, if any, directed by City, any work in progress,
completed work, suppli€s, equipment, and other materials produced as a part of, or acquired in
connection with the performance of this Agreement, and any completed or partially completed
work which, if this Agreement had been completed, would have been required to be furnished to
City.

Article 9 Rights In Deliverables

9.1 Ownership of Results. Any interest of Contractor or its subcontractors, in the
Deliverables, including any drawings, plans, specifications, blueprints, studies, reports,
memoranda, computation sheets, computer files and media or other documents prepared by
Contractor or its subcontractors for the purposes of this agreement, shall become the property of
and will be transmitted to City. However, unless expressly prohibited elsewhere in this
Agreement, Contractor may retain and use copies for reference and as documentation of its
experience and capabilities.

9.2 Works for Hire. If, in connection with Services, Contractor or its subcontractors
creates Deliverables including, without limitation, artwork, copy, posters, billboards,
photographs, videotapes, audiotapes, systems designs, software, reports, diagrams, surveys,
blueprints, source codes, or any other original works of authorship, whether in digital or any
other format, such works of authorship shall be works for hire as defined under Title 17 of the
United States Code, and all copyrights in such works shall be the property of the City. If any
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Deliverables created by Contractor or its subcontractor(s) under this Agreement are ever
determined not to be works for hire under U.S. law, Contractor hereby assigns all Contractor's
copyrights to such Deliverables to the City, agrees to provide any material and execute any
documents necessary to effectuate such assignment, and agrees to include a clause in every
subcontract imposing the same duties upon subcontractor(s). With City's prior written approval,
Contractor and its subcontractor(s) may retain and use copies of such works for reference and as
documentation of their respective experience and capabilities.

Article 10 Additional Requirements Incorporated by Reference

10.1 Laws Incorporated by Reference. The full text of the laws listed in this Article
10, including enforcement and penalty provisions, are incorporateéd by reference into this
Agreement. The full text of the San Francisco Municipal Code provisions incorporated by
reference in this Article and elsewhere in the Agreement (“Mandatory City Requirements") are
available at http://www.amlegal.com/codes/client/san-francisco ca/ .

10.2  Conflict of Interest. By executing this Agreement,«Contractor certifies that it
does not know of any fact which constitutes a violation of Section 15.103 of the City’s Charter;
Article III, Chapter 2 of City’s Campaign and Governmental Conduct Code; Title 9, Chapter 7 of
the California Government Code (Section 87100 et seq.), or Title 1, Division 4, Chapter 1,
Article 4 of the California Government Code (Section 1090 et seq.), and further agrees promptly
to notify the City if it becomes aware of any such fact during the term of this Agreement.

10.3  Prohibition on Use of Public Funds for Political Activity. In performing the
Services, Contractor shall comply with San Francisco Administrative Code Chapter 12G, which
prohibits funds appropriated by the City for this Agreement from being expended to participate
in, support, or attempt todnfluence any political campaign for a candidate or for a ballot measure.
Contractor is subject to the enforcement and penalty provisions in Chapter 12G.

10.4  Consideration of Salary History. Contractor shall comply with San Francisco
Administrative Code Chapter 12K, the Consideration of Salary History Ordinance or "Pay Parity
Act." Contractor is prohibited from considering current or past salary of an applicant in
determining whether to hire the applicant or what salary to offer the applicant to the extent that
such applicant is applying for employment to be performed on this Agreement or in furtherance
of this Agreement, and whose application, in whole or part, will be solicited, received, processed
or considered, whether or not through an interview, in the City or on City property. The
ordinance also prohibits employers from (1) asking such applicants about their current or past
salary or (2) disclosing a current or former employee's salary history without that employee's
authorization unless the salary history is publicly available. Contractor is subject to the
enforcement and penalty provisions in Chapter 12K. Information about and the text of Chapter
12K is available on the web at https://sfgov.org/olse/consideration-salary-history. Contractor is
required to comply with all of the applicable provisions of 12K, irrespective of the listing of
obligations in this Section.

10.5 Nondiscrimination Requirements.

10.5.1 Non Discrimination in Contracts. Contractor shall comply with the
provisions of Chapters 12B and 12C of the San Francisco Administrative Code. Contractor shall
incorporate by reference in all subcontracts the provisions of Sections12B.2(a), 12B.2(¢c)-(k), and
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12C.3 of the San Francisco Administrative Code and shall require all subcontractors to comply
with such provisions. Contractor is subject to the enforcement and penalty provisions in Chapters
12B and 12C.

10.5.2 Nondiscrimination in the Provision of Employee Benefits. San
Francisco Administrative Code 12B.2. Contractor does not as of the date of this Agreement, and
will not during the term of this Agreement, in any of its operations in San Francisco, on real
property owned by San Francisco, or where work is being performed for the City elsewhere in
the United States, discriminate in the provision of employee benefits between employees with
domestic partners and employees with spouses and/or between the domestic partners and spouses
of such employees, subject to the conditions set forth in San Francisco’Administrative Code
Section12B.2.

10.6  Local Business Enterprise and Non-Discrimination in Contracting
Ordinance. Contractor shall comply with all applicable provisions of Chapter. 14B ("LBE
Ordinance"). Contractor is subject to the enforcement and penalty provisions in Chapter 14B.

10.7 Minimum Compensation Ordinance. If Administrative Code Chapter 12P
applies to this contract, Contractor shall pay covered employees no less than the minimum
compensation required by San Francisco Administrative CodeChapter 12P, including a
minimum hourly gross compensation, compensated time off, and uncompensated time off.
Contractor is subject to the enforcement and penalty provisions in Chapter 12P. Information
about and the text of the Chapter 12P is available on the web at http://sfgov.org/olse/mco.
Contractor is required to comply with all of the applicable provisions of 12P, irrespective of the
listing of obligations in this Section. By signing and executing this Agreement, Contractor
certifies that it complies with Chapter 12P.

10.8 Health Care Accountability Ordinance. If Administrative Code Chapter 12Q
applies to this contractyContractor shall comply with the requirements of Chapter 12Q. For each
Covered Employee, Contractor shall provide the appropriate health benefit set forth in Section
12Q.3 of the HCAO. If Contractor chooses:to offer the health plan option, such health plan shall
meet the minimum,standards set forth by the San Francisco Health Commission. Information
about and the text of the. Chapter 12Q, as well as the Health Commission’s minimum standards,
is available on the web at http://sfgov.org/olse/hcao. Contractor is subject to the enforcement and
penalty provisions in Chapter.12Q. Any Subcontract entered into by Contractor shall require any
Subcontractor with 20 or more employees to comply with the requirements of the HCAO and
shall contain contractual obligations substantially the same as those set forth in this Section.

10.9  First Source Hiring Program. Contractor must comply with all of the provisions
of the First Source Hiring Program, Chapter 83 of the San Francisco Administrative Code, that
apply to this Agreement, and Contractor is subject to the enforcement and penalty provisions in
Chapter 83.

10.10 Alcohol and Drug-Free Workplace. City reserves the right to deny access to, or
require Contractor to remove from, City facilities personnel of any Contractor or subcontractor
who City has reasonable grounds to believe has engaged in alcohol abuse or illegal drug activity
which in any way impairs City's ability to maintain safe work facilities or to protect the health
and well-being of City employees and the general public. City shall have the right of final
approval for the entry or re-entry of any such person previously denied access to, or removed
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from, City facilities. Illegal drug activity means possessing, furnishing, selling, offering,
purchasing, using or being under the influence of illegal drugs or other controlled substances for
which the individual lacks a valid prescription. Alcohol abuse means possessing, furnishing,
selling, offering, or using alcoholic beverages, or being under the influence of alcohol.

Contractor agrees in the performance of this Agreement to maintain a drug-free workplace by
notifying employees that unlawful drug use is prohibited and specifying what actions will be
taken against employees for violations; establishing an on-going drug-free awareness program
that includes employee notification and, as appropriate, rehabilitation. Contractor can comply
with this requirement by implementing a drug-free workplace program that complies with the
Federal Drug-Free Workplace Act of 1988 (41 U.S.C. § 701) or California Drug-Free Workplace
Act of 1990 Cal. Gov. Code, § 8350 et seq.

10.11 Limitations on Contributions. By executing this Agreement, Contractor
acknowledges its obligations under section 1.126 of the City’sCampaign and Governmental
Conduct Code, which prohibits any person who contracts with, or is seeking a contract with, any
department of the City for the rendition of personal serviees, for the furnishing of any material,
supplies or equipment, for the sale or lease of any land or building, for a grant, loan or loan
guarantee, or for a development agreement, from making any campaign contribution to (i) a City
elected official if the contract must be approved by that officialy a board on which that official
serves, or the board of a state agency on which an appointee of that official serves, (ii) a
candidate for that City elective office, or (i1i) a committee controlled by such elected official or a
candidate for that office, at any time from the submission of a proposal for the contract until the
later of either the termination of negotiations for such.contract or twelve months after the date
the City approves the contract. The prohibition on contributions applies to each prospective party
to the contract; each member of Contractor’s board of directors; Contractor’s chairperson, chief
executive officer, chief financial officer and chief opérating officer; any person with an
ownership interest of more than 10% in Contractor; any subcontractor listed in the bid or
contract; and any committee that is sponsored or controlled by Contractor. Contractor certifies
that it has informed each such person of the limitation on contributions imposed by Section 1.126
by the time it submitted a proposal for the contract, and has provided the names of the persons
required to be.informed to the City department with whom it is contracting.

10:12° Reserved. (Slavery Era Disclosure.)
10.13 . Reserved. (Working with Minors.)
10.14 Consideration of Criminal History in Hiring and Employment Decisions.

10.14.1 Contractor agrees to comply fully with and be bound by all of the
provisions of Chapter 12T, “City Contractor/Subcontractor Consideration of Criminal History in
Hiring and Employment Decisions,” of the San Francisco Administrative Code (“Chapter 12T”),
including the remedies provided, and implementing regulations, as may be amended from time to
time. The provisions of Chapter 12T are incorporated by reference and made a part of this
Agreement as though fully set forth herein. The text of the Chapter 12T is available on the web
at http://sfgov.org/olse/fco. Contractor is required to comply with all of the applicable provisions
of 12T, irrespective of the listing of obligations in this Section. Capitalized terms used in this
Section and not defined in this Agreement shall have the meanings assigned to such terms in
Chapter 12T.
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10.14.2 The requirements of Chapter 12T shall only apply to a Contractor’s or
Subcontractor’s operations to the extent those operations are in furtherance of the performance of
this Agreement, shall apply only to applicants and employees who would be or are performing
work in furtherance of this Agreement, and shall apply when the physical location of the
employment or prospective employment of an individual is wholly or substantially within the
City of San Francisco. Chapter 12T shall not apply when the application in a particular context
would conflict with federal or state law or with a requirement of a government agency
implementing federal or state law.

10.15 Public Access to Nonprofit Records and Meetings. If Contractor receives a
cumulative total per year of at least $250,000 in City funds or City-administered funds and is a
non-profit organization as defined in Chapter 12L of the San Francisco Administrative Code,
Contractor must comply with the City's Public Access to Nonprofit Records and Meetings
requirements, as set forth in Chapter 12L of the San Francisco Administrative Code, including
the remedies provided therein.

10.16 Food Service Waste Reduction Requirements. Contractor shall comply with the
Food Service Waste Reduction Ordinance, as set forth in San Francisco Environment Code
Chapter 16, including but not limited to the remedies for noncompliance provided therein.

10.17 Reserved. (Distribution of Beverages and Water.)

10.18 Tropical Hardwood and Virgin Redwood Ban. Pursuant to San Francisco
Environment Code Section 804(b), the City urges Contractor not to import, purchase, obtain, or
use for any purpose, any tropical hardwood, tropical hardwood wood product, virgin redwood or
virgin redwood wood product.

10.19 Reserved. (Preservative Treated Wood Products.) Contractor shall comply
with the provisions of Safn Francisco Environment Code Chapter 13, which requires that each
Contractor purchasing preservative-treated wood products on behalf of the City, shall only
purchase such products from the list of alternatives adopted by the Department of the
Environment pursuant to Section 1302 of Chapter 13, unless otherwise granted an exemption by
the terms of that Chapter.
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Article 11 General Provisions

11.1 Notices to the Parties. Unless otherwise indicated in this Agreement, all written
communications sent by the Parties may be by U.S. mail or e-mail, and shall be addressed as
follows:

To City: Name
Title, Department
Address
Email

To Contractor: Name
Title
Contractor
Address

Email

Any notice of default mustbe.sent by registered mail. Either Party may change
the address to which notice is to be sent by giving written notice thereof to the other Party. If
email notification is used, the sender must specify a receipt notice.

11.2 Compliance with Americans with Disabilities Act. Contractor shall provide the
Services in a manner that complies with the Americans with Disabilities Act (ADA), including
but not limited to Title II's‘program access requirements, and all other applicable federal, state
and local disability rights legislation.

11.3 Incorporation of Recitals. The matters recited above are hereby incorporated
into and made part of this Agreement.

11.4 Sunshine Ordinance. Contractor acknowledges that this Agreement and all
records related to its formation, Contractor's performance of Services, and City's payment are
subject'to the California Public Records Act, (California Government Code §6250 et. seq.), and
the San Franciseo Sunshine Ordinance, (San Francisco Administrative Code Chapter 67). Such
records are subject.to public inspection and copying unless exempt from disclosure under
federal, state orlocallaw.

11.5 Modification of this Agreement. This Agreement may not be modified, nor may
compliance with any of its terms be waived, except as noted in Section 11.1, “Notices to
Parties,” regarding change in personnel or place, and except by written instrument executed and
approved in the same manner as this Agreement. Contractor shall cooperate with Department to
submit to the Director of CMD any amendment, modification, supplement or change order that
would result in a cumulative increase of the original amount of this Agreement by more than
20% (CMD Contract Modification Form).

11.6 Dispute Resolution Procedure.

11.6.1 Negotiation; Alternative Dispute Resolution. The Parties will attempt in
good faith to resolve any dispute or controversy arising out of or relating to the performance of
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services under this Agreement. If the Parties are unable to resolve the dispute, then, pursuant to
San Francisco Administrative Code Section 21.36, Contractor may submit to the Contracting
Officer a written request for administrative review and documentation of the Contractor's
claim(s). Upon such request, the Contracting Officer shall promptly issue an administrative
decision in writing, stating the reasons for the action taken and informing the Contractor of its
right to judicial review. If agreed by both Parties in writing, disputes may be resolved by a
mutually agreed-upon alternative dispute resolution process. If the parties do not mutually agree
to an alternative dispute resolution process or such efforts do not resolve the dispute, then either
Party may pursue any remedy available under California law. The status of any dispute or
controversy notwithstanding, Contractor shall proceed diligently with the performance of its
obligations under this Agreement in accordance with the Agreementiand the written directions of
the City. Neither Party will be entitled to legal fees or costs for matters tesolved under this
section.

11.6.2 Government Code Claim Requirement. No suit for money or damages
may be brought against the City until a written claim therefor has been presented to and rejected
by the City in conformity with the provisions of SanFrancisco Administrative Code Chapter 10
and California Government Code Section 900, et seq. Nothing set forth in this Agreement shall
operate to toll, waive or excuse Contractor's compliance with the California Government Code
Claim requirements set forth in San Francisco Administrative Code Chapter 10 and California
Government Code Section 900, et seq.

11.7 Agreement Made in California; Venue. The formation, interpretation
and performance of this Agreement shall be governed by the laws of the State of California.
Venue for all litigation relative to the formation, interpretation and performance of this
Agreement shall be in San Erancisco.

11.8  Construction. All paragraph captions are for reference only and shall not
be considered in construing this Agreement.

11.9 Entire Agreement: This contract sets forth the entire Agreement between
the parties, and supersedes all other oral or written provisions. This Agreement may be modified
only as provided in Section 11.5,“Modification of this Agreement.”

11.10 "Compliance with Laws. Contractor shall keep itself fully informed of the
City’s Charter; codes, ordinances and duly adopted rules and regulations of the City and of all
state, and federal laws in any manner affecting the performance of this Agreement, and must at
all times comply with such local codes, ordinances, and regulations and all applicable laws as
they may be amended from time to time.

11.11 “Severability. Should the application of any provision of this Agreement to
any particular facts or circumstances be found by a court of competent jurisdiction to be invalid
or unenforceable, then (i) the validity of other provisions of this Agreement shall not be affected
or impaired thereby, and (ii) such provision shall be enforced to the maximum extent possible so
as to effect the intent of the parties and shall be reformed without further action by the parties to
the extent necessary to make such provision valid and enforceable.

11.12 Cooperative Drafting. This Agreement has been drafted through a
cooperative effort of City and Contractor, and both Parties have had an opportunity to have the
Agreement reviewed and revised by legal counsel. No Party shall be considered the drafter of
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this Agreement, and no presumption or rule that an ambiguity shall be construed against the
Party drafting the clause shall apply to the interpretation or enforcement of this Agreement.

11.13 Order of Precedence. Contractor agrees to perform the services described
below in accordance with the terms and conditions of this Agreement, implementing task orders,
the RFP, and Contractor's proposal dated [Insert Date of Proposal]. The RFP and Contractor's
proposal are incorporated by reference as though fully set forth herein. Should there be a conflict
of terms or conditions, this Agreement and any implementing task orders shall control over the
RFP and the Contractor’s proposal. If the Appendices to this Agreement include any standard
printed terms from the Contractor, Contractor agrees that in the event of discrepancy,
inconsistency, gap, ambiguity, or conflicting language between the City’s terms and Contractor's
printed terms attached, the City’s terms shall take precedence, followed by the procurement
issued by the department, Contractor’s proposal, and Contractor’s printed:terms, respectively.

11.14 Notification of Legal Requests. Contractor shall immediately notify City
upon receipt of any subpoenas, service of process, litigation holds, discovery requests and other
legal requests (“Legal Requests™) related to all data given to Contractor by City in the
performance of this Agreement (“City Data” or “Data”), or whichdn any way might reasonably
require access to City’s Data, and in no event later than 24 heours after it receives the request.
Contractor shall not respond to Legal Requests related to City without first notifying City other
than to notify the requestor that the information sought is potentially covered under a non-
disclosure agreement. Contractor shall retain and preserve City Data.in accordance with the
City’s instruction and requests, including, without limitation, any retention schedules and/or
litigation hold orders provided by the City to Contractor, independent of where the City Data is
stored.

Article 12 Department Specific Terms

12.1 Homeland Security Grant Program Requirements. Contractor agrees to be
bound by the terms and conditions of the document entitled “Grant Terms - Contract Provisions
for Non-Federal Entity Contracts under Federal Awards,” attached hereto as Appendix C and
fully incorporated herein.

Article 13 Data and Security
13.1 Nondisclosure of Private, Proprietary or Confidential Information.

13.1.1 Protection of Private Information. If this Agreement requires City to
disclose "Private Information" to Contractor within the meaning of San Francisco Administrative
Code Chapter 12M, Contractor and subcontractor shall use such information only in accordance
with the restrictions stated in Chapter 12M and in this Agreement and only as necessary in
performing the Services. Contractor is subject to the enforcement and penalty provisions in
Chapter 12M.

13.1.2 Confidential Information. In the performance of Services, Contractor
may have access to City's proprietary or Confidential Information, the disclosure of which to
third parties may damage City. If City discloses proprietary or Confidential Information to
Contractor, such information must be held by Contractor in confidence and used only in
performing the Agreement. Contractor shall exercise the same standard of care to protect such
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information as a reasonably prudent contractor would use to protect its own proprietary or
Confidential Information.

13.2 Payment Card Industry (“PCI”) Requirements. Contractors providing services
and products that handle, transmit or store cardholder data, are subject to the following
requirements:

13.2.1 Applications shall be compliant with the Payment Application Data
Security Standard (PA-DSS) and validated by a Payment Application Qualified Security
Assessor (PA-QSA). A Contractor whose application has achieved PA-DSS certification must
then be listed on the PCI Councils list of PA-DSS approved and validated payment applications.

13.2.2 Gateway providers shall have appropriate Payment Card Industry Data
Security Standards (PCI DSS) certification as service providers
(https://www.pcisecuritystandards.org/index.shtml). Compliance with the PCI DSS shall be
achieved through a third party audit process. The Contractor shall comply with.Visa Cardholder
Information Security Program (CISP) and MasterCard Site Data Protection (SDP),programs.

13.2.3 For any Contractor that processes PIN Debit.Cards, payment card devices
supplied by Contractor shall be validated against the PCI Council PIN Transaction Security
(PTS) program.

13.2.4 Foritems 13.2.1 to13.2.3 above, Contractor shall provide a letter from
their qualified security assessor (QSA) affirming their compliance and. current PCI or PTS
compliance certificate.

13.2.5 Contractor shall be responsible for furnishing City with an updated PCI
compliance certificate 30 calendar days prior to its expiration.

13.2.6 Bank Accounts. Collections that represent funds belonging to the City and
County of San Francisco shall be deposited, without detour to a third party’s bank account, into a
City and County of San Francisco/bank account designated by the Office of the Treasurer and
Tax Collector.

13.3.< Business Associate Agreement. This Agreement may require the exchange of
information covered by the U.S. Health Insurance Portability and Accountability Act of 1996
(“HIPAA™). A Business Associate Agreement (“BAA”) executed by the parties is attached as
Appendix [Letter C/D/E ete.|.

1.

13.4 Management of City Data and Confidential Information

13.4.1 Access to City Data. City shall at all times have access to and control of
all data given to Contractor by City in the performance of this Agreement (“City Data” or
“Data”), and shall be able to retrieve it in a readable format, in electronic form and/or print, at
any time, at no additional cost.

13.4.2 Use of City Data and Confidential Information. Contractor agrees to
hold City's Confidential Information received from or created on behalf of the City in strictest
confidence. Contractor shall not use or disclose City's Data or Confidential Information except as
permitted or required by the Agreement or as otherwise authorized in writing by the City. Any
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work using, or sharing or storage of, City's Confidential Information outside the United States is
subject to prior written authorization by the City. Access to City's Confidential Information must
be strictly controlled and limited to Contractor’s staff assigned to this project on a need-to-know
basis only. Contractor is provided a limited non-exclusive license to use the City Data or
Confidential Information solely for performing its obligations under the Agreement and not for
Contractor’s own purposes or later use. Nothing herein shall be construed to confer any license
or right to the City Data or Confidential Information, by implication, estoppel or otherwise,
under copyright or other intellectual property rights, to any third-party. Unauthorized use of City
Data or Confidential Information by Contractor, subcontractors or other third-parties is
prohibited. For purpose of this requirement, the phrase “unauthorized use” means the data
mining or processing of data, stored or transmitted by the service, fof commercial purposes,
advertising or advertising-related purposes, or for any purpose other than security or service
delivery analysis that is not explicitly authorized.

13.4.3 Disposition of Confidential Information. Upon termination of
Agreement or request of City, Contractor shall within ferty-eight (48) hours return.all
Confidential Information which includes all originalimedia. Once Contractor has received
written confirmation from City that Confidential Information has‘’been successfully transferred to
City, Contractor shall within ten (10) business days purge all Confidential Information from its
servers, any hosted environment Contractor has used in performance of this Agreement, work
stations that were used to process the data or for production of'the data, and any other work files
stored by Contractor in whatever medium. Contractor shall provide City with written
certification that such purge occurred within five (5) business days of the purge.

Article 14 MacBride And Signature

14.1 MacBride Principles =Northern Ireland. The provisions of San Francisco
Administrative Code §12F are incorporated herein by this reference and made part of this
Agreement. By signing this Agreement, Contractor confirms that Contractor has read and
understood that the City urges companies doing business in Northern Ireland to resolve
employment inequities and to abide by the MacBride Principles, and urges San Francisco
companies to do business with corporations that abide by the MacBride Principles.
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IN WITNESS WHEREOF, the parties hereto have executed this Agreement on the day first
mentioned above.

CITY CONTRACTOR

Recommended by: [company name]

Name [name of authorized representative]
Title [title]

Department of Emergency Management [optional: address]

[optional: city, state, ZIP]

City Supplier Number: [Supplier ID]
Approved as to Form:

Dennis J. Herrera
City Attorney

By:

[name of Deputy City Attorney]
Deputy City Attorney

Approved:

Alaric Degrafinried

Director of the Office of Contract Administration,
and Purchaser

By:

Name:

Appendices

A: Scope of Services

B: Calculation of Charges

C: Grant Terms — Contract Provisions for Non-Federal Entity Contracts under Federal

Awards

C-1:  Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion —
Lower Tire covered Transactions

C-2:  Certification Regarding Lobbying
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Appendix A
Services to be Provided by Contractor

Scope of Services

1. Description of Services

e Project Background
e Project Scope
e Project Deliverables

e Project Timeline
2. Reports
Contractor shall submit written reports as requested by the UASI Management Team. The
UASI Management Team shall determine the format for the content of such reports. The timely
submission of all reports is a necessary and material term and condition of this Agreement. The
reports, including any copies, shall be submitted on recycled paperand printed on double-sided
pages to the maximum extent possible.

3. Department Liaison

In performing the services provided for in this Agreement, Contractor’s liaison with the
Bay Area UASI Management Team will be [XXXXX].
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Appendix B
Calculation of Charges

Target
Deliverable Completion Cost
Dates

Deliverable 1:

Deliverable 2:

Deliverable 3:

N

Total Cost

Actual C
e Perso ate

e Actual costs itractor meals, accommodations, mileage, long distance and cellular
phone charges, postage, vehicle rental, etc., subject to the approval of City.

e Any other applicable rates or charges under the Agreement.
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Appendix C
Grant Terms

Contract Provisions for Non-Federal Entity Contracts under Federal Awards

I. Definitions

A.

Agreement means the agreement between City and Contractor to which this
document (Contract Provisions for Non-Federal Entity Contracts under Federal
Awards) is attached and incorporated or for which Contractor has submitted a bid or
Proposal.

City means the City and County of San Francisco.

Contractor means the individual or entity awatded a third party contract financed in
whole or in part with Federal assistance originally derived from the Federal awarding
agency.

Government means the United States of America.and any executive department or
agency thereof.

Federal awarding agency means the Federal ageney that provides a Federal award to
a non-Federal entity.

Third Party Subcontract means a subcontract at any tier entered into by Contractor
or subcontractor, financed in whole or in part.with Federal assistance originally
derived from the Federal awarding agency.

II. Federal Changes

A.

III. Access
A.

P-600 (4-19)

Contractor shall at all times comply with all applicable regulations, policies,
procedures and Federal awarding agency directives, including without limitation
those listed directly or by reference in the Master Agreement between the City and
the Federal awarding agency or in the Grant Program Guidelines, as they may be
amended or promulgated from time to time during the term of this Agreement.
Contractor's failure to so comply shall constitute a material breach of this contract.
The Contractor agrees to include the above clause in each third party subcontract
financed in whole or in part with Federal assistance provided by the Federal awarding
agency. It is further agreed that the clause shall not be modified, except to identify
the subcontractor who will be subject to its provisions.

to Records

The Contractor agrees to provide the City, the Federal awarding agency, Inspectors
General, the Comptroller General of the United States or any their authorized
representatives access to any books, documents, papers, and records of the Contractor
which are directly pertinent to this Agreement for the purposes of making audits,
examinations, excerpts and transcriptions. The right also includes timely and
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reasonable access to personnel for the purpose of interview and discussion related to
such documents. 2 CFR §200.336.

B. The Contractor agrees to permit any of the foregoing parties to reproduce by any
means whatsoever or to copy excerpts and transcriptions as reasonably needed.

C. The Contractor agrees to maintain all books, records, accounts and reports required
under this Agreement for a period of not less than three years after the later of: (a) the
date of termination or expiration of this Agreement or (b) the date City makes final
payment under this Agreement, except in the event of litigation or settlement of
claims arising from the performance of this Agreement, dn which case, Contractor
agrees to maintain same until the City, the Federal awarding agency, the Comptroller
General, or any of their duly authorized representatives, have disposed of all such
litigation, appeals, claims or exceptions related thereto. The rights of access in this
section are not limited to the required retention period but last'as long as the records
are retained. 2 CFR §200.333 and 2 CFR §200.336.

IV. No Federal Government Obligations to Contractor

A. The City and Contractor acknowledge and agree that, notwithstanding any
concurrence by the Federal Government in or approval of the solicitation or award of
the underlying contract, absent the express written consent by the Government, the
Government is not a party to this contract and shall not be subject to any obligations
or liabilities to the City, Contractor, or any.other party (whether or not a party to that
contract) pertaining to any matter resulting from the underlying contract.

B. The Contractor agrees to include the above clause in each third party subcontract
financed in whole or in part with Federal assistance provided by the Federal awarding
agency. It is further agreed that.the clause shall not be modified, except to identify the
subcentractor who will be subject to its provisions.

V. Notice of Reporting Requirements

A. Contractor acknowledges that it has read and understands the reporting requirements
of the Office of Management and Budget stated in 2 CFR §200.328, and agrees to
comply with any such applicable requirements.

B. The Contractot agrees to include the above clause in each third party subcontract
financed in whole or in part with Federal assistance provided by the Federal awarding
agency. It is further agreed that the clause shall not be modified, except to identify the
subcontractor who will be subject to its provisions.

VI. Termination for Convenience of City (applicable to all contracts in excess of $10,000; 2
CFR §200 Appendix I1(b))
A. City shall have the option, in its sole discretion, to terminate this Agreement, at any
time during the term hereof, for convenience and without cause. City shall exercise
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this option by giving Contractor written notice of termination. The notice shall

specify the date on which termination shall become effective

Upon receipt of the notice, Contractor shall commence and perform, with diligence,

all actions necessary on the part of Contractor to effect the termination of this

Agreement on the date specified by City and to minimize the liability of Contractor

and City to third parties as a result of termination. All such actions shall be subject to

the prior approval of the City. Such actions shall include, without limitation:

(1) Halting the performance of all services and other work under this Agreement on
the date(s) and in the manner specified by City.

(2) Not placing any further orders or subcontracts for materials, services, equipment
or other items.

(3) Terminating all existing orders and subcontracts.

(4) At City's direction, assigning to City any or all of Contractor's, right, title, and
interest under the orders and subcontracts terminated. Upon such assignment, City
shall have the right, in its sole discretion, to settleOt pay any or all claims arising
out of the termination of such orders and subcontracts.

(5) Subject to City's approval, settling all outstanding, liabilities and all claims arising
out of the termination of etders,and subcontracts.

(6) Completing performance of any services or work that City designates to be
completed prior to the date of termination specified by City.

(7) Taking such action as may be necessary, or as the City may direct, for the
protection and preservation of any property related to this Agreement which is in
the possession of Contractor and in which City has or may acquire an interest.

Within 30 days after the specified termination date, Contractor shall submit to City an

invoice, which shall set forth each of the following as a separate line item:

(1) The.reasonable cost to Contractor, without profit, for all services and other work
City directed Contractor to perform prior to the specified termination date, for
which services or work City has not already tendered payment. Reasonable costs
may include a reasonable allowance for actual overhead, not to exceed a total of
10% of Contractor's direct costs for services or other work. Any overhead
allowance shall be separately itemized. Contractor may also recover the
reasonable‘cost of preparing the invoice. Taking such action as may be necessary,
or as the City may direct, for the protection and preservation of any property
related to this Agreement which is in the possession of Contractor and in which
City has or may acquire an interest.

(2) A reasonable allowance for profit on the cost of the services and other work
described in the immediately preceding subsection (1), provided that Contractor
can establish, to the satisfaction of City, that Contractor would have made a profit
had all services and other work under this Agreement been completed, and
provided further, that the profit allowed shall in no event exceed 5% of such cost.
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(3) The reasonable cost to Contractor of handling material or equipment returned to
vendor, delivered to the City or otherwise disposed of as directed by the City.

In no event shall City be liable for costs incurred by Contractor or any of its

subcontractors after the termination date specified by City, except for those costs

specifically enumerated and described in the immediately preceding subsection (c).

Such non-recoverable costs include, but are not limited to, anticipated profits on this

Agreement, post-termination employee salaries, post-termination administrative

expenses, post-termination overhead or unabsorbed overhead, attorneys’ fees or other

costs related to the prosecution of a claim or lawsuit, prejudgment interest, or any

other expense which is not reasonable or authorized undér such subsection (c).

In arriving at the amount due to Contractor under this Section, City may deduct:

(1) All payments previously made by City for work or other services covered by
Contractor’s final invoice;

(2) Any claim which City may have against Contractor in connection with this
Agreement;

(3) Any invoiced costs or expenses excluded pursuant to the immediately preceding
subsection (d); and

(4) In instances in which, in the opinion of the City, the cost of any service or other
work performed under this Agreement is excessively high due to costs incurred to
remedy or replace defective or rejected services or other work, the difference
between the invoiced amount and City’s estimate of the reasonable cost of
performing .the invoiced services<or other work in compliance with the
requirements of this Agreement.

City’s payment obligation under this Section shall survive termination of this

Agreement.

VII. Termination for Default (applicable to all contracts in excess of 310,000, 2 CFR §200
Appendix II(b))
Contractor’s failure. to perform or observe any term, covenant or condition of this
document (Contract Provisions for Non-Federal Entity Contracts under Federal Awards)
shall'constitute an event of default under this Agreement.

A.
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Each of the following shall also constitute an event of default ("Event of Default")

under this Agréement:

(1) Contractor fails or refuses to perform or observe any other term, covenant or
condition contained in this Agreement, and such default continues for a period of
ten days after written notice thereof from City to Contractor.

(2) Contractor (a) is generally not paying its debts as they become due, (b) files, or
consents by answer or otherwise to the filing against it of a petition for relief or
reorganization or arrangement or any other petition in bankruptcy or for
liquidation or to take advantage of any bankruptcy, insolvency or other debtors'
relief law of any jurisdiction, (c) makes an assignment for the benefit of its
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VIII.

IX.

creditors, (d) consents to the appointment of a custodian, receiver, trustee or other
officer with similar powers of Contractor or of any substantial part of Contractor's
property or (¢) takes action for the purpose of any of the foregoing.

(3) A court or government authority enters an order (a) appointing a custodian,
receiver, trustee or other officer with similar powers with respect to Contractor or
with respect to any substantial part of Contractor's property, (b) constituting an
order for relief or approving a petition for relief or reorganization or arrangement
or any other petition in bankruptcy or for liquidation or to take advantage of any
bankruptcy, insolvency or other debtors' relief law .of any jurisdiction or (c)
ordering the dissolution, winding-up or liquidation of Contractor.

On and after any Event of Default, City shall have_the right to exercise its legal and
equitable remedies, including, without limitation, the “right\ to terminate this
Agreement or to seek specific performance of all or any part of this, Agreement. In
addition, City shall have the right (but no ebligation) to cure (or cause to.be cured) on
behalf of Contractor any Event of Default; Contractor$hall pay to City on demand all
costs and expenses incurred by City in effecting such cure, with interest thereon from
the date of incurrence at the maximum rate then permitted by law. City shall have the
right to offset from any amounts due to Contractor under this Agreement or any other
agreement between City and Contracter all damages, losses, costs or expenses
incurred by City as a result of such Event of Default and any liquidated damages due
from Contractor pursuant to the terms of this Agreement or any other agreement.

All remedies provided for in this ‘Agreement may be exercised individually or in

combination with any other remedy available hereunder or under applicable laws,

rules and regulations. The exercise of any remedy shall not preclude or in any way be
deemed to waive any other remedy.

Equal Empleyment Opportunity Compliance (applicable to all construction contracts
awarded in excess of 310,000 by grantees and their contractors or subgrantees; 2 CFR §200
Appendix 11(c))

Contractor.agrees to comply with Executive Order 11246 of September 24, 1965, entitled

“Equal

Employment Opportunity,” as amended by Executive Order 11375 of October 13,

1967, and as supplemented in Department of Labor regulations (41 CFR Part 60).

Davis-Bacon Act Compliance (applicable to construction contracts in excess of $2,000
awarded by grantees and subgrantees when required by Federal grant program legislation,

2 CFR

$200 Appendix 11(d))

Contractor agrees to comply with the Davis-Bacon Act (40 U.S.C. 3141-3418) as
supplemented by Department of Labor regulations (29 CFR Part 5).
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XI.

Copeland Anti-Kickback Act Compliance (applicable to construction contracts in excess
of 82,000 awarded by grantees and subgrantees when required by Federal grant program
legislation,; 2 CFR §200 Appendix 11(d))

Contractor agrees to comply with the Copeland “Anti-Kickback™ Act (40 U.S.C. 3145) as
supplemented in Department of Labor regulations (29 CFR Part 3).

Contract Work Hours and Safety Standards (applicable to all contracts awarded by
grantees and subgrantees in excess of $100,000, which involve the employment of mechanics
or laborers; 2 CFR §200 Appendix Il(e))

A.
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Compliance: Contractor agrees that it shall comply with Sections 3702 and 3704 of
the Contract Work Hours and Safety Standards Act (40 U.S.C. 3701-3708) as
supplemented by Department of Labor regulations (29 CER Part 5), which are
incorporated herein.

Overtime: No contractor or subcontractor'contracting for any part of the work under
this Agreement which may require or invelve theé :employment of laborers or
mechanics shall require or permit any such laborer or mechanic in any workweek in
which he or she is employed on such work to work in excess of forty hours in such
workweek unless such laboret or'mechanic receives compensation at a rate not less
than one and one-half times the basic rate of pay for all hours worked in excess of
forty hours in such workweek.

Violation; liability for unpaid wages; liquidated-damages: In the event of any
violation of the<provisions of Paragraph B, the Contractor and any subcontractor
responsible therefore shall be liable to any affected employee for his unpaid wages. In
additions, such Centractor and subcontractor shall be liable to the United States for
liquidated damages. Such liquidated damages shall be computed with respect to each
individual laborer or mechanic employed in violation of the provisions of paragraph
B in the sumof $10 for each calendar day on which such employee was required or
permitted to be employed on such work in excess of eight hours or in excess of his
standard workweek of forty hours without payment of the overtime wages required by
paragraph B.

Withholding for unpaid wages and liquidated damages: The City shall upon its
own action oruipon written request of an authorized representative of the Department
of Labor withhold or cause to be withheld, from any moneys payable on account of
work performed by the contractor or subcontractor under any such contract or any
other Federal contract with the same prime contractor, or any other federally-assisted
contract subject to the Contract Work Hours and Safety Standards Act, which is held
by the same prime contractor, such sums as may be determined to be necessary to
satisfy any liabilities of such contractor or subcontractor for unpaid wages and
liquidated damages as provided in the clause set for in paragraph C of this section.
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E.

XII. Notice
A.

XIII.  Rights

Subcontracts: The contractor or subcontractor shall insert in any subcontracts the

clauses set forth in paragraphs A through D of this section and also a clause requiring

the subcontractors to include these clauses in any lower tier subcontracts. The prime

contractor shall be responsible for compliance by any subcontractor or lower tier

subcontractor with the clauses set forth in paragraphs A through D of this section.

of Requirements Pertaining to Copyrights

Contractor agrees that the Federal awarding agency shall have a royalty-free,

nonexclusive, and irrevocable license to reproduce, publish or otherwise use, and to

authorize others to use, for government purposes:

(1) The copyright in any work developed with the assistance of funds provided under
this Agreement;

(2) Any rights of copyright to which Contractor purchases ownership with the
assistance of funds provided under this Agteement. 2 CFR'§200.315.

The Contractor agrees to include paragraph A above in each third party subcontract

financed in whole or in part with Federal assistance provided by the Federal awarding

agency. It is further agreed that the clause shall not be modified, except to identify

the subcontractor who will be subject to its provisions.

to Inventions Made Under a Contract or Agreement (applicable to contracts for

experimental, developmental, or research work projects, 2 CFR §200 Appendix II(f) and 2
CFR §200.315)

A.
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General. If anyinvention, improvement, or discovery is conceived or first actually
reduced to practice in the course of or under this Agreement, and that invention,
improvement, or discovery is patentable under the laws of the United States of
America or any foreign country, the City and Contractor agree to take actions
necessary. to provide immediate notice and a detailed report to the Federal awarding
agency.

Unless the Government later makes a contrary determination in writing, irrespective
of Contractor's status (a large business, small business, state government or state
instrumentality,  local government, nonprofit organization, institution of higher
education, individual), the City and Contractor agree to take the necessary actions to
provide, through the Federal awarding agency, those rights in that invention due the
Federal Government as described in U.S. Department of Commerce regulations,
“Rights to Inventions Made by Nonprofit Organizations and Small Business
Proposers Under Government Grants, Contracts and Cooperative Agreements,” 37
CFR, Part 401.

The Contractor agrees to include paragraphs A and B above in each third party
subcontract for experimental, developmental, or research work financed in whole or
in part with Federal assistance provided by the Federal awarding agency. It is further
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agreed that the clause shall not be modified, except to identify the subcontractor who
will be subject to its provisions.

XIV. Energy Conservation Requirements
A. The Contractor agrees to comply with mandatory standards and policies relating to

energy efficiency which are contained in the state energy conservation plan issued in

compliance with the Energy Policy and Conservation Act.

B. The Contractor agrees to include paragraph A above in each third party subcontract
financed in whole or in part with Federal assistance provided by Federal awarding
agency. It is further agreed that the clause shall not be modified, except to identify the
subcontractor who will be subject to its provisions.

XV.  Clean Air and Water Requirements (applicable to.all contracts and subcontracts in excess
8150,000, including indefinite quantities where the amount is expected to exceed $150,000 in
any year, 2 CFR §200 Appendix 11(g))

A.

Contractor agrees to comply with all applicable standards, orders, or requirements
issued pursuant to the Clean Air Act (42 U.S.C. 7401-7671q) and the Federal Water
Pollution Control Act (33 U.SIC. 1251-1387).

Contractor agrees to report each wiolation of these requirements to the City and
understands and agrees that the City will, in turn, report each violation as required to
assure notification to the Federal awardingagency and the appropriate EPA regional
office.

The Contractor agrees to include paragraph A and B above in each third party
subcontract exceeding $150,000 financed in whole or in part with Federal assistance
provided by the Federal awarding agency.

XVI.  Debarment and Suspension (applicable to all contracts and subcontracts;, 2 CFR §200
Appendix 11(h))

A.
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Contractor represents and warrants that it is not debarred, suspended, or otherwise
excluded from or ineligible for participation in Federal assistance programs under
Executive Order 12549 and 12689, "Debarment and Suspension." Contractor agrees
that neither Contractor nor any of its third party subcontractors shall enter into any
third party subcontracts for any of the work under this Agreement with a third party
subcontractor who is debarred, suspended, or otherwise excluded from or ineligible
for participation in Federal assistance programs under Executive Order 12549 and
12689. 2 CFR §180.220.

Contractor agrees to the provisions of Attachment 1, Certification Regarding
Debarment, Suspension, Ineligibility and Voluntary Exclusion—Lower Tier Covered
Transactions, attached hereto and incorporated herein. For purposes of this
Agreement and Attachment 1, Contractor is the “prospective lower tier participant.”
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XVII.

XVIII.

XIX.

C. The Contractor agrees to include paragraphs A and B above in each third party
subcontract financed in whole or in part with Federal assistance provided by the
Federal awarding agency. It is further agreed that the paragraphs shall not be
modified, except to identify the subcontractor who will be subject to its provisions.

Byrd Anti-Lobbying Requirements

A. Contractor shall not use or pay any funds received under this Agreement to influence
or attempt to influence an officer or employee of an agency, a Member of Congress,
an officer or employee of Congress, or an employee of .a Member of Congress in
connection with the awarding of any Federal contract, the making of any Federal
contract, the making of any Federal grant, the making of.any Federal loan, the
entering into of any cooperative agreement, and the extension, continuation, renewal,
amendment, or modification of any Federal contract, grant, loan; or cooperative
agreement. 2 CFR 200, Appendix II(i).

B. Contractor agrees to the provisions of Attachment, 2, Certification Regarding
Lobbying, attached hereto and incorporated herein (applicable for contracts or
subcontracts in excess of $100,000).

C. Contractor agrees to include paragraphs A and B above in each third party
subcontract financed in whole or in part.with Federal assistance provided by Federal
awarding agency. It is further agreed that the clause shall not be modified, except to
identify the subcontractor who will be subject to its provisions.

Procurement of Recovered Materials (applicable to all contracts and subcontracts for the
procurement of recovered.materials, 2 CFR §200 Appendix 11(h))

Contractor agrees to comply with all.applicable standards, orders, or requirements issued
pursuant to.seetion 6002 of the Solid Waste Disposal Act, as amended by the Resource
Conservation and Recovery Act, as supplemented by the Environmental Protection Agency
regulations (40 CFR Part 247).

Incorporation of Uniform Administrative Requirements

The preceding provisions include, in part, certain standard terms and conditions required by
the Federal awarding agency, whether or not expressly set forth in the preceding contract
provisions. All contractual provisions required by the Federal awarding agency, as set forth
in 2 CFR Part 200, are hereby incorporated by reference. Anything to the contrary herein
notwithstanding, all of the Federal awarding agency’s mandated terms shall be deemed to
control in the event of a conflict with other provisions contained in this Agreement.
Contractor shall not perform any act, fail to perform any act, or refuse to comply with any
City requests that would cause City to be in violation of the Federal awarding agency’s terms
and conditions.
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Appendix C
Attachment 1

CERTIFICATION REGARDING DEBARMENT, SUSPENSION, INELIGIBILITY AND
VOLUNTARY EXCLUSION - LOWER TIER COVERED TRANSACTIONS
(Lower Tier refers to the agency or contractor receiving Federal funds, as well as any
subcontractors that the agency or contractor enters into contract with using those funds)

As required by Executive Order 12549 and 12689, Debarment and Suspension, as defined at 2
CFR 200 Appendix II, City may not enter into contract with any entity that is debarred,
suspended, proposed for debarment, declared ineligible, or voluntarily excluded by the Federal
Government from participating in transactions involving Federal‘funds. You are required to sign
the certification below which specifies that neither you ner your principals are presently
debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded by the
Federal agency. It also certifies that you will not use, ditrectly or indirectly, any of these funds to
employ, award contracts to, engage the services of, or fund any contractor that.is debarred,
suspended, or ineligible under 2 CFR 200.

Instruction for Certification

1. By signing and submitting this Propesaly. the prospective lower tier participant is providing
the certification set out below.

2. The certification in this clause is a material representation of fact upon which reliance was
placed when this transaction was entered into. If it is later determined that the prospective
lower tier participant knowingly rendered an ewroneous certification, in addition to other
remedies available to the Federal Government the department or agency with which this
transaction originatéd may  pursue available, remedies, including suspension and/or
debarment.

3. The prospective lower tier participant shall provide immediate written notice to the person to
whom this Proposal is submitted if at any time the prospective lower tier participant learns
that its cettification was erroneous when submitted or had become erroneous by reason of
changed circumstances.

4. The terms covered transaction, debarred, suspended, ineligible, lower tier covered
transaction;, participant, person, primary covered transaction, principal, Proposal, and
voluntarily excluded, as used in this clause, have the meaning set out in the Definition and
Coverage sections of rules implementing Executive Order 12549 and 12689. You may
contact the person to which this Proposal is submitted for assistance in obtaining a copy of
those regulations.

5. The prospective lower tier participant agrees by submitting this agreement that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier
covered transaction with a person who is proposed for debarment under 2 CFR 200.213,
debarred, suspended, declared ineligible, or voluntarily excluded from participation in this
covered transaction, unless authorized by the department or agency with which this
transaction originated.

6. The prospective lower tier participant further agrees by submitting this Proposal that it will
include this clause titled "Certification Regarding Debarment, Suspension, Ineligibility and
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Voluntary Exclusion-Lower Tier Covered Transaction," without modification, in all lower
tier covered transactions and in all solicitations for lower tier covered transactions.

7. A participant in a covered transaction may rely upon a certification of a prospective
participant in a lower tier covered transaction that it is not proposed for debarment under 2
CFR 200.213, debarred, suspended, ineligible, or voluntarily excluded from covered
transactions, unless it knows that the certification is erroneous. A participant may decide the
method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the List of Parties Excluded from Federal
Procurement and Nonprocurement Programs.

8. Nothing contained in the foregoing shall be construed to require establishment of a system of
records in order to render in good faith the certification required by this clause. The
knowledge and information of a participant is not required to' exceed that which is normally
possessed by a prudent person in the ordinary course of business dealings.

9. Except for transactions authorized under paragraph 5 of these instructions, if a participant in
a covered transaction knowingly enters into a lower tier covered transaction with a person
who is proposed for debarment under 2 CFR 200.213, suspended, debarred, ineligible, or
voluntarily excluded from participation in this transaction originated may pursue available
remedies, including suspension and/or debarment.

Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion —
Lower Tier Covered Transactions

1. The prospective lower tier participant certifies, by. submission of its Proposal, that neither it
nor its principals is presently debarred,. suspended;, proposed for debarment, declared
ineligible, or voluntarily excluded from participation in this transaction by any Federal
department or agency.

2. Where the prospective lower tier participant is unable to certify to any of the statements in
this certification, such prospective participant shall attach an explanation to this Proposal.

Contractor Signature Date
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Appendix C
Attachment 2

CERTIFICATION REGARDING LOBBYING
(Certification for Contracts, Grants, Loans, and Cooperative Agreements)

The undersigned certifies, to the best of his or her knowledge and belief, that:

1.

No Federal appropriated funds have been paid or will be paid, by or on behalf of the
undersigned, to any person for influencing or attempting to influenee an officer or employee
of an agency, a Member of Congress, an officer or employee of Congress, or an employee of
a Member of Congress in connection with the awarding of any Federal contract, the making
of any Federal grant, the making of any Federal loan, the/entering into of any cooperative
agreement, and the extension, continuation, renewal, amendment, or modification of any
Federal contract, grant, loan, or cooperative agreement.

If any funds other than Federal appropriated funds have been paid or will be paid to any
person for influencing or attempting to influence an officer or employee of any agency, a
Member of Congress, an officer or employee of Congtess,0r an employee of a Member of
Congress in connection with this Federal contract, grant, loan, or cooperative agreement, the
undersigned shall complete and submit Standard Form-LLL, "Disclosure Form to Report
Lobbying," in accordance with its instructions.

The undersigned shall require that the language.of this certification be included in the award
documents for all subawards at all tiers (including.subcontracts, subgrants, and contracts
under grants, loan, and cooperative agreements) and that.all subrecipients shall certify and
disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this
transaction was madeOr entered into. Submission of this certification is a prerequisite for
making or entering into this transaction imposed by section 1352, title 31, U.S. Code. Any
person who fails to file the required certification shall be subject to a civil penalty of not less
than $10,000 and-not more than $100,000 for each such failure.

Contractor Signature Date

P-600 (4-19) C2-1 [Contract ID]



APPENDIX lll = PROPOSALS STATEMENT FORM
RFP# UASI 18-02
UASI Regional Training and Exercise Program Administration
INSERT PROPOSER NAME HERE

1. Section VI RFP Terms and Conditions Acceptance

Submission of a proposal indicates a Proposer’s acceptance of the terms and conditions contained in this
RFP unless clearly and specifically noted otherwise in the Proposal. The City may discontinue its
selection, contract negotiations, or contract award processes with any Proposer if it is determined that
the Proposer has not accepted the RFP terms and conditions contained herein.

EACH PROPOSER AS PART OF ITS RESPONSE MUST SUBMIT THIS DOCUMENT SIGNED BY A
REPRESENTATIVE(S) AUTHORIZED BY THE PROPOSER TO MAKE REPRESENTATIONS FOR THE
PROPOSER AND TO OBLIGATE THE PROPOSER TO PERFORM THE COMMITMENTS CONTAINED IN ITS
PROPOSAL.

Acknowledged and agreed:

Signature of Authorized Representative:

Printed Name

Title

Firm Name

Address, City, State

Phone Number

Date

-1

RFP#: UASI 18-02



APPENDIX lll = PROPOSALS STATEMENT FORM
RFP# UASI 18-02
UASI Regional Training and Exercise Program Administration
INSERT PROPOSER NAME HERE

2. Appendix I- City’s Administrative Requirements

e Proposer need to register for the Bidder’s ID in order to submit proposals. Register at
https://sfcitypartner.sfgov.org/pages/BidderRegistration-BS3/bidder-registration-1.aspx

e The awarded Proposer must fulfill the City’s administrative requirements for doing business with
the City and become a compliant vendor in order to sign a contract with City. Fulfillment is
defined as completion, submission, and approval by applicable City agencies of the forms and
requirements referenced at https://sfcitypartner.sfgov.org/pages/become-a-supplier.aspx. The
steps listed on the website will need to be completed and the fifrm will have to be become a
compliant supplier in order to sign a contract with City. City/recommends that non-compliant
Proposers get started on this process as soon as possible. Although the Supplier ID is not a
requirement for Proposal submission.

e Provide Proposer information below.

Respondent's City Bidder’s ID # [Insert Bidder’s ID — required for proposal
submission]
Respondent's City Supplier ID # [Insert Supplier ID, if applicable]
Contact Name [Insert contact name]
Email [Insert email]
Phone Number [Insert phone number]
III- 2

RFP#: UASI 18-02


https://sfcitypartner.sfgov.org/pages/BidderRegistration-BS3/bidder-registration-1.aspx
https://sfcitypartner.sfgov.org/pages/BidderRegistration-BS3/bidder-registration-1.aspx
https://sfcitypartner.sfgov.org/pages/become-a-supplier.aspx
https://sfcitypartner.sfgov.org/pages/become-a-supplier.aspx

APPENDIX lll = PROPOSALS STATEMENT FORM
RFP# UASI 18-02
UASI Regional Training and Exercise Program Administration
INSERT PROPOSER NAME HERE

3. Acceptance of U.S. Department of Homeland Security Urban Area
Initiative Grant Program Requirements (Minimum Qualifications #1)

A representation that the Proposer acknowledge and accepts all the requirements described in Article
12 and Appendix C of Agreement for Professional Services Form P-600 (Appendix Il of the RFP).

[ I acknowledge and agree that my entity accepts all of the U.S. Department of Homeland Security
Urban Areas Security Initiative Grant Program Requirements asart of my response

Acknowledged and agreed:

Signature

Printed Name

Title

- 3

RFP#: UASI 18-02



APPENDIX IV = MINIMUM QUALIFICATIONS (MQ) FORM
RFP# UASI 18-02: UASI Regional Training and Exercise Program Administration
INSERT PROPOSER NAME

Note that all documents under this RFP process are subject to public disclosure. Please exclude
confidential or proprietary information, as appropriate.

Instructions are provided in blue and may be deleted. Note that responses of “To be provided upon request” or “To be
determined” or the like, or that do not otherwise provide the information requested (e.g., left blank) are not
acceptable.

Minimum Qualifications (RFP Page 11 to 12)
Proposers must provide a prior project reference demonstrating their ability to meet each minimum qualification listed.

Proposers should include at least two (2) but no more than three (3) total references. At least one of the projects
referenced must meet multiple minimum qualifications.

Include below references (limited to three) and their relevant information. Contacts for each,project are required. Please

attach a letter from each reference for the project(s) that comprise your minimum qualifications. Each letter should be
no more than one (1) page, and signed by the authorized representative.

RFP#: UASI-18-02



APPENDIX IV = MINIMUM QUALIFICATIONS (MQ) FORM
RFP# UASI 18-02: UASI Regional Training and Exercise Program Administration

INSERT PROPOSER NAME

Contact Name
and Job Title

[Insert name and job title]

Organization
Name

[Insert organization name]

Reference 1 -
Project Name

[Insert project name]

Phone Number

[Insert phone number]

Email

[Insert email address]

Contact Name
and Job Title

[Insert name and job title]

Organization
Name

[Insert organization name]

Reference 2
Project Name

[Insert project name]

Phone Number

[Insert phone number]

Email

[Insert.email address]

Contact Name
and Job Title

[Insert. name and job'title]

Organization
Name

[Insert organization name]

Reference 3
Project Name

[Insert project name]

Phone Number

[Insert phone number]

Email

[Insert email address]

RFP#: UASI-18-02




APPENDIX IV = MINIMUM QUALIFICATIONS (MQ) FORM
RFP# UASI 18-02: UASI Regional Training and Exercise Program Administration
INSERT PROPOSER NAME

MQ#

Minimum Qualifications

List of proof documentations

Must be able to execute Appendix C of the City’s
contract, U.S. Department of Homeland Security
Urban Areas Security Initiative Grant Program

[0 Completed and signed: Appendix Il — Proposal
Statement Form, #3 Acceptance of U.S.
Department of Homeland Security’s Urban Areas
Security Initiative Grant Program Requirements

2. Proven familiarity with Bay Area public safety Which reference meets this minimum
agencies and relevant training requirements qualification? Reference (1, 2, or 3): [insert
/certifications via references and related projects | reference #]
within the last 5 years.

3. Proven understanding of the California Which reference meets this minimum
Standardized Emergency Management System, qualification? Reference (1, 2, or 3): [insert
Master Mutual Aid Compact, and regional reference #]
response structure via integration of these
concepts in the proposed project approach.

4. Proven success in facilitating multi-discipline work |{Which reference meets this minimum
groups to build consensus via references and qualification? Reference (1, 2, or 3): [insert
related projects within the last 5 years. reference #]

5. Proven success with experience developingand Which reference.meets this minimum
implementing a Multi-Year Training and Exercise qualification? Reference (1, 2, or 3): [insert
Plan proven via references and related projects reference #]
within the last 5 years.

6. Proven success in coordinating & administering Which reference meets this minimum
public safety training courses proven via qualification? Reference (1, 2, or 3): [insert
references and related projects within the last 5 reference #]
years.

7. Proven success in developing & évaluating multi- Which reference meets this minimum
discipline large scale exercises proven via qualification? Reference (1, 2, or 3): [insert
referencesiand related projects within the last 5 reference #]
years.

8 Proyven success of program management Which reference meets this minimum
capabilitiesdemonstrated in.the proposed project | qualification? Reference (1, 2, or 3): [insert
approach and validated via references and related | reference #]
projects within the last 5 years.

9. Proven success working with multiple jurisdictions | Which reference meets this minimum
and public entities in a concurrent manner within | qualification? Reference (1, 2, or 3): [insert
the last 5 years. reference #]

10. Proven success of technical capabilities for Which reference meets this minimum

website design, hosting, and maintenance within
the last 5 years.

qualification? Reference (1, 2, or 3): [insert
reference #]

RFP#: UASI-18-02




To: Bay Area UASI Approval Authority

From: Mikyung Kim-Molina, UASI Regional Project Manager
Date: July 11, 2019

Re: Item 07: Cyber Resilience Program Update

Staff Recommendations:

No recommendation

Action or Discussion Items:

Discussion

Background:

At the June 14, 2018 meeting, the Approval Authority approved $300,000 for the Cyber Tiered
Training Project. The goal of the FY 18 Cyber Tiered Training Project is to develop and deliver a
high quality, targeted cybersecurity curriculum to public agencies and critical infrastructure end
users, administrators, and executive management in order to protect against data breaches and
potential compromises of sensitive systems. At the May 9, 2019 meeting, the Approval Authority
approved $200,000 for the Cyber Incident Response and Framework Planning Project. The goal
of the FY 19 Cyber Incident Response and Framework Planning Project is to develop a regional
cyber incident response framework and toolkit that will address planning gaps, risks, current
threats, reporting protocols and overall cyber readiness within the region.

Due to the immediate need to prepare and respond to an imminent cyberattack, the UASI Cyber
Resilience Workgroup identified the FY 19 Cyber Incident Response and Framework Planning
project as a priority. As such, the framework planning project and tiered training project will run
concurrently and give the region the flexibility to leverage and inform one project with the other.

Discussion:
Regional Project Manager Mikyung Kim-Molina will present the project overview, current status

and next steps for the FY 2018 and FY 2019 cyber resilience projects. The attached Appendix A
is an accompanying PowerPoint presentation.
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UASI Cybersecurity Framework Planning Project

DELIVERABLE ESTIMATED COMPLETION DATE

Cybersecurity Preparedness Survey July 2019
Evaluation of Current Plans and Policies October 2019
Workshop and Facilitated Discussion November 2019
Cybersecurity Tool Kit March 2020

Cyber Incident Response Plan May 2020



UASI Cyber Tiered Training Project

LEVEL OF TRAINING DESCRIPTION

End-User Training licenses and phishing licenses

IT Administrators Classroom based training

Peer to peer (e.g., seminars, conferences,

CISO and CIOs : .
professional organizations, etc.)
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To: Bay Area UASI Approval Authority
From: Mikyung Kim-Molina, UASI Regional Project Manager
Date: July 11, 2019

Re: Item 08: Mass Notification Seminar Close Out

Staff Recommendations:

No recommendation

Action or Discussion Items:

Discussion

Background:

The Mass Notification Seminar was held on May 2" and 3™ at the UCSF Mission Bay Conference
Center. The purpose of the seminar was to examine resources and challenges and to share lessons
learned and best practices to enhance mass notification capabilities before, during, and after an
emergency incident.

Seminar Objectives Included:

1. Share mass notification lessons learned from disasters in the Bay Ara region, State of
California, and across the country.

2. Provide participants with a deeper understanding of communications infrastructure and
capabilities related to mass notification.

3. Learn about and inform the development and implementation of policies and regulations
related to mass notification.

4. Identify best practices for designing and sending effective alert messages that reach broad
audiences with diverse communication needs.

Discussion:
UASI Regional Project Manager Mikyung Kim-Molina will provide a seminar recap and close out

of the Mass Notification Seminar. The attached Appendix A is an accompanying PowerPoint
presentation.
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Seminar at a Glance

* Dates: May 2 - 3, 2019
* Location: Mission Bay Conference Center at UCSF
 Time: 9:00 AM — 5:00 PM (plus a reception after Day 1)

* Participants: 198 Attendees

= NYC, Philadelphia, Nevada, Washington D.C., Houston,
Virginia and other jurisdictions beyond the Bay Area

= Cal OES, FEMA, NWS, USGS, colleges and universities



Key Topics

Key Topics Included

Mass Notification Lessons Learned From Recent Disasters

Updates to Alerting Technology and Infrastructure

Reaching Traditionally Hard to Reach Populations with Alerts

Building a Brand and Integrating Social Media

Techniques for Designing Effective Emergency Alert Messages



High-Level Takeaways

High-Level Takeaways

 No “Silver Bullet”

« Building Trust by Educating the Public

« Adopting Best Practices

« Working with Community-Based Organizations



Participant Feedback

Feedback Form Questions

Most Valuable Takeaways
Alert Updates, Lessons Learned, Behavioral Science Research, Social Media, Hard to
Reach Populations

Future Topics/Format
Workshop Style Sessions, Opportunity to Apply and Practice Concepts, Share and
Develop Plans

Speaker Suggestions
Social Media Companies, Disney, Authors, FCC, VOADs

Top Challenges
AFN Alerting, Translations, Changing Technologies, Staff Training

Additional Comments
Great Venue/Food/Space, Expensive Location, Please Keep this Going



Seminar Materials

Seminar materials (e.g., presentations, handouts,
summary report) available via:

https://drive.google.com/drive/folders/1v2WQOrGyErTb
XY-HTOWMXt8AiLcXgw6-?usp=sharing

We were trending: #BAMNS19


https://drive.google.com/drive/folders/1v2WQOrGyErTbxY-HT9wMXt8AiLcXgw6-?usp=sharing

Thank You to Sponsors
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To:
From:
Date:
Re:

Bay Area UASI Approval Authority

Amy Ramirez, UASI Risk Management Project Manager
July 11, 2019

Item 09: Risk Management Program Update

Staff Recommendation:

No recommendation

Action or Discussion Items:

Discussion

Discussion:

Highlights from the Risk Management Program include the following activities:

The NCRIC completed an update to the Aviation sub-sector in Cal COP. New assets were
added and existing assets were updated. Each asset record now contains a website link to
provide detailed information about each facility. There was no change to the regional asset
risk for 2019.

Haystax has completed the migration of Cal COP to a new platform which provides a faster,
easier to use interface.

The FEMA requirement for the 2019 Threat & Hazard Identification and Risk Assessment
(THIRA) and Stakeholder Preparedness Report (SPR) focus on the Core Capabilities in the
Mission Areas of Protect, Prevent, and Mitigate. A workshop was held on April 17" to
draft new Capability Targets using the standardized language required by FEMA. The
Capability Targets describe what capabilities the Region needs to address the threats and
hazards identified in the THIRA. The purpose of the SPR is to identify the Region’s current
capacity to meet the targets set in the THIRA, the reason for any gaps between the target
and the capacity, and the investments needed to close gaps or sustain capabilities.

Next steps:

The next step in the 2019 THIRA/SPR process is to gather input for the SPR from subject matter
experts, including the UASI Regional Workgroups. The final document will be presented to the
Approval Authority at the November meeting in preparation for submission to FEMA in
December.

The attached Appendix A is an accompanying PowerPoint presentation.
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2019 Risk Management Timeline

2019 Activities

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Kickoff ‘
Cal COP Training ’

B

THIRA Workshop ‘

SPR Data Gathering _

THIRA / SPR AA ‘
Approval

THIRA / SPR Due to ‘
FEMA



Asset Highlights

NCRIC updated Aviation sub-sector
» Added/updated assets; provided links to asset
records for additional details about each facility
» No change to the regional asset risk

Cal COP transition to new platform completed
» Faster, more user-friendly interface



2019 County Asset Risk

County Asset Risk
50
40
<
2
o
=
@
a 30
<
©
o
[
Y
o
4= 20
c
()]
(3]
e
()
a
10 I
0 I . | ] S S
San Francisco Santa Clara  Alameda San Mateo Contra Costa Solano Monterey Sonoma San Benito Marin County Santa Cruz Napa County
County County County County County County County County County




THIRA / SPR

* 2019 Requirements:
» Core Capabilities for Prevent, Protect, Mitigate Mission
Areas

* THIRA Workshop held April 17t
» Developed Capability Targets

 August & September - input from UASI Regional Workgroups /
SMEs for Stakeholder Preparedness Review (SPR):
» Current capacity to meet targets
» Gap closing strategies

* November — present to AA

e December—-submitto FEMA



For questions contact:

Amy Ramirez
amy.ramirez@sfgov.org
415-353-5242

Thank you.


mailto:amy.ramirez@sfgov.org

To: Bay Area UASI Approval Authority

From: Amy Ramirez, UASI Risk Management Project Manager
Date: July 11, 2019

Re: Item 10: Regional Access & Functional Needs Project Update

Staff Recommendation:

No recommendation

Action or Discussion Items:

Discussion

Discussion:

The Approval Authority allocated $200,000 of FY17 funds to support a region-wide project to
support access and functional needs (AFN) planning in the Bay Area. The Emergency
Management Work Group and the AFN leads identified for each jurisdiction are providing local
subject matter expertise on project deliverables.

Regional Project Manager Amy Ramirez will present an overview of the project and deliverables.

The attached Appendix A is an accompanying PowerPoint presentation.
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Project Overview

Purpose:

Increase jurisdictional capacity to serve people
with disabilities and others with access &
functional needs (AFN) during a disaster.

Background:
* Budget: $200,000

* Project performance
period: July 1, 2018 —
August 31, 2019

e Contracted support
pr0V|ded by IEM Equality VS. Equity




T Project Objectives

/ 1. Provide guidance to SF, Oakland,
San Jose to:

 Meet plan update requirements of
AB 2311

* Improve accessibility of websites for
content and function

* |Incorporate AFN into recovery
planning efforts

2. Develop tools and guidance to
support AFN planning throughout
Region

3. Deliver training for emergency
shelter workers to increase
accessibility in shelters



Project Tasks — Core City

I T

1  Plan review and recommendations July
2  Website review and recommendations Completed
3  Recovery planning guidance July

| F\‘“\’/S:--.F CITY OF m
S SAN JOSE

CAPITAL OF SILICON VALLEY

CITY OF OAKLAND



Project Tasks — Region-wide

4  AFN Supply Cache List and Planning Tool Completed

c AFN Pc?pulatlons Information Management o,
Analysis

6  AFN Planning Guidance Tool August

7 MOUs Template July

8 Spontaneous Shelter Guidance July

9  Train-the-Trainer for Shelter Staff July 29

10  Region-wide Toolkit Orientation August



For questions contact:

Amy Ramirez
amy.ramirez@sfgov.org
415-353-5242

Thank you.


mailto:amy.ramirez@sfgov.org

To: Bay Area UASI Approval Authority

From: Tristan Levardo, CFO

Date:

July 11,2019

Re: Item 11: UASI Travel Expenditures

Staff Recommendation:

Information only

Action or Discussion Item:

Discussion only

Summary
The travel expenses by the Bay Area UASI for the period of January 1, 2019 to June 30, 2019 are
summarized below.
Employee, Destination Travel Total Funding Purpose
Jurisdiction Dates Charges Source
Mary Ellen Carroll, | Boston, MA | 3/25/19- 1,050.03 FY17 Big City Emergency
San Francisco 3/28/19 UASI Managers Spring
Meeting
Craig Dziedzic, Los Angeles, | 2/26/19- 679.36 FY17 California Coalition of
Management Team CA 2/27/19 UASI UASIs Meeting
Craig Dziedzic, Phoenix, AZ | 6/16/19- 1,249.45 FY17 2019 National
Management Team 6/21/19 UASI Homeland Security
Conference
Mary Landers, Phoenix, AZ | 6/17/19- 730.02 FY17 2019 National
Management Team 6/21/19 UASI Homeland Security
Conference
Tristan Levardo, Phoenix, AZ | 6/17/19- 855.41 FY17 2019 National
Management Team 6/20/19 UASI Homeland Security

Conference

071119 Approval Authority Meeting Agenda Item 11: UASI Travel Expenditures




Amy Ramirez, Los Angeles, | 2/26/19- 570.38 FY17 California Coalition of
Management Team CA 2/27/19 UASI UASIs Meeting
Besty Burkhart, New York, 7/10/18- 1,500.00 FY17 2018 National
Walnut Creek NY 7/13/18 UASI Homeland Security
Conference
Dana Reed, Santa New York, 7/9/18- 2,706.00 FY17 2018 National
Clara NY 7/12/18 UASI Homeland Security
Conference
Shawn Sexton, New York, 7/8/18- 3,012.31 FY17 2018 National
Alameda NY 7/13/18 UASI Homeland Security
Conference
Phil White, New York, 7/8/18- 3,071.60 FY17 2018 National
Alameda NY 7/13/18 UASI Homeland Security
Conference
TOTAL 15,424.56

071119 Approval Authority Meeting Agenda Item 11: UASI Travel Expenditures
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